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UNIT 1: INTRODUCTION

Chapter 1: Overview

1.1 Abstract

The industrial training is in reality a great platform to inculcate the work culture of any
organization. Trainee gets a complete exposure to industry which forms the foundation
for rest of the career as understanding of industry operation strengthens. Ability to
comprehend the problem and solve it enhances great deal because professionals around

you always motivate you and compel you to do things near perfection.

I learnt a lot in company and also had a chance to work on several products Gemalto is
known for, as instance Payment HSM Luna EFT and Crypto Command Center. Both of
these are flagship projects of Gemalto (earlier Safenetinc). HSMs provide reliable
protection for applications, transactions and information assets by securing cryptographic

keys.

1.2HSM Overview

SafeNet Hardware Security Modules (HSMs) provide reliable protection for transactions,
identities, and applications by securing cryptographic keys and provisioning encryption,
decryption, authentication, and digital signing services. SafeNet HSMs are ranked #1 in
the market worldwide. They provide the highest-performing, most secure, and easiest-to-
integrate application and transaction security solution for enterprise and government

organizations.

With a broad range of HSM offerings and a full range of API support, SafeNet HSMs
enable application developers to easily integrate security into custom applications. In
partnership with leading application solution providers, SafeNet has produced HSMs that

offer end-to-end protection for organizations, helping them achieve regulatory
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compliance, streamline business processes, reduce legal liabilities, and improve

profitability.

1.1 Luna EFT

1.3 Product Overview
SafeNet offers the following type of HSMs:

e General Purpose HSMs, Embedded

1.2 General Purpose HSMs Embedded

SafeNet embedded HSMs are designed for tight integration between an application server
and the HSM. Sensitive data is protected cost-effectively, and business processes are
uninterrupted, making SafeNet embedded HSMs the highest performance solution in the

market for the protection of cryptographic keys.

® General Purpose HSMs, Network Attached

1



1.3 General Purpose HSMs, Network Attached

When the hardware security module (HSM) needs to be shared between a number of
application servers, SafeNet network-attached HSMs safeguard the cryptographic keys used to

secure transactions, applications, and sensitive data.

® Payment HSMs

1.4 Payment HSMs

For over 25 years, SafeNet products have protected and secured transactions around the
world. SafeNet HSMs provide powerful end-to-end security for online banking

transactions and applications for credit, debit, and chip cards.

SafeNet products protect and secure transactions including Web-based PIN issuance and
management, PIN mailers and generators, online banking transactions, m-payments,

contact-less payments, and card issuance.

® Validations and Certifications

1.5 FIPS Standard
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SafeNet Hardware Security Modules (HSMs) provide reliable protection against
compromise for applications and information assets to ensure regulatory compliance,
reduce the risk of legal liability, and improve profitability. SafeNet’s robust FIPS and
Common Criteria validated HSM solutions are tamper resistant and offer the highest level

of security.
1.4 Project Overview

First project deals with modifying an API in payment HSM which re-encrypts the master
key used for maintaining the confidentiality so that the critical data is not compromised.
The master key is used to encrypt and decrypt the session keys and the other keys used in
the transaction. I went through an extensive research about cryptography and various
algorithms dealing with data confidentiality, integrity and authenticity. Apart from this
understanding the architecture of the product and the guidelines to manage the code was a
learning experience. The coding language used was C, required a basic level knowledge

of Linux platform and virtual machines.

The other task deals with the Crypto Command Center and it’s integration with the Oracle
database. Currently the CCC is integrated to work with Postgres database and the future
requirement is to integrate it with Oracle. The project required an extensive research of
the market to select the viable version of Oracle database to start the project with. Apart
from it project needed an extensive knowledge of java programming language, Postgres

and certainly Oracle.
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UNIT 2:Project-1

Chapter 2: Requirement and Analysis

2.1Software Requirements Specifications

2.1.1 Purpose

The purpose of this task was to modify an existing API and create a new one which could
address the new requirement. The modification dealt with the change in encryption and
decryption flow and the type of encryption technique used. Apart from modifying,

creating extensive test case set to harden the API was also the purpose of this task.
2.1.2 Scope

This project was designed as an assessment task. It was a requirement by a customer and

was given to me as an assessment.
2.1.3 Feasibility Analysis

2.1.3.1 Technical Feasibility

During our analysis about the project we found that all the resources both hardware &
software like the OS environment, language to be used for developing the system etc.
which are required to develop the project are available in the market & there is no
resource which is not available required by the project. Since all the resources are easily
available therefore by this analysis we arrive at the decision that the proposed system is

technically feasible.

15



2.1.3.1 Cost Feasibility

The cost feasibility was analyzed using the basic COCOMO model. The development
was considered as organic since project deals with developing a well understood
application program. In organic type, the size of the development team is reasonably
small, and the team members are experienced in developing similar types of projects. The

following equations can be used to estimate the cost required to complete the task.

Effort Applied (E) = a,(KLOC)", [ man-months ]

Development Time (D) = cu(Effort Applied)s [months]

People required (P) = Effort Applied / Development Time [count]

Where,

ap=2.4

bp=1.05

ch=2.5

dp=0.38

So by this analysis it was found that the total cost was less than the revenue generated by
the system and the number of people required to develop is two; one for developing the

project and one for supervision as this an assessment task.

2.1.3.1 Time Feasibility

By COCOMO model analysis it was found that the total time required to develop the

project is 1 month. So it was needed to develop the proposed system within 1 month.

All the resources for the development of the proposed system are available and there is no
specific dependency which needs to be resolved so the development needs is not an issue.
However as I am new to the product it took some time to understand the basic

architecture and design of the product. Initial task was to acquire the knowledge

16



regarding the Payment HSM and the working of the API to be modified. Hence this
analysis helped in estimating the time which will be required to completely understand

the product and develop the required system.

2.1.4 Environment

2.1.4.1 Input/ Output

The system takes input as the command or string to call the API which is required by the
user to perform the specific task. The input contains the function code and data which is

to be processed by the APL

The output of the system will provide the required key encrypted as required and the

response code for the call, may it be successful or some kind of failure response code.
2.1.4.2 Hardware and Software Requirement

The Payment HSM is used by the client using a utility software which is installed in host

machine. The call to the API is made thorough this client. The specifications are listed as

follows.

Platform : Linux and Windows OS

Tools X VMware/Virtual Box

Hardware : The client can run on any general hardware system.
Software : No additional software requirement these are provided by Safenet.

2.1.4.3 System Security

The API requires no additional security to be implemented for development, however

dependencies needs to be resolved if any arises due to addition of the API into the system.

2.1.4.4 System Interaction
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The project to be developed can make interaction with only those systems whose IP
address is entered by the user or admin over the product no other system is able to interact

with the system.

2.2 Product Perspective

2.2.1 Interfaces
The payment HSM for which the API is created is self-contained and requires no input
from any other system except the test data or the processing data. All the operations are

performed on the HSM internally.

User Interfaces
The system comprises of well-defined user interface to operate the payment HSM.
It contains several user screens:

1. Lush (Luna Shell)

2. Web based

Hardware Interfaces: These interfaces are used to operate the HSM
LCD Screen On HSM
Apart from these interfaces we require a USB Keyboard or Pin Entry Device to perform

key entry in the HSM.

Communication Interfaces:

1. ASYNC — This process listens on the Serial Host port and processes incoming
requests by passing them to the HSM function manager. It uses proprietary
protocols.

2. ETHERNET-This process handles the raw Ethernet protocol.

18



3. TCP/IP — This process listens on the TCP port and processes incoming requests by
passing them to the HSM function manager. It also routes the replies back to the
originator. It uses proprietary protocols.

2.2.2 Operations

The user interface is provided with the list of operations which can be performed by the
product. The enabling of the API designed and providing the necessary details to utilize it
can be given using the Ul of the product. The list of operations cannot be disclosed as per
the company policy however generic operation includes key entry, data encryption, pin

mailer etc.

2.3 Product Function

The project performs a wide variety of tasks however the API which I developed decrypts
the data it receives and again encrypts it following a particular scheme which was

required by the customer. The scheme cannot be disclosed.

2.4 User Characteristics

The Product provides a featured Ul for user to perform several operations in admin mode:

1. Create Administrators.

2. Change Password.

3. Configure APIs or Host Function.

4. Add Host connections.

5. Add Keys.

6. Configure Different Properties of HSM.

7. Choose Type of Connection TCP/IP or https.

8. Enable the Sensitive Functions.
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9. Delete the Keys if not required.

10. View Audit Logs.

In User Mode the available options are:
1. Configure HSM and APIs

2. View Audit Logs.

2.5 Constraints

There are various constraints to be kept in mind:

1. Client must have minimum of 64 MB RAM to support Client-Server
architecture.
2. The connectivity can only be provided in terms of specified

communication modes.
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Chapter 3: Design Specification

3.1 Introduction

The API does not alter the design already used by the HSM. It is an addition to the
existing function space. So the purpose of the “Design Specification” would be to explain

the high level design used by the HSM which I am working on.

The Design activity is often divided into separate phases — System Design and Detailed
Design. System Design is sometimes also called Top-level Design. This system design
aims to identity and modules that should be in the system, the specification of these
modules, and how they interact with each other to produce the desired result. At the end
of the System Design all the major data structures, file formats, and the major modules in

the system and their specification are decided.
3.2 Development Strategies

For the development of this API, we have adopted Agile Software development model
approach. Agile software development is a group of software development methods based
on iterative and incremental development, where requirements and solutions evolve
through collaboration between self-organizing, cross-functional teams. It promotes
adaptive planning, evolutionary development and delivery, a time-boxed iterative

approach, and encourages rapid and flexible response to change.

Agile Methodology
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3.1 Agile Development

While working on this task we followed agile development as we divided the task into

modules and started doing altogether by achieving smaller goals on daily basis.
Agile Training

A training session on Agile Development was provided by Gemalto. It was a two day
session held in company premises by Andrew Goddard. He has been leading Agile teams
for over 8 years following the Scrum framework and other Agile/Lean techniques. He is a
certified Scrum master. His specific interest is in working with clients and teams to focus

on the value that is delivered through the software development process.

Agile methods emphasize face-to-face communication over written documents when the
team is all in the same location. Most agile teams work in a single open office (called
a bullpen), which facilitates such communication. Team size is typically small (5-9
people) to simplify team communication and team collaboration. Larger development
efforts can be delivered by multiple teams working toward a common goal or on different
parts of an effort. This might require a coordination of priorities across teams. When a
team works in different locations, they maintain daily contact through videoconferencing,

voice chat, e-mail, etc.
A Short Note - Agile Process

1. The task is broken into smaller user stories by product owner or any member of

the team for the product backlog.
2. The stories are prioritized using some measure important in terms of business.

3. The team is assigned some stories based on priority to be completed in the

duration of a sprint.
4. Sprint can be of one or two weeks, depends on the team.

5. After the sprint is completed the team delivers a functional product which has

some market value.
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6. At the end of each sprint the deliverables are reviewed and the stories for the next

sprint get decided.
3.3 System Architecture
3.3.1 Purpose

The goal of this section is to describe the overall high level architecture of the HSM and

its communication with the APIs and hosts.
3.3.2 Architecture

The following diagram explains the basic architecture of the Payment HSM —

LUSH MODULE FUNCTION
MODULE

CONSOLE CRYPTO BASE
MODULE MODULE MODULE

DRIVER LAYER HOST
Ly MODULE

3.2 Software Architecture
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3.3.2.1 Lush Module

The Lush stands for Luna Shell. It provides a custom console where you can do
opeartions on HSM using some custom commands provided by the HSM API. It is quite
similar to entering commands in Bash shell.

The implementation of this module is such that we can add new commands in the future
without changing much in code. The luch module is written using C & C++. To use lush
as an interface you need to connect to the HSM machine using SSH .

Ep 10.164.76.238 - PuTTY
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3.3.2.2 Function Module

This module contains all the methods which control the working of the HSM. It handles
all the host requests and redirects the calls to appropriate APIs. Important operations
include creating the threads for smooth execution, loading and initializing the modules,
initializing the communication between several components, setting up the entry and exit
point of the requests, creating and managing the shared objects and many more. It also
performs tasks like disabling/enabling functions under user control or automatically
disabling functions based on usage or timeout. The module also counts function calls for

statistical purposes.

3.3.2.3 Host Module

The Host module comprises of different modes of communication that user can use to
make function request. Following are three different mode of communication as already
described in previous sections

e Async Server

e FEthernet Server
e TCP/IP Server

3.3.2.4 Crypto Module
This module represents the software/hardware implementation of various symmetric and

asymmetric cryptographic algorithms and Digest algorithms. Key generation algorithms
are implemented here as well.

3.3.2.5 Base Module

This module contains core libraries which support the implementation of the various
HSM functions.
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3.3.2.6 Console Module

Console module consists of a list of modules that helps the HSM administrator to perform
the console operations. The operations may include setting up the admin credentials of
HSM, managing the keys, configuring hosts etc.

3.4 Policies& Tactics

Following is a list of Policies & Tactics that are used in the creation of this Software

Design Specification document:

e Choice of which specific product to use (compiler, interpreter, database, library,

etc. ...) —

C language, “gdb” compiler is used to develop the whole project. MS Excel sheet is

used as input to the system (No database is used).
e Coding guidelines and conventions —

All the standard C language guidelines are used in developing the API.
e Plans for testing the software —

Testing is done manually and through automation in this project in which actual

output is shown by proper functioning of the project.
e Plans for maintaining the software —

System can be easily maintained by the user as all the resources required by the

system are easily available in the market.

e Interfaces for end-users, software, hardware, and communications —
The user of this product is supposed to be fairly aware about the usage of the
computers like software engineers. He should be able to work on Linux or Windows

OS. The user of the system should also have in depth knowledge about HSMs like
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Luna SA, Luna PCI etc. A person who has no knowledge of computers & HSMs
will find it difficult to understand the system.
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Chapter 4: My Role and Learning

4.1 Basic Cryptography

Cryptography is a method of storing and transmitting data in a form that only those its
intended for can read and process. It is considered a science of protecting information by
encoding it into an unreadable format. Cryptography is an effective way of protecting
sensitive information as it is stored on media or transmitted through untrusted network

communication paths.

y
y
y
y

Plaintext

Plaintext

Encryption

Ciphertext

Decryption

4.1 Cryptography Flow
4.1.1 Cryptosystem

A cryptosystem encompasses all of the necessary components for encryption and
decryption to take place. Pretty Good Privacy (PGP) is just one example of a
cryptosystem.
A cryptosystem is made up of at least the following:

* Software

* Protocols

* Algorithms

* Keys

4.1.2 Services of Cryptosystems
* Confidentiality :Denies unauthorized parties access to information.
* Authenticity :Validates the source of the message, to ensure that the
sender is properly identified.
* Integrity :Provides assurance that the message was not modified,

accidentally or intentionally.
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* Nonrepudiation  :Establishes that a particular sender has sent the message
so that they cannot deny having sent the message at a later

date.

4.1.3 Symmetric Cryptography

In a cryptosystem that uses symmetric cryptography, the sender and receiver use two
instances of the same key for encryption and decryption, as shown in Figure 4.2. So the
key has dual functionality, in that it can carry out both encryption and decryption
processes. Symmetric keys are also called secret keys, because this type of encryption
relies on each user to keep the key a secret and properly protected. If an intruder were to

get this key, the intruder could decrypt any intercepted message encrypted with this key.

Symmetric encryption uses the same keys.

Encrypt Decrypt
message message

Message » Message

4.2 Symmetric Cryptography

Strengths
* Much faster than asymmetric systems.
* Hard to break if using a large key size.
Weaknesses

* Requires a secure mechanism to deliver keys properly.
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* Each pair of user needs a unique key, so as the number of individuals increases
so does the number of keys, and key management can become overwhelming.

* Provides confidentiality but not authenticity or nonrepudiation.
Symmetric Cryptography Algorithms

* Data Encryption Standard (DES)

* Triple-DES (3DES)

* Blowfish

* International Data Encryption Algorithm(IDEA)
* RC4, RC5, and RC6

» Advanced Encryption Standard (AES)

4.1.4 Asymmetric Cryptography

In symmetric key cryptography, a single secret key is used between entities, whereas in
public key systems, each entity has different keys, or asymmetric keys. The two different
asymmetric keys are mathematically related. If a message is encrypted by one key, the
other key is required in order to decrypt the message. In a public key system, the pair of
keys is made up of one public key and one private key. The public key can be known to
everyone, and the private key must be known and used only by the owner. Many times,
public keys are listed in directories and databases of e-mail addresses so that they are
available to anyone who wants to use these keys to encrypt or decrypt data when
communicating with a particular person. Figure 4.3 illustrates the use of the different
keys.

The public and private keys of an asymmetric cryptosystem are mathematically related,
but if someone gets another person’s public key, she should not be able to figure out the

corresponding private key. This means that if an evildoer gets a copy of Bob’s public key,
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it does not mean that she can now use some mathematical magic and find out Bob’s private
key. But if someone got Bob’s private key, then there is big trouble no one other than the

owner should have access to a private key.

Asymmetric systems use two different keys
for encryption and decryption purposes.

>
¢

A\
\

Public / Private
key D\ / Sy key

N

\ /
\ Encrypt Decrypt message J,f
\\ message with different key /

/
< y
Message g Message

4.3 Asymmetric Cryptography

Strengths

* Better key distribution than symmetric systems

* Better scalability than symmetric systems

* Can provide authentication and nonrepudiation
Weaknesses

* Works much more slowly than symmetric systems

* Mathematically intensive tasks
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Asymmetric Cryptography Algorithm

* RSA

* Elliptic curve cryptosystem (ECC)
* Diffie-Hellman

* El Gamal

* Digital Signature Algorithm (DSA)

4.1.5 Data Encryption Standard

DES is a symmetric block encryption algorithm. When 64-bit blocks of plaintext go in,
64-bit blocks of ciphertext come out. It is also a symmetric algorithm, meaning the same
key is used for encryption and decryption. It uses a 64-bit key: 56 bits make up the true
key, and 8 bits are used for parity. When the DES algorithm is applied to data, it divides
the message into blocks and operates on them one at a time. The blocks are put through
16 rounds of transposition and substitution functions. The order and type of transposition
and substitution functions depend on the value of the key that is used with the algorithm.

The result is 64-bit blocks of ciphertext.

4.1.6 DES Modes

* Electronic Code Book (ECB)-The simplest mode is the electronic codebook (ECB)
mode, in which plaintext is handled one block at a time and each block of plaintext is
encrypted using the same key.

* Cipher Block Chaining (CBC) -It combines the previous ciphertext block with the
current message block before encrypting, hence making every cipher text dependent on
previous ciphers.

* Cipher Feedback (CFB)-Instead of combining the previous cipher text to the plain text
it combines some s bits plain text to the s bits of shift register contents. Initially an IV is

used.
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* Output Feedback (OFB)-The output feedback (OFB) mode is similar in structure to
that of CFB, except that the output of the encryption function is fed back to the shift
register in OFB, whereas in CFB the ciphertext unit is fed back to the shift register.

e Counter Mode (CM)-This mode uses a counter which increments the value of a

register which is combined with the plaint text to get the cipher.

4.1.7 Triple-DES

Double-DES has a key length of 112 bits, but there is a specific attack against Double-

DES that reduces its work factor to about the same as DES. Thus, it is no more secure
than DES.3DES uses 48 rounds in its computation, which makes it highly resistant to
differential cryptanalysis. However, because of the extra work that 3DES performs, there
is a heavy performance hit. It can take up to three times longer than DES to perform

encryption and decryption.

4.1.7 Message Integrity

It allows communicating parties to verify that received messages are authentic. When
sensitive information is exchanged, the receiver must have the assurance that the message

has come intact from the intended sender and is not modified inadvertently or otherwise.

4.1.8 Hash Functions

A hash function is a mathematical function that converts a numerical input value into
another compressed numerical value. The input to the hash function is of arbitrary length
but output is always of fixed length. Values returned by a hash function are called
message digest or simply hash values.

It is in general always desired that the hash must be irreversible or computationally very
difficult, means it must be pre image resistant. The hash must not collide for any two or

more inputs, it should be unique.

33



4.1.9 Some Popular Hash Functions

Message Digest (MD)

The MD family comprises of hash functions MD2, MD4, MDS5 and MD6.MD5 digests
have been widely used in the software world to provide assurance about integrity of
transferred file. For example, file servers often provide a pre-computed MD5 checksum

for the files, so that a user can compare the checksum of the downloaded file to it.

Secure Hash Function (SHA)

Family of SHA comprise of four SHA algorithms; SHA-0, SHA-1, SHA-2, and SHA-3.

Though from same family, there are structurally different.

The original version is SHA-0, a 160-bit hash function, was published by the National
Institute of Standards and Technology (NIST) in 1993. It had few weaknesses and did not
become very popular. Later in 1995, SHA-1 was designed to correct alleged weaknesses

of SHA-0.

SHA-1 is the most widely used of the existing SHA hash functions. It is employed in
several widely used applications and protocols including Secure Socket Layer (SSL)

security.
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4.2 Technologies Used/Studied

4.2.1 C Language

The language used to develop the API was C. It is the most popular programming

language and has many advantages:

1. Modularity.

2. Portability.
3. Speed.
4. Flexibility.

Modularity: Ability to breakdown a large module into manageable sub modules
called as modularity that is an important feature of structured programming
languages.

Advantages:

1. Projects can be completed in time.

2. Debugging will be easier and faster.

Portability: The ability to port 1.e. to install the software in different platform is
called portability. C language offers highest degree of portability i.e., percentage
of changes to be made to the sources code is at minimum when the software is to

be loaded in another platform.

SPEED: C is also called as middle level language because programs written in C
language run at the speeds matching to that of the same programs written in
assembly language so C language has both the merits of high level and middle
level language and because of this feature it is mainly used in developing system

software.
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e Flexibility: C provides various levels of flexibilities. There are several kinds or
types of declaration techniques for pointers, we can see the flexibility of For loop,
there are several ways in which an inbuilt function can be used etc. Number of
keywords helps the programmer to use according to need and hence again

provides flexibility in terms of selecting the variable type , loops and many more.

4.2.2 Linux Basics

In order to work with the HSM codebase we had to deploy the source code in a virtual
machine which running Ubuntu kernel. Hence it was of utter Importance that we have the
grip over the basic Linux commands in order to work efficiently. I am listing some of the

commands which are most generally used while working in the Linux environment-

* pwd:The pwd command reports the full path to the current directory.

* c¢d:The cd command is used to change the current directory in Linux and other
unix like operating system.

* mkdir:The mkdir command is used to create new directories.

* rmdir:The rmdir command is used to remove empty directories in Linux and
other Unix-like operating systems.

e mv:The mv command is used to rename and remove and move files and
directories.

e cat:cat is one of the most frequently used command on Unix-like operating
systems. It has three related functions with regard to text files: Displaying them,
Combining copies of them and Creating new ones.

» file:The file command attempts to classify each file system object that is provided
to it as an argument.

* c¢p:The cp command is used to copy files and directories. The copies become

independent of originals.

* rm:The rm command is used to delete files and directories.
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Ls: The Iscommand is used for listing all the content of working directory.
chmod:The chmod command is used to set access permissions on a file.

ps:The ps command lists the currently running processes and their process

identification numbers (PIDs).

uptime:Shows the current time, how long the system has been running since it

was booted up, how many user sessions are currently open and load averages.
uname:Provides basic information about a system’s software.

su:Used to change a login session’s owner without the owner having to first log

out of that session.

whoami:The whoami command returns the user name of the owner of the current

login session.

man: The man command is used to format and display the man pages.The man
pages are a user manual that is by default built into most Linux distributions
during installation.The man pages are usually viewed in a console or terminal

window.

ifconfig:ifconfig(interface configurator) command is used to initialize an
interface, assign IP address to interface and enable or disable interface on
demand.Can also be used to view IP address and Hardware/MAC address assign

to interface and also MTU (Maximum transmission Unit) size.

ping:PING(Packet Internet Groper) command is the best way to test connectivity
between two nodes.Whether it is LAN or WAN. Ping use ICMP to communicate

to other devices.In Linux ping command keep executing until you interrupt.

traceroute:traceroute is network troubleshooting utility which shows number of

hops taken to reach destination also determine packets traveling path.

route:route command is used to show and manipulate ip routing table.
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host:host command is used to find name to IP or IP to name in IPv4 or IPv6 and

also query DNS records.

alias:The alias command makes it possible to launch any command or group of
commands by entering a pre-set string.Multiple commands can be included in the
same alias by inserting them within the same pair of quotation marks and
separating them with semicolons.Aliases can even be created to call other
aliases.We can make aliases permanent by entering them in the .bashrcfile in the

root’s home directory.
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Chapter 5: Development & Snapshots

5.1 Development Overview & Code Snippets

The development task was accomplished using the C language. All the coding was done
in the ‘Source Insight’ editor. It is a very helpful tool as it parses the whole project and is

very helpful to search the references or variables across the different modules.

The source code cannot be shared as per the company policy.

5.2 Overall Flow of Task

Firstly I went through extensive exercise of understanding the basic knowledge of the

product which includes-

Understanding the architecture of HSM.

Understanding how to deploy the code on a machine.

Learning basics about virtual machines and its environment setup.
Learning how to compile and run the source in debug mode.

Learning the process to test the API using the techniques already being used.

o 0~ wDbhE

Creating test sheets manually for testing the API, learning to use various macros

created to generate test cases in MS Excel.

Step by Step Description-
e Learning about API — Understanding the implementation of the API in order to
modify it.
e Coding — Using Source Insight and C as language modified the code.
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e Compiling — The code is compiled using a virtual machine and ‘gdb’ compiler.

e Testing and Debugging — The modified API is tested using ESM Tester or by
using a command line executable ‘nttt’ it parses the input test file and fires it to the
HSM. The ‘gdb’ compiler helps to debug the code as it can step through your
source code line-by-line or even instruction by instruction.

I.  Creating the test cases in excel.
Il.  Generating the test files readable by the HSM.
ll.  Firing the test cases to HSM which redirects it to the relevant APL.

If the output is mismatched then we debug the code using the gdb compiler.

5.3 List of Tasks

5.3.1 Encipher API Hands On

After going through the training process for understanding the architecture of HSM,
development environment and basic cryptography first task was assigned to me which
comprised of understanding the Encipher API and doing some code changes in it as
required. The code change included modifying the flow of encryption and decryption by
adding/removing certain factors like variants and encryption modes. After generating the
manual test case for the changed function I tested it for accuracy. The test was successful

and task was accomplished.

5.3.2 Re-Encrypt API Modification

This task was bit more challenging as it required a new function to be added inside the
function space of the HSM. The new function contained some specific requirements
which included changing the input and output data the function takes and returns
respectively, modifying the mode of encryption and decryption, changing the variants

used, updating the function space, enabling the function etc.
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After the function was implemented the new test cases were generated and the function
was tested. The task was successful and at the end it was reviewed by the project lead of

our team.

5.3.3 Added lush command to list installed OS & Application patched on HSM

In this task, | was supposed to give customer a feature so that he can view the list of
installed OS & Application patches on HSM. This feature was delivered as a Lush
command “package patchlist”. The technology used to implement this feature were Shell

script & C language.

P 10.164.76.238 - PuTTY

5.3.4 Worked on Checksum calculation module

The checksum module was used to verify and check the integrity of tha data. Checksum
value is added corresponding to each data and file so that if the data is changed, so the
checksum value. Some of the most common hash functions which are used to calculate
checksum are MD5, SHA-1, SHA-2 & SHA-256.
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5.3.5 Worked on Session timeout module

Timeout is used to re-authenticate the user after certain amount of interval or events. In
Luna EFT, we have a fixed timeout period and a certain timeout after number of sensitive
operations.
Below are the best practices to implement session timeout module:

1) Always set session timeout period as minimal as possible.

2) Always avoid infinite session timeout.

3) Always log the start and end of session in log file, so that in case of any issue you

can identify the user responsible for the issue.

5.3.5 Removed all C code warnings from Luna-EFT codebase
| was assigned task to remove all C code warnings from the code base of Luna-EFT so
that code compilations looks cleaner and to improve code quality. Initially there were

around 4000 lines of wanings, after the completion of the task it was reduced to zero.
After removing all the warnings from the code base, the root directory Makefile of the

codebase is protected with -Werror flag so that no further warnings can be introduced in

the codebase. If further wanings are introduced then they will be treated as errors.
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roat@uhuntu /mnt/git/source/s90/corefsourcefaudit 1y 2 ) 12:54AM 1
HRUBHIHIHRERARRRFRARAE BEGIN BOILER PLATE #B#####HARARHHTHHAH TR RN
MKSRCDIR
e $(MKSRCBASE)/build/mk/target.mk

e S(MKSRCBASE)/build/mk/defaults.mk
ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬂﬁﬁﬁﬁﬁﬁﬁﬂﬁﬁﬁﬁﬁﬁﬂ END BOILER PLATE HH#HHHEHAHAREBRHUHBHHHRARBERELH

# the library to build
HKLIB:libSQG_aUdit

# Treating warning as an e
CFLAGS+= -Werror

o link with (automatically derives compiler and linker flags)

HKHETA LIBS+ sys-libs/libos2compat \
s90/core/source/ktmmutil: 1ibs9e ktmmutil \
s90/core/fsourcefconutil:libs96_ conutil
s90/core/source/menus:libs28 menus
s90/core/fsourcefgenutil:libs96_ genutil
s90/corefsourcefprinter:libs96_ printer \
s90/core/sourcefusb:1ibs9® usbcons

# files to be released
MKREL_INC+=audit.h
MKREL_FILES+=5(MKINSTALL_DIR)fcore/$(MKLIB_SHARED)

HAMHI I R BEGIN BOILER PLATE #HEMHIHHH T R i
"Makefile" 35L, 1112C

5.3.6 Bug fixes in the Luna-EFT

| was also regulary assigned tasks to remove bugs which were reported by the testing
team. Fixing bugs led me understand the common pitfalls and other features of the
product as well. After the fixing of the bug we were supposed to attach unit test result for
the bug. After this the testing team verifies the bug to check if it is fixed and mark it as
fixed. The whole process from reporting to fixing was made really easier using the JIRA
tool.
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Boards ~

Gantt Chart Capture ~

JIRAHSM Dashboards ~ Projects ~  Issues ~

LunabEFT / LUNAEFT-30644
Progress bar code fix in lushutil.c to remove warnings

# Edit | [JComment  Assign More~  Re-open issue Email 2 T3 Export *
Details Xporter for JIRA
Type: 0 Bug Status S Template CCC_SprintReport v
Priority- ¥ Medium Resolution” Fixed
Affects Version/s None Fix Version/s: Luna EFT 2.2 Output format: PDF M
. Comnanentis:, Mome .

=/source/lushutilushutil.c: In function 'DoProgressKeys':
=/source/lushutilushutil.c:1818: warning: '' flag used with

People

Assignee

Reporter
Votes

Watchers:
"%’ printf format

Dates

l#4 Aayush Jain
Assign to me

9 Joshi Prateek
0

@ stop watching this issue

Build Found: 1
Build Fixed 2

Acceptance Criteria

Description

/mnt/2.1_Mainline/source/sa0/cor
imnt/2.1_Mainline/source/sa0/cor

Attachments

5.3.7 Coverity fixes in Luna-EFT
Coverity is an open source tool which is used for static and dynamic code analysis. We

used this tool to capture possible security bug and other issues so that we can fix them.

Coevriry generate a report after completing a scan of the code base. The report consists of

list of possible bugs in the code with coevrity ID, priority and other details. After taking

appropriate action on the issue, you can mark it as fixed or as false positive.

ISSUES

Al Qually lssues
A Securty Risks
All Untriaged
High Impact Outstanding
Law Impact Outstanding
Medium impact Outstancing
My Newly Detected
Ay Outstanding
Quistanding Defects
Outstanding Securty Risks
Ouistanding Test Rules Viclations
Recently Viewed
FILES
Coversd By Tests
In Latest Snepsnot
Uncovered By Tests
Witn Outstanding lssues
With Untriaged Issues

FUNCTIONS
Govered By Tests
High CCM (=15)
In Latest Snapshot
Uncovered By Tests
With Outstanding Issues
WIIn Untriaged Issues
COMPONENTS
Alin Project
High Issus Density (~1)
With Outstanding Issuss
With Untriaged Issues
CHECKERS
Allin Project
OWNERS
Anlin Projset
SNAPSHOTS
Allin Project
TRENDS
Project Lifetime
TESTS

CWE Confidence

T

10367  Gross-site scrpting 79 Tragea  High High 0314113 eroal sug
10327 QL njection 8 Tiaged  High High 0314113 eroal Bug
10306 Dereference beforanullch 476 Trlaged  Medium 031413 eroal Bug
10302 Resource leak 404 Triagea  High 031413 jeroal Bug
10002 Copy-paste srror 298 Triaged  Medium 0314113 eroal Bug
1 012 ssues selected
Show +| | MargetebGoat-5.4-SNAPSHOT warimain.isp
231 3F (wehSession.getRarams{) 1= null}
232 {
253 Llerater L - websession.gelParans(). Llerator();
33 while (1.hasmext())
Paraneler p - (Parameler) Lonext();
¢ cl Cross-she select Issue]
10. talnt_path_gall: org owasp webgoat se3slon Parameter.gethame() retums the tainted date,
4 CID 10388 (%2 of 2); Creas-site seripting (XSS)
11, X35_Injection_site: Concatenating 'p getName(" to an HTHL page allows cross-ske scripting, beause It was not propery santtized for
O Remedietion for erass-sie seripting In JSP scripties Escaping needs 1o be done for ine detesied sontext, for example

Escaps himi{isintedData)

WhereEszape.niml escapes tainied data (for HTMIL). taintedDate" represents the expressicn 'p.getNamel()'.
[Mors information]

printparancters = "edlv id=\"paranctesy” class=y"Info\"
13, xs3_sink: Adding to HTML outpul.
Ut printIngprintParaneters);

1

o pogetnase() +

Category Component

-
I O e e N S [N T N

Gross-site stript (XSS} injection \WebGoe,

QL Injestion WebGot
Null pointar dereferences WebGat o
Resourcs leaks wanGo:

Incarrect expression WebGos |

1ar1

context HTML PCDATA block,

+ pogetualued) ¢ "o/divsehrs”y

10368 Cross-site scripting
Untrusted user suppied deta s inserted into & Context that can
‘vecite JavSEriptuithout dequate vaksabon, escaping o g

(CWETS
Classification: Bug -
Severty: [P1 -
Bug Tracking: (Type attriv
Gonfidence: High -
Risk: |High -
Owner: Jeroall ~
Apply+Next  Apply | Revert
Occurences | History  Informatn

Occurrance 1 0f 2 v~ WebGoat-NTO-DAST

from tainted source fo string construction
insufciently escapsd tainted data and then to

1. nto_http_xss_request 1941D8A1C2A3248508
2. Nto_Nttp_Xss_response 1941D6A1C2A3248508
© 3 dast_xss entrypoint  mainjsp:238
4. dast_sast_match main jspi238
Occurrence 2 of 2 ~~ WebGoat-coverity
Data flow from tainted saurc to string construction
using Insutficlencly eseaped tainted deta and then to
output

if (mebession.gelteokivs() 1= null)

Treratar i = websession.getcookies().iterator();
while (L hastlext(})

Cookie ¢ = (fookie) .next(};
218 printconides = “ediv Ld=\"cookler” elass=\"Info\">" 1 c.getmane() | " elng sre=\"inages/lcons/rlghtarron. jg\* a1
2 out.printIn(printCookles);
258 B L
251 "
25 <div id="lessonPlans visibility:hidden; height:ipx; position:abs Teft:260px; top: 139px; width:A2%px; - index:165;">
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ref="javascript :taggle( TassonPlans' )" Targer="_top" onclick="u nbGroup('down’,"proupt’, "plans’,

L1)7>elose This Windowe/a>

1 tainteq_source
2. taint_path_return
3. taint_patn_call

4 taint_path_call

5. taint_path_arg

. 1aint_patn_param
7 taint_path

5 taint_path_field
9. taint_path_return
0. taint_path_oall

1. xss_injection_site _main

ParameterParser java 567
ParameterParserjava 667
WebSession jave 461
WebSession java 465
WebSession java470
Parametst java:38
Parameter javadd
Parameter java:34
Parameter java:45
main jsp:237
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5.4 Snapshots

This section contains some of the permitted snapshots of HSM interface, coding snippets

and some other snapshots.

® Product & accessories of the product
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® Using Web console

mto SafeNet Payment HSM Administration Console

® Lush Console

=2 164 PuTTY
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® JIRA Console

@bhlec JIRAHSM Dashboards ~ Projects ~ Issues ~ GanttChart ~ Caplure ~ Boards ~ Portfolio ~  More ~

s EFT2.1.0 ”w - | Ganttcm
Sprint Report switch report «

r 2016

= Status Report * Issue adde
|
== Completed Issues
(0a Key Summary Issue Type Priority Status
= LUNAEFT-15103 * Sopperimemste s e et e e I story 2 High CcLOSED
LUNAEFT-18953 i ——————————— I Story +P3 CLOSED
LUNAEFT-18984 Mool o i Story + P CLOSED
LUNAEFT-26523 L) 1L Story 2 High CLOSED
LUNAEFT-26741 ST TS SN 1L Story ¥ Medium CLOSED
=
Issues Removed From Sprint
-
Key Summary Issue Type Priority Status
x- LUNAEFT-17885 Glagsnain RN AR Rinaianes 1L Story ¥ Medium CLOSED
LUNAEFT-26524 EmeceRoloces i story 2 High cLoseD
e Source Code Snippet
QLOLS i
B1828; err = FN_DEA_DISABLED;
81829: goto verrExit;
B1@3e: } File Name
81831: K
B1832:  /*for(i=B; 1 < keklen; i++) { QJ’Q:ZE(:{:"{“V:H[:
B1833: kekurk[1] = kek[i] * ((keyLenkMAC == KM5_SINGLEKEY || i %2 ==18) ? x4 PaEn.0et (C:
81834: ¢ keyLenKMAC == KMS_DBL_KEY ?  @xc@ : @x38);
Ble3s: i
B1836: for(i=8; 1 ¢ keklen; i++) { A_pinter def (c'wm
#1837: kekwri[1] = kek[1]; A_pinterh (c\wm\D
81838 B A_phehle.c (cwmi(
81839 if (kSpec == 8x21) { A_phehlc def (cwm
B1046: if((err = LoadClearey(dep, kekrk, KMS_DBL_KEY, KMS_DECRVPT)) != KMS_NO_ERR) A_pkehich c:wm
91841 goto YerrConvertExit; D A_pkehkre & wm
91842; [fif((err = LoadIV(dcp, iv)) != KMS_NO_ERR) A_pkekidh {cwm\
p1843: //goto errConvertExit; A _pke_rh (e \wm\Q
B1844: if((er‘r‘ = Decipher(dcp, kmac, Reqd5A@.eKEK_KMAC + prefixBytelen, keylenKMAC, KMS_ECB_MODE | KMS_TRIPLE_MODE)) A phe 1 re.c (e
B1645: = KNS_NO_ERR) QJ’“”E;:\T\“&
21046: goto YerrConvertExit; _plm. !C' i
01847: 1 oelse { A plrh fevm\ 06
p1848: if((er‘r = Decipher3(dcp, kma.c, Req45A@. eKEK_KMAC + prefixBytelen, . Eg
B1849; keyLenkMAC, kekwrk, iv, KMS_ECB MODE))!= KMS_NO_ERR) { ———
#1658: goto derrConvertExit; w
81851: H .
81852: memset (iv, "\B', sizeof(iv)); // Beware - residual IV returned here | Cecpherd
oiess: ) 2 s ol
#1654: &l KNSR FYRFN
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Test File

; Automatic function generation by createScriptFiles function

Function:

upplied data using a hos

d, rcmp + burst + eoc
h, @éh,

@h, @8h, @8h, 88h,

F&h, 12h, Adh, C3h, Alh, 56h,

H

3DPK Ind

;Cipher

sInput Chaining Value
;Data Var Length
;Data

;Func Code
eturn
;0utput Chaining Value
;Data Var Length
;eDPK (Data)
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o Testing API

C:S\UMSHANDE _ONNECE_mode_testsWITH_45AB_NAME>nttt.exe 1testUmlb62onleB.
Connect{>: Mo error

ARG - “UM~HANDS _ON~ECB_mode_test \WITH_45AB_NAME>nttt.exe 1testUmib62oni6B.tst

¥ M M M M O M M N N N N N N M N N N M M N N N M N N O M

: starting tests, press any key to guit
: Test File — 45%a@_B7.apc Ix OK? TIx Bad @ Rx OK 7 BRx Bad @

: Tests finished .... successfully
Duration:
Functions per second: 49 8161597

3 M W OB M M OB W M M M M M M M N M M M W M M N M W N M MW

C:“UM~HANDS _ON\ECE_mode_test\WITH_45AB_NAME>_

1L; | T | a7 Tar =
ing on LPF/eth5/80:0c:29:ef:f3:c9
g on  LPF/eth5/00:0c:29:ef;f3:c9

~ oA Crarkat iIfFallharl
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Chapter 6: Conclusions

6.1 Conclusions

The tasks which I did during these four months were both dealing with the cutting egde
technology being used today by the IT industry. The Luna EFT is the most trusted
Payment HSM around the globe. Luna EFT is a high-performance, tamper-resistant
solution that protects cryptographic keys and other sensitive information, such as
customer PINs and cardholder data. By achieving PCI compliance, SafeNet’s Luna EFT
HSMs can not only assist them in meeting the basic compliance requirements but also
leverage the technology to secure other key assets of their business. I got to understand

the product and work on it.

I would conclude the report by saying that project work assigned to me has been

completed to my satisfaction and I have added significant knowledge to myself.
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