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Abstract 
Cryptographyiisiaipracticeithatiisithousandsiofiyearsioldiuseditoiprotectisecrets.iUntil

irecentidecadesithisipracticeicouldibeicallediclassicicryptography,iasiitidealtiwithipro

tectingiimportantidocumentsiandigovernmentisecrets.iButiinithei1960s,iweimoveditoi

ainewiformioficryptographyicallediModern/Digitalicryptography,iwhichidealsiwithipr

otectingisecretiinformationioniaicomputer.iSuchianiencryptioniisiachievedibyiusingia

lgorithmsithatihaveiaikeyitoiencryptiandidecryptidata. 

DES(DataiEncryptioniStandard)iwasianiearlyiUSigovernmentiapprovedialgorithmide

velopedibyiIBM,iwhichiwasiusediforiencryption.iThisialgorithmiusediasymmetricike

yiciphers(alsoicalledipubliciciphers).iHowever,itheiqualityiofiencryptionimustialsoiin

creaseiwithitheiimprovementiofitechnology.iAroundi1990s,itheiuseiofiInternetiforico

mmercialitransactionsicallediforiaiwidespreadistandardiofiencryption.iTheiDES(Datai

EncryptioniStandard)iwasideemediinsecureiinithei1990sidueitoiitsirelativelyismalli56

-bitikeyisize. 

DESiwasieventuallyireplacedibyiAES(AdvancediEncryptioniStandard)iini2001.iAESi

wasidevelopediVincentiRijmeniandiJoaniDaemen,isoiitiwasialsoiknowniasiRijndaelia

lgorithm.iThisiprojectiimplementsiAESialgorithmitoidevelopianiencryptionisoftwarei

thaticaniencryptiimagesiintoiaidesiredinumberiofikeyiimagesithaticanibeidecryptedito

getheritoigetitheioriginaliimage.iTheisoftwareidevelopedithroughitheicourseiofithisipr

ojectiisinamediViscryptiwhichiisishortiforiVisualiCryptography.i
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CHAPTERi1)iINTRODUCTION 

 

1.1 ProblemiStatementianditheipresentediSolution 

1.1.1iUnderstandingiDES 

DatalEncryptionlStandardl(DES)lwaslcreatedlinlthelearlyl1970slbylIBMlandladopted

bylthelNationallInstituteloflStandardslandlTechnologyl(NIST).lItlislalsymmetricliblo

cklkeylcipher.lThislalgorithmltakeslplainltextlinl64bitlblockslandlconvertslitlintoliici

pherltextlusingl56-bitlkeys. 

Becauselit’slalsymmetriclkeylalgorithm,lsamelkeylislemployedlinlbothlencryptionlan

dldecryptionlofltheldata.lAsymmetricallalgorithmsluseltwoldifferentlkeyslforliiencryp

tionlandldecryptionlofldata. 

CryptographerlHorstlFeistelldevelopedlthelFeistallcipher,lalsolknownlaslLUCIFER,li

inl1971.lDESlislbasedlonlthelLUCIFERlcipherlitself.lDESlemployedl16lroundslofliit

helFeistellstructure,landlusedlaldifferentlkeylforleachloflthelrounds. 

InlNovemberl1976,lDESlbecamelthelfederallapprovedlencryptionlstandard.lTheliialg

orithmlwaslreaffirmedlaslthelstandardlthroughoutlthel70s,l80s,landlthel90s.lDESlwas

lthelencryptionlstandardlinlinformationlsecuritylthroughoutlthisltime. 

lInl2002,lalpubliclcompetitionlwaslheldltolfindlalreplacementlforlDES.lSubsequently

,lAdvancedlEncryptionlStandardl(AES)lreplacedlthelDESlencryptionlalgorithmlaslth

elacceptedlstandard.lDES’sl1999lreaffirmationlwaslofficiallylwithdrewlbylNISTlinlii

Mayl2005.lHowever,lTriplelDESlalsolknownlasl3DESlremainslapprovedlthroughlii2

030lforlsensitivelgovernmentlinformation. 

3DESlislalsolalsymmetriclblocklkeylcipherlthatlappliedlthelDESlcipher,lbutlusingliit

hreelkeys.lTriplelDESldoeslencryptionlwithlfirstlkey,ldecryptionlwithlsecondlkey,liia

ndlagainlencryptionlwithlthirdlkey. 

DESlalgorithmlhadltolbelreplacedlbecauseloflitsl56lbitlkeyllengthslbeingltoolsmall,lii

inlconsiderationlwithlthelincreasedlprocessinglpowerloflnewerlhardware.lSincelkeylii

lengthlinfluenceslencryptionlstrength,lDES’sl56lbitlkeylwaslnollongerlgoodlenoughli

tolhandleltheladvanceslinltechnologylandlcomputing. 
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Itishouldibeinotedihowever,ithatiTripleiDESiisistilliuseditoday,ialthoughiitiisiiconsid

erediailegacyiencryptionialgorithm.iFromi2024ionward,iNISTiplansitoiidisallowiallif

ormsiofi3DESiasiwell.iAESiisinowitheistandardiofiencryption. 

 

1.1.2iWhyiDESiwasiReplaced 

AiseriesiofipublicichallengesitookiplaceitoishowitheiDESiwasinoimoreiadequateiandi

shouldibeireplaced.iElectroniciFrontieriFoundation(EFF)iandidistributed.netiwereitw

oiorganizationsiwhoiwereiimportantiiniprovingithatiDESiisioutdated. 

Theifirsticontest,iwasiheldiini1997,ianditooki84idaysitoibreakitheiencryptedimessagei

usingiaibruteiforceiattack. 

Thereiwereitwoichallengesiheldiini1998.iItitookiailittleioveriaimonthitoidecryptitheiii

firstichallenge’sitextiwhichiwas:i“Theiunknownimessageiis:iManyihandsimakeilighti

work”.iAndiititookilesserithani3idaysitoibreakitheisecondichallenge’sitextiwhichiwas

:“It’sitimeiforithosei128-,i192-,iandi256-bitikeys”. 

Theithirdiandifinalichallenge,itookiplaceiiniearlyi1999.iItionlyilastedi22ihoursiandi15

minutesiuntiliitiwasibrokenibyiEFF’siDeepiCrackicomputeriandidistributed.net’siiico

mputinginetwork.iTheiDeepiCrackicomputericostediaroundi$250K.iTheidecryptedite

xtiwas:i“SeeiyouiiniRomei(SecondiAESiCandidateiConference,iMarchi22-

23,i1999)”. 

Eveni3DESiwasiproveniinefficientiagainstibruteiforceiattacks.iOniJulyi19th,i2018,iNI

STipublishediaidraftiguidanceiinformingithati3DESiisigoingitoibeiofficiallyiretirediin

i2024.  



 
 

10 

1.1.3iWhatiisiAESialgorithm? 

Currently,itheimostipopulariandiwidelyiusedisymmetriciencryptionialgorithmiisithei

AdvancediEncryptioniStandardi(AES).iItiisisupposeditoibeialmostisixitimesifasteritit

hanitripleiDES. 

The AESialgorithm wasidevelopedibyiVincentiRijmeniandiJoaniDaemen.iForithisitir

easoniitiisisometimesialsoicalleditheiRijndaelialgorithm.iItiisiaisymmetricaliblockitici

pherialgorithmithatitakesiplainitextiiniblocksiofi128ibitsiandiconvertsithemitoiticiphe

rtextiusingikeysiofi128,i192,iandi256ibits.iAESialgorithmiisitheicurrentitworldwideis

tandardibecauseiitiisiconsideredisecure. 

SomeifeaturesiofiAESialgorithmiarei− 

1. SymmetriciBlockiCipheriandiSymmetriciKey 

2. 128/192/256-bitikeys 

3. SixitimesifasterithaniTriple-DES 

4. Itiprovidesicompleteispecificationiandidesignidetaili 

5. SoftwareiisiimplementableiinilanguagesisuchiasiCiandiJava 

TheitableigivenibelowishowsitheicomparisonibetweeniDESiandiAES; 

 DES AES 

Developediin 1977 2000 

TypeiofiCipher SymmetriciBlockiCipher SymmetriciBlockiCipher 

SizeiofiBlock 64-bits 128-bits 

LengthiofiKey 56-bits 128/192/256-bits 
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1.1.4iAESiAlgorithmiSteps 

SPinetwork,ialsoiknowniasisubstitutionipermutationinetworkiisiemployedibyiAESiial

gorithmitoiproduceiaiciphertextioverimultipleirounds.iTheinumberiofitheseiroundsiid

ependionitheisizeiofitheikeyithatiisibeingiused.iForiexample,iai128bitikeyiwilliuseii1

0irounds,iai192bitikeyisizeiwilliusei12irounds,iandi256bitikeyisizeiwilliusei14iround

s.iOneikeyiisiinputtediintoitheialgorithm.iThisikeyiisiuseditoigetiroundikeysiforievery

iiround,iwhichiareirequirediforitheinextiround. 

 

Figi1.1iAESiRoundsifori128-bit 

Everyiroundiinitheialgorithmiisidividediintoifouristeps. 
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1.1.4.1iByteiSubstitution 

 
Intthetverytfirsttstep,tthetblockttexttbytesthavettotbetsubstitutedtbasedtontrulestidictat

edtbytpredefinedtS-boxes.tS-boxestaretalsotcalledtsubstitutiontboxes. 

 

Figi1.2iAESiAlgorithmiStepi1 

1.1.4.2iRowiShifting 

 

Permutationiisitheinextistep.iInithisistep,iallirowsiexceptitheifirstiareishiftedibyione. 

 

Figi1.3iAESiAlgorithmiStepi2 
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1.1.4.3iColumniMixing 

Initheithirdistep,ia Hillicipher isiuseditoijumbleiupitheimessageifurthermoreibyiimixi

ngitheiblock’sicolumns. 

 

Figi1.3iAESiAlgorithmiStepi3 

1.1.4.4iRound-keyiAdding 

Initheifinalistep,itheimessageiisiXORediwithitheirespectiveiroundikey. 

 

Figi1.4iAESiAlgorithmiStepi4 

Theseistepsiareidoneirepeatedlyitoiensureithatitheifinalicipheritextiisisecure. 

https://www.educative.io/edpresso/what-is-the-hill-cipher
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1.1.5iHilliCipher 

The Hillicipher isiaipolygraphicisubstitutionicipheribasedioniLineariAlgebra.iItiisiaiv

eryimathematicaliciphericompareditoiothericipheribecauseiitiuses moduloiarithmetic, 

matriximultiplication,iandimatrixiinverses.iTheiHilliciphericaniworkioniarbitraryisize

diblocksibecauseiitiisiaiblockicipher. 

ToiunderstandihowiHillicipheriworks,iletiusiencryptiandilateridecryptianiexampleitex

t:i“CODE”.iHillicipherigetsimoreicomplexiwithisizeiofikeyimatrix,iso,iforisimplicity,

iweishalliuseiaistraightforwardisubstitutionischeme.iInithisischemeitheiletteriAiisimar

kedi0,iBiisimappedi1,iandisoion. 

1.1.5.1iEncryption 

FollowingioperationiwillibeiuseditoiencryptitheiHillicipher; 

E(K,iP)i=i(K*P)imodi26 

Initheiaboveiformula, 

Kiisikeyimatrix. 

Piisiplaintextiinivectoriform. 

MatriximultiplicationiofiKiandiPiwilligiveiusitheiencryptediciphertext. 

Let'sidoisoistepibyistep: 

1. Pickianyirandomikeyworditoiencryptitheiplaintextimessage.iForithisiexample,ilet’s

itakeitheikeyword;i“DCDF”.iUseitheisubstitutionischemeitoiconvertithisikeywordiiint

oiainumericali2x2ikeyimatrix. 

2. Foritheinextistepiweihaveitoiconvertitheiplaintextimessageiintoivectoriform.iTheiv

ectorineedsitoibei2x1,isinceitheikeyimatrixiisi2x2.iTheimessage;i“CODE”iisifouriilet

tersilongisoiweiitineedsitoibeisplitiitiintoiblocksiofitwoiandithenisubstituteditoigetithe

i2x1iplaintextivectors. 

3. Finallyiweimustiperformimatriximultiplicationibetweenitheikeyimatrixiandieachi2

x1iplaintextivector.iTakeitheimoduliiofitheiresultingi2x1ivectorsibyi26,iandiiconcate

nateitheiresultsitoigetitheifinaliciphertext.iInithisiexample;i“WWVA”. 

 

https://www.educative.io/edpresso/what-is-a-modulo-operator-in-pythony
https://www.educative.io/edpresso/how-to-multiply-matrices-in-numpy
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1.1.5.2iDecryption 

FollowingioperationiisiusediiniorderitoidecryptiaiHillicipher; 

D(K,iC)i=i(K-1 *C)imodi26 

Initheigiveniformula, 

Kiisitheikeyimatrix. 

Ciisitheiciphertextiinivectoriform. 

Matriximultiplicationiofiitheiinverseiofitheikeyimatrixiwithitheiciphertextiwilligiveiu

sitheidecryptedikey. 

Let'sldolthislsteplbylsteplwithlourlciphertext,l"WWVA": 

1. Forlthelfirstlstep,lwelmustlcalculatelthelinverseloflthelkeylmatrix.lWelmustluselim

odulol26ltolkeeplthelresultlbetweenl25.lWelcanluselthelExtendedlEuclideanlalgorith

mltolfindlthelmodularlmultiplicativelinverseloflthelkeylmatrixldeterminant. 

2. Forlthelsecondlandllastlstep,lwelmustlperformlmultiplicationlbetweenl2x1lblockslo

flthelciphertextlandlthelinverseloflthelkeylmatrixltolgetlourloriginallplaintextlimessag

e.lForlthislexampleltheloriginallplaintextlwas:l“CODE”.  
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1.2iWhatiisiViscrypt? 

Viscryptiisianiapplicationithatiwasidevelopeditoishowcaseitheilearningidoneithrough

outithisiproject.iViscryptiisishortiforiVisualiCryptography.iAsisuch,itheiapplicationit

akesianiimage,iandiencryptsiisiusingiAESialgorithmitoiproduceimultipleicipheriimag

es,iwhichicanibeiuseditoidecryptitheioriginaliimage.iViscryptiwasidesigneditoimakei

visualicryptographyisimpler.iItitakesianiimageiinitheiformatiofijpg,ibmp,ioripng.iItius

esitheiinputiimageitoicreateibyteigreyiimageiwhichiconsistsiofitwoicolors-

iblackiandiwhite.iAfterwardsiitigeneratesicipheriimagesiwithidotsioniitilikeinoise.iTh

eseiimagesicanibeidecryptedibyiusingiPhotoshopiwithiexclusionioptionitoigetitheiori

ginaligreyiimageiback. 

 

1.3iObjectives 

Whileitheibroaderiobjectiveiwasitoidevelopiaisimpleiapplicationitoidisplayitheilearni

ngioficryptography,idoingisoirequirediaiseriesismalleriobjectivesitoideliveriaifinished

iapplication. 

ForithisiIipreparediaiGantiChartitoihelpimyselfithroughitheicompleteiprocess: 

Task January February March April May 

Planning      

Research      

Design      

Implementation      

Documentation      

Figi1.5iGantiChart 

Thisichartidisplaysitimeispentiandimanagedithroughoutitheisemesteritoiachieveitheic

ompletioniofitheiproject.iButiinitermsiofidevelopmentiofiViscrypt,iIihaveidetailedibel

owiwhatitheiobjectivesiwereitoifinishitheiapplicationiitself. 
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1.3.1iViscryptiUI/UXiObjectivesiChecklist 

FollowingiwereitheiUseriExperienceiobjectivesithatihaditoibeimetitoidevelopiViscryp

t: 

1. Implementingiimageiimportioption.iTheiimporterimustiuseifileiexploreritoiselectia

niimageithatiisiofijpg,ipng,ioribmpiformationly.iTheinameiandipathiofitheiimageisho

uldibeidisplayediforiclarity. 

2. Aithresholdimeterithatidefinesitheiamountiofinoiseiinieachicipheriimage.iHasitheis

ameifeatureiasihavingi128/192/256-bitikeysiiniAES. 

3. Dropdownimenuitoiselectitheinumberioficipheriimagesitoibeicreated. 

4. Exporterithatiletsitheiuseriselectitheidestinationioficipheriimagesiusingifileiexplore

r. 

5. Aiconsoleithatidisplaysitheioperationsitakingiplaceitoiencryptitheiselectediimage. 

6. Aibuttonitoistartiencryptioniprocess 

1.3.1iViscryptiTechnicaliObjectivesiChecklist 

1.iTheiimporterishouldn’tiimportianyiotherifileithanijpg,ipngioribmpiextension. 

2.iTheithresholdisliderishouldimakeitheiencryptionidenseriorisparser. 

3.iMultipleiimagesishouldibeiableitoibeigeneratedibutineeditoiworkiinitandemitoibeid

ecryptediintoiaisingleiimage. 

4.iSavingitheicipheriimagesioniuseriselectedilocationionitheihardidrive. 

5.iTheiconsoleishouldialsoimentionitheitimeiatiwhichieachioperationitookiplaceitoibe

ieasieritoidebug. 

6.iNewiencryptionialgorithmineedsitoibeicreatedithatiencryptsitheiimageiandialsoitak

esiintoiaccountieveryiotherifeatureimentionediabove. 
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1.4iToolsiandiTechniquesiUsed: 

1.4.1iJava 

Javaiisiaihighilevelilanguage.iItiisiclassibased.iItiisiobject-

oriented.iAndiitihasiveryilowiimplementationidependencies.iJavaiisiuseditoidevelopi

desktopiapplications,igames,iwebiapps,imobileiapps,iandimore.iJavaiisiaiprettyisolidi

languageiforithisiprojectibecauseiitiisigreatiforicreatingibothiGUIiandiimplementialg

orithmsilikeiAES. 

 

Figi1.6iJavaiLogo 

1.4.2iJavaiCryptographyiArchitecture(JCA) 

Cryptography,ipublicikeyiinfrastructure,Iauthentication,isecureicommunication,iandii

accessicontroliareistronglyiemphasizediwithiJava. 

JavaiCryptographyiArchitectureicontainsiai"provider"iarchitectureiandiaisetiofiAPIsii

foridigitalisignatures,imessageidigestsi(hashes),icertificatesiandicertificateivalidation,

iencryptioni(symmetric/asymmetriciblock/streamiciphers),ikeyigenerationiandiimana

gement,iandisecureirandominumberigeneration,iandimore.iTheiaforementionediAPIsi

allowiforieasyiintegrationiofisecurityiintoicode.iJCAiwasidesignediaroundiifollowing

iprinciples. 

Implementationiindependence:iInsteadiofiimplementingisecurityialgorithmiithemse

lves,iapplicationsicanirequestisecurityiservicesifromiJavaiplatform.iProvidersiiareiplu

ggediintoiJavaiplatformitoiimplementisecurityiservicesithroughiaistandardiiinterface.i
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Applicationsicanirelyionimoreithanioneiindependentiprovidersiforisecurityifunctional

ity. 

Implementationiinteroperability:iProvidersihaveiinteroperabilityifunctionalityiiacro

ssidifferentiapplications.iAiprovideriisinotibounditoiaispecificiapplicationiandianiapp

licationiisialsoinotibounditoiaispecificiprovider. 

Algorithmiextensibility:iAinumberiofiwidelyiusedisecurityiservicesiareiincludediini

Javaiplatform.iProvidersiareioneiofithem.iProvidersiperformiaibasicisetiofisecurityise

rvice.iiHowever,isomeiapplicationsimayirelyioniemergingistandardsinotiyetiiimpleme

nted,iorioniproprietaryiservices.iTheiJavaiplatformisupportsiinstallationiofisuchiicust

omiprovidersithatiimplementitheseiservicesiasiwell. 

1.4.3iJavaiAWT 

ThelJavalAbstractlWindowlToolkitlis anlAPIlthatlislusedltoldeveloplGraphicallUserli

Interfaceslorlwindow-basedlapplications inljava. 

AWTlislplatform-

dependent,lwhichlmeanslitslcomponentslareldisplayedlaccordingltolthelviewloflioper

atinglsystem.lAWTlislalsolheavyweight,lwhichlmeanslitslcomponentsluselthelioperat

inglsystem’slresources. 

Theinameiofitheipackageiisijava.awt.iThisipackageiprovidesivariousiclassesiforiGUIi

creation. 

Foriexample;iTextField, Label, TextArea,iRadioButton, CheckBox, Choice, List etc,i

areialliclassesiforitheiAWTiAPI. 

1.4.4iSwing 

Swing islalpartloflJavalFoundationlClassesl(JFC)lthatlis alsolusedltolcreatelwindow-

basedlapplications.lItlislbuiltlonltheltoploflAWTl(AbstractlWindowinglToolkit)lAPIl

andlentirelylwrittenlinljava. 

UnlikeiAWTihowever,iSwingiprovidesiplatform-

independentiandilightweighticomponents. 

Theinameiofitheipackageiisijavax.swing.iThisipackageialsoiprovidesivariousiclassesif

oriwindow-basediapplicationicreation. 

https://www.javatpoint.com/java-awt-textfield
https://www.javatpoint.com/java-awt-label
https://www.javatpoint.com/java-awt-textarea
https://www.javatpoint.com/java-awt-checkbox
https://www.javatpoint.com/java-awt-choice
https://www.javatpoint.com/java-awt-list
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Foriexample;iJButton,iJTextField,iJTextArea,iJRadioButton,iJCheckbox,iJMenu,iJCo

lorChooser,ietc,iareialliclassesiforitheiswingiAPI. 

1.4.5iIntellijiIDEA 

IntelliJlIDEAlislanlIDE(integratedldevelopmentlenvironment)lwrittenlentirelylinlJava

lforlthelpurposelofldevelopinglcomputerlsoftware.lItlwasldevelopedlbylJetBrains.liM

ajorityloflthislprojectlhaslbeenldevelopedlwithinlthislIDE. 

 

Figi1.6iIntellijiIDEAiLogo 
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CHAPTERi2)iLITERATUREiSURVEY 

 

 

2.1iSymmetriciiiandiiiAsymmetriciiiEncryption.ii[Online]iiAvailablei

iiat:iihttps://www.professormesser.com/security-plus/sy0-

501/symmetric-and-asymmetric-encryption 

-ByiP.iMesser 

 

Thisiblogipostiwasitheiparamountiforithisiproject.iAsiaistudentiwithinoiprioriknowle

dgeioficryptographyiandiencryption,ithisiwasiaistartingipointiforimeitoilearniaboutith

eisubjectiandialsoiinfluencedimeiinipickingitheisubjectiofithisiproject. 

TheiblogitalksiiniexplicitidetailiaboutiSymmetriciandiAsymmetriciEncryption,iandith

eidifferencesibetweenithem. 

Itialsoitalksiaboutitheisharedikeyialgorithm- 

“Ifiyou’veiimplementedisymmetriciencryptioniusingiaisingleisharedikeyiforibothithei

encryptioniprocessianditheidecryptioniprocess,iifisomeithirdipartyigainsiaccessitoiith

isikey,iyou’llineeditoithrowithatikeyiaway,iuseiaidifferentikey,iandidistributeithatiikey

itoibothitheisenderianditheirecipient.iThisiusesiaisharedikeyialgorithm.” 

Theiblogipostialsoidiscussesihowisymmetriciencryptioniisirelativelyifasterithaniasym

metriciencryptioniandihasilessioverheadicost.iButitheyiareioftenicombineditoicreateia

nievenistrongeriencryption. 

Influences-

iTheiblogipostihasisignificanceiasitheistartingipointiofimyideepidiveiintoiencryptionit

echnologies. 
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2.2iSneakyi"HoneyiEncryption"iStopsiHackersiByiDrowningiThemi

iniPhonyiDatai[Online]iiAvailableiiiat:iihttps://gizmodo.com/sneaky-

honey-encryption-stops-hackers-by-drowning-the-1511718913 

-ByiA.iFeinberg 

 

Anotheriveryiinfluentialiandiinterestingiblogipostithatitalksiaboutianiencryptionitechn

iqueithatiturnsibruteiforceiattacksiintoianiattackiagainstitheiperpetratorsithemselves. 

AriiJuels,ipreviousichiefiscientistiaticomputerisecurityicompanyiRSA,iandiThomasiR

istenpartiofitheiUniversityiofiWisconsiniworkeditogetheritoidevelopiaidifferentitypei

ofiencryptionideviceithatideliversifakeidataitoitheiintruderieveryitimeiandiincorrectip

asswordioriencryptioniisiguessed. 

ThisiencryptionialgorithmiwasinamediHoneyiEncryption,iandimakesiintrusionsiinfini

telyiharderiforihackers. 

Influences-

iTheiblogipostihelpedishowihowiandiwhatikingiofiinnovationsicanibeimadeiinitheifie

ldioficryptography. 
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2.3iWhatiIsiAESiandiWhyiYouiAlreadyiLoveiIti[Online]iiAvailableii

iat:iihttps://techjury.net/blog/what-is-aes/ 

-ByiB.iChernev 

 

ThisipaperitalksiinidetailiaboutiAESiandiAESialone.iChernevistartsiwithianiintroduct

ionitoiAdvancediEncryptioniStandard.iHeithenitalksiaboutiitsihistoryiandiwhyiitiwasi

needed.iTheniheigivesiaideepidiveionihowitheialgorithmiworksiusingianiexample.iHe

ialsoidiscussesiitsivariousiimplementationsiandisafety. 

TheipaperialsoitalksiaboutitheivariousiWiFiisecurityiprotocols.iTheioriginaliWPA-

PSKi(Wi-FiiProtectediAcess-iPersonaliSharediKey)iasiwelliasiWPA2-

PSKiwereidevelopediusingiAESialgorithm. 

Influences-

iThisipaperisolidifiediAESiasiaimustilearniandiimplementialgorithmiforithisiproject. 
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2.4i5iCommoniEncryptioniAlgorithmsianditheiUnbreakableiofitheiFuturei[Onli

ne]iiAvailableiiiat:iihttps://blog.storagecraft.com/5-common-encryption-

algorithms/ 

-ByiC.iBradford 

 

Thisipaperitalksiaboutifiveipopulariencryptionialgorithms,inamely-

iTripleiDES,iRSA,iBlowfish,iTwofish,iAES.i 

TripleiDESiwasidevelopeditoireplaceiDESialgorithm.iTripleiDESitriplicatesiDES’si5

6-bitikeysitoicreateithreeikeysiofitotalilengthi168ibit,ibutiequateditoi112-

bitikey.i3DESiisideemeditoibeiunsafeiafteri2024. 

RSAialgorithmiisianiacronymithaticomesifromitheisurnamesiofiitsicreators-

iRoniRivest,iAdiiShamir,iandiLeonardiAdleman.iItiisipublic-

keyiencryptionisystem.iRSAiisianiasymmetriciencryptionialgorithmibecauseiitiusesia

ipairiofikeys-ipubliciandiprivateikeys. 

BlowfishiisianotherialgorithmimadeitoireplaceiDES.iItiisiaisymmetricicipherithatispli

tsimessagesiintoi64-

bitsiandiencryptsithemiindividually.iBlowfishiisiknowniforiitsiincredibleispeed. 

TwofishiisitheisuccessoriofiBlowfish.iItiisialsoisymmetric.iKeysiiniTwofishicanibeiu

ptoi256-bitsiinilength.iItiisifasterithaniBlowfish. 

AESiisitheistandardialgorithmiusedibyiUSigovernment. 

Theipaperialsoitalksiaboutitheifutureiofiencryption. 

Influences-

iThisipaperihelpedimeicontrastiandidecideiwhichialgorithmiwouldibeitheibestiforithei

projectiandialsoiexploreiotherialgorithmsiforifutureiprospects. 

 

https://blog.storagecraft.com/5-common-encryption-algorithms/
https://blog.storagecraft.com/5-common-encryption-algorithms/
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CHAPTERi3)iSOFTWAREiREQUIREMENTiSPECIFICA

TIONS 

 

3.1iREQUIREMENTiANALYSIS 

UnderimentionediisitheilistiofirequirementsiasiperitheiRequirementiSpecificationiShe

et: 

● Easyitoiuseiandiinteractiveiinterface. 

● Userishouldibeiableitoiimport/exportiimagesiandiciphersiwhereverionitheifilei

explorer. 

● Userishouldinotibeiableitoiimportiaifileithatiisinotianiimageiformat. 

● Separateiwindowiforidecryption. 

● Modifiedisearchingicapabilityitoifacilitateilocation. 

● Applyivariousifiltersiiniimageicategory. 

● Ableitoiselectitheiamountioficipheriimagesitoigenerate. 

● Maintainiencryptionialgorithm. 

● Consoleiofioperationsiforidebuggingipurposes. 

 

3.2lDATAlFLOWlDIAGRAM 

DatalFlowlDiagramslarelusedltolshowlthelflowlofldatalfromlexternallentitieslintolthel

system,landlfromlonelprocessltolanotherlwithinlthelsystem.l 

TherelarelfourlimportantlsymbolslusedlforldrawinglalDFD:l 

● Rectangleslrepresentinglexternallentities,lwhichlarelsourceslorldestinationslofl

data.l 

● Ellipseslrepresentinglprocesses,lwhichltakeldatalaslinput,lvalidatelandlprocess

litlandloutputlit.l 

● Arrowslrepresentingltheldatalflows,lwhichlcanleither,lbelelectronicldatalorlip

hysicallitems.l 

● Open-

endedlrectangleslorlalDisklsymbollrepresentingldatalstores,lincludinglelectron
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iclstoreslsuchlasldatabaseslorlXMLlfileslandlphysicallstoreslsuchlaslfilinglcab

inetslorlstacksloflpaper.l 

 

FigurelbelowlislthelDatalFlowlDiagramlforlAESlAlgorithm; 

 

 

Figi3.1iAESiAlgorithmiDFD  
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CHAPTERi4)iSYSTEMiDEVELOPMENT 

 

4.1iGUIiComponents 

TheicomponentsithatiwereiusediforicreatingiViscryptiGUIiare: 

Frames:i 

A Frame isiuseditoidefineitheiwindow.iItihasiaiborderiandiaititle. 

Theisizeiofitheiframe’siborderiisiincludediwithinitheisizeiofitheiframe.iBecauseiofithi

s,itheiborderiobscuresiaipartiofitheiframe.iAimethoditheiobtainitheidimensionsiofithei

borderiisigetInsets.iTheidimensionsiofitheiborderiareiplatformidependent. 

Theidefaultilayoutiforiaiframeiisicalled BorderLayout. 

 

Figi4.1iFrameiExample 

 

GridBagConstraints: 

GridBagLayoutiisiaicomplexiandiflexibleilayoutimanageriprovidedibyiJavaiplatform.

iItiusesiaigridiofirowsiandicolumnsitoiplaceicomponents.iItiallowsispecifiedicompon

entsitoispaniforimultipleirowsiandicolumns.iRowsidon’tihaveitoihaveitheisameiheigh

t,iandicolumnsidon’tihaveitoihaveitheisameiwidth.i 
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Theifigureibelowishowsitheigridiforianiapplet.iTheigridicontainsithreeirowsiandithree

icolumns.iHowever,iGridBagConstraintsiallowsitheibuttoniinitheisecondirowitoispani

allitheicolumns;ianditheibuttoniinitheithirdirowicanispaniforitheitwoirighticolumns. 

 

Figi4.2iGridBagConstraintsiExample 

JLabel: 

JLabellclasslislalcomponentlthatlislusedlforlplacingltextlinlalcontainer.lItlislusedltoli

displaylalsinglellineloflreadlonlyltext.lTheltextlcanlbelchangedlbylanlapplicationlbutl

aluserlcannotleditlitldirectly.lItlinheritslJComponentlclass. 

 

Figi4.3iJLabeliExample 

JButton: 

Useditoicreateiaibuttoniwithiailabel.iTheibuttonihasiplatformiindependentiimplement

ation.iPushingitheibuttonisignalsitheiapplicationitoiperformisomeioperation.iItiinherit

siAbstractButtoniclass. 



 
 

29 

 

Figi4.4iJButtoniExample 

JTextField: 

Thisiclassiisiuseditoicreateiaitexticomponentithatiallowsitheieditingiofiaisingleilineite

xt.iItiinheritsiJTextComponenticlass. 

 

Figi4.5iJTextFieldiExample 

JPanel: 

Itiisitheisimplesticontainericlass.iJPanel’sijobiisitoiprovideiaispaceiiniwhichianiapplic

ationicaniattachianyiothericomponent.iItiinheritsitheiJComponentsiclass. 

 

Figi4.6iJPaneliExample 
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JComboBox: 

JComboBoxiclassiisiuseditoishowipopupimenuiofichoices.iTheichoiceiselectedibyith

eiuseriisishownionitheitopiofia menu.iItiinherits JComponent class. 

 

Figi4.7iJComboBoxiExample 

JSlider: 

Thisiclassiisiuseditoicreateiaislideriobject.iItiallowsitheiuseritoiselectiaivalueibetween

iaispecificirange. 

 

Figi4.8iJSlideriExample 

JTextArea: 

Thisiclassicreatesiaimultiilineiregionithatidisplaysitext.iItiallowsiforitheieditingiofithe

iwholeiregion.iItiinheritsiJTextComponenticlass. 

 

Figi4.9iJTextAreaiExample 

https://www.javatpoint.com/java-jmenuitem-and-jmenu
https://www.javatpoint.com/java-jcomponent
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JScrollPane: 

Thisiclassiisiuseditoimakeiscroll-

ableiviewiofiaicomponent.iIticanibeiuseditoidisplayimoreicontentiwheniscreenisizeic

an’tiaccommodateialliofitheicomponents. 

 

BufferedImage: 

BufferedImageiisiaisubclassiofitheiImageiclass.iBufferedImageiisiuseditoidecideihow

iimageidataiisitoibeihandled. 

 

Figi4.10iBufferedImageiExample 

4.2iTechnicaliComponents 

Theipojectiusesithreeiscripts: 

4.2.1 Main.java 

import java.awt.*; 

import javax.swing.*; 

 

public class Main { 

    public static void main(String[] args) { 

        EventQueue.invokeLater(new Runnable() { 

            @Override 

            public void run() { 

                try { 

                    for (javax.swing.UIManager.LookAndFeelInfo info : 

javax.swing.UIManager.getInstalledLookAndFeels()) { 
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                        if ("Windows".equals(info.getName())) { 

                            javax.swing.UIManager.setLookAndFeel(info.getClassName()); 

                            break; 

                        } 

                    } 

                } catch (Exception ex) { 

                    ex.printStackTrace(); 

                } 

                JFrame frame = new JFrame("VisCry"); 

                frame.setDefaultCloseOperation(JFrame.EXIT_ON_CLOSE); 

                frame.setSize(1000, 800); 

                frame.setMinimumSize(new Dimension(1000, 700)); 

                frame.setLayout(new GridBagLayout()); 

                frame.getContentPane().setBackground(new Color(255, 255, 255)); 

 

                new MainFrame(frame); 

            } 

        }); 

    } 

} 

 

4.2.2 MainFrame.java 

import javax.imageio.ImageIO; 
import javax.swing.*; 
import javax.swing.event.ChangeEvent; 
import javax.swing.event.ChangeListener; 
import java.awt.*; 
import java.awt.event.ActionEvent; 
import java.awt.event.ActionListener; 
import java.awt.event.KeyEvent; 
import java.awt.event.KeyListener; 
import java.awt.image.BufferedImage; 
import java.io.File; 
import java.text.SimpleDateFormat; 
import java.util.Date; 
 
public class MainFrame { 
 
    private Frame frame; 
 
    private GridBagConstraints gbc; 
 
    private JLabel selectImageLabel; 
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    private JButton selectImageButton; 
 
    private JTextField selectImageField; 
 
    private JLabel saveImageLabel; 
 
    private JTextField saveImageField; 
 
    private JButton saveImageButton; 
 
    private JButton generateCipher; 
 
    private JPanel imagePanel; 
 
    private JLabel imageLabel; 
 
    private JComboBox numberBox; 
 
    private JLabel numberOfSecretImages; 
 
    private JSlider thresholdSlider; 
 
    private JLabel thresholdLabel; 
 
    private JTextArea logMessages; 
 
    private JScrollPane logScrollPane; 
 
 
    private BufferedImage bufferedImage; 
 
    private BufferedImage lastInstance; 
 
    public MainFrame(Frame frame) { 
        this.frame = frame; 
        initializeObjects(); 
        createLocation(); 
    } 
 
 
    private void initializeObjects() { 
        selectImageLabel = new JLabel("Open image: "); 
        selectImageField = new JTextField(80); 
        selectImageButton = new JButton("Browse"); 
 
        String[] numbers = {"2", "3", "4", "5", "6", "7", "8", "9", "10", "11", "12", "13", "14", "15", "16", 
"17", "18", "19", "20", 
                "21", "22", "23", "24", "25", "26", "27", "28", "29", "30", "31", "32", "33", "34", "35", "36", 
"37", "38", "39", "40", 
                "41", "42", "43", "44", "45", "46", "47", "48", "49", "50", "51", "52", "53", "54", "55", "56", 
"57", "58", "59", "60", 
                "61", "62", "63", "64", "65", "66", "67", "68", "69", "70", "71", "72", "73", "74", "75", "76", 
"77", "78", "79", "80", 
                "81", "82", "83", "84", "85", "86", "87", "88", "89", "90", "91", "92", "93", "94", "95", "96", 
"97", "98", "99", "100"}; 
 
        numberBox = new JComboBox(numbers); 
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        generateCipher = new JButton("Generate encrypted images"); 
 
        saveImageLabel = new JLabel("Save encrypted images: "); 
        saveImageField = new JTextField(80); 
        saveImageButton = new JButton("Browse"); 
 
        imageLabel = new JLabel(); 
        imagePanel = new JPanel(); 
 
        thresholdSlider = new JSlider(JSlider.VERTICAL); 
        thresholdSlider.setMinimum(0); 
        thresholdSlider.setMaximum(255); 
        thresholdSlider.setValue(128); 
 
        numberOfSecretImages = new JLabel("Number of secret images"); 
 
        thresholdLabel = new JLabel("Threshold"); 
 
        logMessages = new JTextArea(100, 100); 
        logMessages.setFont(new Font(logMessages.getFont().getFontName(), 
logMessages.getFont().getStyle(), logMessages.getFont().getSize() + 2)); 
        logMessages.append(new SimpleDateFormat("HH:mm:ss").format(new Date()) + ": VisCry 
opened\n"); 
        logScrollPane = new JScrollPane(logMessages); 
 
        gbc = new GridBagConstraints(); 
        gbc.insets = new Insets(3, 3, 3, 3); 
 
    } 
 
    void createLocation() { 
 
        gbc.anchor = GridBagConstraints.EAST; 
        gbc.weightx = 0.5; 
        gbc.weighty = 2; 
        gbc.gridx = 0; 
        gbc.gridy = 0; 
        frame.add(selectImageLabel, gbc); 
 
 
        gbc.anchor = GridBagConstraints.CENTER; 
        gbc.fill = GridBagConstraints.HORIZONTAL; 
        gbc.weightx = 2; 
        gbc.weighty = 2; 
        gbc.gridx = 1; 
        gbc.gridy = 0; 
        selectImageField.addKeyListener(new SelectFileListener()); 
        frame.add(selectImageField, gbc); 
 
 
        gbc.anchor = GridBagConstraints.WEST; 
        gbc.fill = GridBagConstraints.NONE; 
        gbc.weightx = 0.5; 
        gbc.weighty = 0.5; 
        gbc.gridx = 2; 
        gbc.gridy = 0; 
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        selectImageButton.addActionListener(new SelectButtonListener()); 
        frame.add(selectImageButton, gbc); 
 
 
        gbc.anchor = GridBagConstraints.SOUTH; 
        gbc.fill = GridBagConstraints.NONE; 
        gbc.weightx = 0; 
        gbc.weighty = 1; 
        gbc.gridx = 1; 
        gbc.gridy = 2; 
        frame.add(numberOfSecretImages, gbc); 
 
 
        gbc.anchor = GridBagConstraints.NORTH; 
        gbc.weightx = 0; 
        gbc.weighty = 0.2; 
        gbc.gridx = 1; 
        gbc.gridy = 3; 
        frame.add(numberBox, gbc); 
 
 
        gbc.anchor = GridBagConstraints.EAST; 
        gbc.weightx = 0; 
        gbc.weighty = 1; 
        gbc.gridx = 0; 
        gbc.gridy = 4; 
        frame.add(saveImageLabel, gbc); 
 
 
        gbc.anchor = GridBagConstraints.CENTER; 
        gbc.fill = GridBagConstraints.HORIZONTAL; 
        gbc.weightx = 5; 
        gbc.weighty = 1; 
        gbc.gridx = 1; 
        gbc.gridy = 4; 
        saveImageField.addKeyListener(new SelectFileListener()); 
        frame.add(saveImageField, gbc); 
 
 
        gbc.anchor = GridBagConstraints.WEST; 
        gbc.fill = GridBagConstraints.NONE; 
        gbc.weightx = 0.5; 
        gbc.weighty = 0.5; 
        gbc.gridx = 2; 
        gbc.gridy = 4; 
        saveImageButton.addActionListener(new SelectButtonListener()); 
        frame.add(saveImageButton, gbc); 
 
 
        gbc.anchor = GridBagConstraints.NORTH; 
        gbc.weightx = 0.5; 
        gbc.weighty = 1; 
        gbc.gridx = 1; 
        gbc.gridy = 6; 
        generateCipher.addActionListener(new SelectButtonListener()); 
        frame.add(generateCipher, gbc); 
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        gbc.fill = GridBagConstraints.VERTICAL; 
        gbc.weightx = 0.5; 
        gbc.weighty = 2; 
        gbc.gridx = 0; 
        gbc.gridy = 1; 
        thresholdSlider.addChangeListener(new ThresholdListener()); 
        frame.add(thresholdSlider, gbc); 
 
 
        gbc.anchor = GridBagConstraints.NORTH; 
        gbc.fill = GridBagConstraints.NONE; 
        gbc.weightx = 0.5; 
        gbc.weighty = 1; 
        gbc.gridx = 0; 
        gbc.gridy = 2; 
        frame.add(thresholdLabel, gbc); 
 
        gbc.anchor = GridBagConstraints.CENTER; 
        gbc.fill = GridBagConstraints.BOTH; 
        gbc.weightx = 0.5; 
        gbc.weighty = 5; 
        gbc.gridx = 1; 
        gbc.gridy = 5; 
        frame.add(logScrollPane, gbc); 
 
        frame.setVisible(true); 
    } 
 
    public static Dimension getScaledDimension(Dimension imgSize, Dimension boundary) { 
 
        int new_width = imgSize.width; 
        int new_height = imgSize.height; 
 
        if (imgSize.width > boundary.width) { 
            new_width = boundary.width; 
            new_height = (new_width * imgSize.height) / imgSize.width; 
        } 
 
        if (new_height > boundary.height) { 
            new_height = boundary.height; 
            new_width = (new_height * imgSize.width) / imgSize.height; 
        } 
        return new Dimension(new_width, new_height); 
    } 
 
    
///////////////////////////////////////////////////////////////////////////////////////////////////////////
///                Select File Listener 
    public class SelectFileListener implements KeyListener { 
 
        boolean isPressed = false; 
 
        @Override 
        public void keyTyped(KeyEvent e) { 
 
        } 



 
 

37 

 
        @Override 
        public void keyPressed(KeyEvent e) { 
            if (e.getKeyCode() == KeyEvent.VK_ENTER && !isPressed && 
e.getSource().equals(selectImageField)) { 
                selectImage(selectImageField.getText()); 
                isPressed = true; 
            } 
        } 
 
        @Override 
        public void keyReleased(KeyEvent e) { 
            isPressed = false; 
        } 
    } 
 
    
/////////////////////////////////////////////////////////////////////////////////////////////////////////                   
Threshold Listener 
    public class ThresholdListener implements ChangeListener { 
 
        @Override 
        public void stateChanged(ChangeEvent e) { 
            if(lastInstance != null) { 
                BufferedImage grayImage = GenerateImage.thresholdImage(bufferedImage, 
thresholdSlider.getValue()); 
                Dimension boundary = new Dimension(700, 700); 
                Dimension d = new Dimension(bufferedImage.getWidth(), bufferedImage.getHeight()); 
                Dimension scaled = getScaledDimension(d, boundary); 
                Image img = grayImage.getScaledInstance(scaled.width, scaled.height, 
Image.SCALE_SMOOTH); 
                imageLabel.setIcon(new ImageIcon(img)); 
                imageLabel.setPreferredSize(scaled); 
                imagePanel.add(imageLabel); 
                gbc.anchor = GridBagConstraints.CENTER; 
                gbc.fill = GridBagConstraints.NONE; 
                gbc.weightx = 0; 
                gbc.weighty = 2; 
                gbc.gridx = 1; 
                gbc.gridy = 1; 
                frame.add(imagePanel, gbc); 
                frame.validate(); 
                lastInstance = grayImage; 
            } 
        } 
    } 
 
    
/////////////////////////////////////////////////////////////////////////////////////////////////////////                   
Select Button Listener 
    public class SelectButtonListener implements ActionListener{ 
 
        @Override 
        public void actionPerformed(ActionEvent e) { 
            if(e.getSource().equals(selectImageButton)){ 
                FileDialog fileDialog = new FileDialog(frame, "Select image"); 
                fileDialog.setVisible(true); 
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                if(fileDialog.getFile() != null && fileDialog.getDirectory() != null){ 
                    selectImage(fileDialog.getDirectory() + fileDialog.getFile()); 
                } 
            } 
 
 
            if(e.getSource().equals(saveImageButton)){ 
                JFileChooser fileChooser = new JFileChooser(); 
                fileChooser.setFileSelectionMode(JFileChooser.DIRECTORIES_ONLY); 
 
                if (fileChooser.showOpenDialog(frame) == JFileChooser.APPROVE_OPTION){ 
                    saveImageField.setText(fileChooser.getSelectedFile().toString()); 
                } 
            } 
 
 
            if(e.getSource().equals(generateCipher)){ 
                try { 
                    File file = new File(saveImageField.getText()); 
                    if(file.isDirectory()){ 
                        int width = lastInstance.getWidth(); 
                        int height = lastInstance.getHeight(); 
 
                        BufferedImage lastKey = new BufferedImage(width, height, 
BufferedImage.TYPE_BYTE_GRAY); 
 
                        int number = Integer.valueOf(numberBox.getSelectedItem().toString()); 
                        boolean isEven = (number % 2 == 0); 
 
                        for (int i = 0; i < number - 1; i++) { 
                            BufferedImage temp = GenerateImage.getRandomizedImage(width, height); 
                            ImageIO.write(temp, "png", new File(saveImageField.getText() + "\\Viscry " + (i + 1) + 
".png")); 
                            lastKey = GenerateImage.getExcludedImage(lastKey, temp, isEven); 
 
                            logMessages.append(new SimpleDateFormat("HH:mm:ss").format(new Date()) + ": 
Image \"Viscry " + (i + 1) + ".png\" is saved\n"); 
                        } 
                        lastKey = GenerateImage.getExcludedImage(lastKey, lastInstance, isEven); 
                        ImageIO.write(lastKey, "png", new File(saveImageField.getText() + "\\VisCry " + 
(number) + ".png")); 
 
                        logMessages.append(new SimpleDateFormat("HH:mm:ss").format(new Date()) + ": 
Image \"VisCry" + number + ".png\" is saved\n"); 
                        logMessages.append("\n=========================ENCRYPTING IS DONE 
SUCCESSFULLY!============================\n"); 
                    } 
                    else { 
                        logMessages.append(new SimpleDateFormat("HH:mm:ss").format(new Date()) + ": 
Directory \"" + saveImageField.getText() + "\" doesn't exist\n"); 
                    } 
                } 
                catch (Exception ex){ 
                    logMessages.append(new SimpleDateFormat("HH:mm:ss").format(new Date()) + ": 
Couldn't save images\n"); 
                } 
            } 
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        } 
    } 
 
 
    private void selectImage(String filePathAndName){ 
        try { 
            selectImageField.setText(filePathAndName); 
 
            bufferedImage = ImageIO.read(new File(filePathAndName)); 
 
            BufferedImage grayImage = GenerateImage.thresholdImage(bufferedImage, 
thresholdSlider.getValue()); 
            Dimension boundary = new Dimension(700, 700); 
            Dimension d = new Dimension(bufferedImage.getWidth(), bufferedImage.getHeight()); 
            Dimension scaled = getScaledDimension(d, boundary); 
            Image img = grayImage.getScaledInstance(scaled.width, scaled.height, 
Image.SCALE_SMOOTH); 
            imageLabel.setIcon(new ImageIcon(img)); 
            imageLabel.setPreferredSize(scaled); 
            imagePanel.add(imageLabel); 
            gbc.anchor = GridBagConstraints.CENTER; 
            gbc.fill = GridBagConstraints.NONE; 
            gbc.weightx = 0; 
            gbc.weighty = 0; 
            gbc.gridx = 1; 
            gbc.gridy = 1; 
            frame.add(imagePanel, gbc); 
            frame.validate(); 
            lastInstance = grayImage; 
            logMessages.append(new SimpleDateFormat("HH:mm:ss").format(new Date()) + ": Image 
loaded\n"); 
 
        }catch (Exception ex){ 
            logMessages.append(new SimpleDateFormat("HH:mm:ss").format(new Date()) + ": File is not 
supported. Please, use images with extension: jpg, bmp, png\n"); 
        } 
    } 
} 

 

4.2.3 GenerateImage.java 

import java.awt.image.BufferedImage; 
import java.awt.image.WritableRaster; 
import java.util.Random; 
 
public class GenerateImage { 
    public static BufferedImage getRandomizedImage(int width, int height){ 
        BufferedImage result = new BufferedImage(width, height, BufferedImage.TYPE_BYTE_GRAY); 
        WritableRaster raster = result.getRaster(); 
        int[] pixels = new int[width]; 
        for(int y = 0; y < height; y++){ 
            for(int i = 0; i < width; i++){ 
                if(new Random().nextBoolean()){ 
                    pixels[i] = 255; 
                } 
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                else{ 
                    pixels[i] = 0; 
                } 
            } 
            raster.setPixels(0, y, width, 1, pixels); 
        } 
        return result; 
    } 
 
    public static BufferedImage getExcludedImage(BufferedImage first, BufferedImage second, boolean 
isEven){ 
        int width = first.getWidth(); 
        int height = first.getHeight(); 
        BufferedImage result = new BufferedImage(first.getWidth(), first.getHeight(), 
BufferedImage.TYPE_BYTE_GRAY); 
        WritableRaster raster = result.getRaster(); 
        WritableRaster firstRaster = first.getRaster(); 
        WritableRaster secondRaster = second.getRaster(); 
        int[] pixels1 = new int[width]; 
        int[] pixels2 = new int[width]; 
        int[] pixels = new int[width]; 
 
        if(isEven){ 
 
            for(int y = 0; y < height; y++){ 
                firstRaster.getPixels(0, y, width, 1, pixels1); 
                secondRaster.getPixels(0, y, width, 1, pixels2); 
                for(int i = 0; i < width; i++){ 
                    if(pixels1[i] == pixels2[i]){ 
                        pixels[i] = 255; 
                    } 
                    else { 
                        pixels[i] = 0; 
                    } 
                } 
                raster.setPixels(0, y, width, 1, pixels); 
            } 
        } 
        else{ 
            for(int y = 0; y < height; y++){ 
                firstRaster.getPixels(0, y, width, 1, pixels1); 
                secondRaster.getPixels(0, y, width, 1, pixels2); 
                for(int i = 0; i < width; i++){ 
                    if(pixels1[i] == pixels2[i]){ 
                        pixels[i] = 0; 
                    } 
                    else { 
                        pixels[i] = 255; 
                    } 
                } 
                raster.setPixels(0, y, width, 1, pixels); 
            } 
        } 
        return result; 
    } 
 
    public static BufferedImage thresholdImage(BufferedImage image, int threshold) { 
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        BufferedImage result = new BufferedImage(image.getWidth(), image.getHeight(), 
BufferedImage.TYPE_BYTE_GRAY); 
        result.getGraphics().drawImage(image, 0, 0, null); 
        WritableRaster raster = result.getRaster(); 
        int[] pixels = new int[image.getWidth()]; 
        for (int y = 0; y < image.getHeight(); y++) { 
            raster.getPixels(0, y, image.getWidth(), 1, pixels); 
            for (int i = 0; i < pixels.length; i++) { 
                if (pixels[i] < threshold) pixels[i] = 0; 
                else pixels[i] = 255; 
            } 
            raster.setPixels(0, y, image.getWidth(), 1, pixels); 
        } 
        return result; 
    } 
} 
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CHAPTERt5)tRESULTStANDtPERFORMANCEtANALY

SIS 

5.1 ImportedtImage 

 

Figt5.1tImportedtImage 

5.2 ViscrypttInterface 

 

 

Figt5.2tViscrypttInterface 
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5.3 LoadedtImage 

 

Figt5.3tLoadedtImage 

5.4 EncryptiontComplete 

 

Figt5.4tEncryptiontComplete 
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5.5 CiphertImages 

 

Figt5.5tCiphertImaget1 

 

Figt5.6tCiphertImaget2 
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CHAPTERt6)tCONCLUSION 
7.1tDeclaration 

IthavetsuccessfullytcreatedtandtimplementedtthetApplicationt‘Viscrypt’. 

Ithopetthattittservestitstpurposetandtprovesttotbethelpfultfortpeopletlongtrun. 

 

7.2tLimitations 

Despitetendlessteffortstputtintbytme,tViscrypttstilltfacestsometdrawbacks: 

● Thistapplicationtdoestonlytdealstwithtencryption. 

● Thistapplicationtdoestnottdealtwithtdecryption.tFortdecryption,tanytthird-

partytimageteditingttooltwithtexclusionttooltcantbetused. 

 

7.3tMaintenance 

Intthetmaintenancetphase,tthetdeveloperstmusttmaketchangesttotthethardware,tsoftwa

retandtthetdocumentation.tIttinvolvestsupportingtitstoperationteffectivenesstfortatperi

odtofttime.tIttmaytincludetimprovingtoptimization,tfixingtbugs,timprovingtsecurity,to

rtaddressingtusertreports. 

Repositoriestandtothertmanagementtstandardstandtprocedurestaretemployedttotmaket

suretthattthetmodificationstdon’ttleadttotdisruptiontoftongoingtoperations,tortnegative

lytimpacttperformance. 

Besidestmajortchanges,tdeveloperstalsotpushtroutinetupdatestwhichtinvolvestprocedu

restliketrequesting,tevaluating,tapproving,ttesting,tinstallingtandtdocumentingtwebsit

etmodifications. 

QA,tauditing,tsecurity,tandtend-

usertshouldtbetincludedtintthetupdatetmanagementtprocesses.tBeforetimplementingta

nytmajortupdates,tittistnecessaryttotdotrisktandtsecuritytreviewsttotdecidetwhethertup

datetshouldtbetfinallytimplemented. 
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Fortmaintenancetoftthistapplication:t 

1. Thetprojecttitselftneedstsometfeaturetupdates,tsuchtastatdecryptiontmodule.t 

2. Performtscripttoptimization.t 

3. Performtrigorousttesting. 

 

7.4tFuturetScopetandtEnhancement 

1. Itlooktforwardttotextendtthetfeaturestoftthistapplicationttotbetablettotdecrypttc

iphertimagestastwell. 

2. Sotfar,titstusabilitytistminimum.tItaimttotimprovetthetapplicationttotperformt

moretcomplextencryption. 

3. ItamtlookingtforwardttotimplementtwhattIthavetlearnedtthroughtthistprojecttt

otothertpersonaltprojectstastwell. 
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