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ABSTRACT

The improvement in wireless advancements and the high accessibility of wireless gear in
regular day to day existence have made framework less systems extremely famous.
M.A.N.E.Ts are winding up noticeably more typical because of their simplicity of
organization. Not at all like the wireless systems having a settled foundation, a portable
specially appointed system or M.A.N.E.T does not rely on upon a static framework for
operations in view of systems administration, due to this security is an extremely difficult
issue in M.A.N.E.T, there is a high probability that the transitional hubs can be malignant
and they may be a danger to the security. Wormhole is the most every now and again
happening assault in specially appointed systems in which one vindictive hub burrows the
bundles from its area to other faulty hubs. In the event that the source hub picks this fake
course, the assailant has the option of conveying the bundles or dropping them. This
venture is indented to give an Implementation of some current procedures for discovery
of wormhole and a technique for identifying and averting wormhole assault in
M.A.N.E.T is proposed. The proposed approach depends on Smart Packet, wormhole
tainted hubs can be distinguished in light of acknowledgment of the savvy parcels by the
hubs in the system. All the reenactment will be done on ns3 utilizing AODV steering

convention.

Specifically, we exhibit that our plan capacities adequately within the sight of malignant
conspiring hubs and does not force any superfluous conditions upon the system

foundation and operation stage.



1. INTRODUCTION

A mobile ad hoc network (M.A.N.E.T) is a persistently self-configuring, infrastructure-
less system of mobile devices associated wirelessly. Every device in a M.AAIN.E.T is
allowed to move freely toward any path, and will in this way change its connections to
different devices frequently. M.A.N.E.T is a sort of Wireless specially appointed system
that more often than not has a routable systems administration condition on top of a Link
Layer ad hoc network. M.A.N.E.Ts comprise of a distributed, self-framing, self-mending

system.

In wormhole attack, attacker gives two choke points. These choke points used to lessen
the network likewise used to examine movement as favored at whatever time. Wormhole
attack makes a passage. Burrow records movement information at one network put. After
this attacker channel information to somewhere else far from the network or in a network.
This is one of the attacks which are utilized crosswise over numerous adhoc steering

convention.

In this time of wireless devices, Mobile Ad-hoc Network (M.A.N.E.T) has turned into an
imperative part to establish communication between mobile devices. Accordingly,
research in the field of Mobile Ad-hoc Network has been developing since most recent
couple of years. Mobile Ad-hoc Network (M.A.N.E.T) is a gathering of wireless mobile
hosts without settled network framework and brought together organization. Multi-hop
bundles are utilized to set up communication in M.AIN.E.T. M.A.N.E.T is a challenging
field. M.A.N.E.T comprises of different assets, the line of defence is exceptionally
dubious, Nodes work in shared wireless medium, Topology changes sporadically and
progressively, Reliability in the radio connection is an issue, association breaks are
frequent. Likewise, the thickness of hubs, number of hubs and portability of these hosts

may shift in various applications.



This project is proposed to keep the mobile Ad-hoc network of the wormhole attack. In
this, an entire work with AODV protocol is displayed. To distinguish the wormhole node
and to keep the wormhole assault by encrypting the bundle at each level by offering the
Secret Key to the neighboring nodes and guaranteeing secured conveyance by means of
decrypting the parcel at the neighbor node and coordinating the circulated Secret Key in
M.A.N.E.T in AODV protocol condition. The working of the application is additionally
portrayed in this documentation. The documentation additionally drills down the
prerequisites for the project execution.

Security is a flat out administration for wired and wireless network communication. This
work is worried with an exceptionally extreme security attack that influences the adhoc
networks steering protocols, called "wormhole attack”. A Wormhole attack is viewed as
risky as it is free of MAC layer protocols and invulnerable to cryptographic strategies.
There are numerous answers for follow and keep this attack like bundle rope, bunch base,
hop tally examination and so on., yet none of them is impeccable arrangement.
Wormhole alludes to an attack on M.A.N.E.T steering protocols in which colluding nodes
make a figment that two greatly disengaged areas of a M.A.N.E.T are specifically
associated through nodes that seem, by all accounts, to be neighbors however are really
far off from each other. The wormhole attack is conceivable regardless of the possibility
that the attacker has not traded off any hosts and regardless of the possibility that all

communication gives realness and privacy.



1.1) PROBLEM STATEMENT

The primary point of this project is to distinguish nearness of a wormhole in the network
and build up a strategy (calculation) or a procedure so that different nodes acknowledge
what the bargained divert in the network is, and therefore stay away from that way to
send information. Exchange of savvy bundle through the network will trap the colluding
vindictive nodes to send a reaction for that parcel, and along these lines we can recognize
what the traded off way is. The project depends on ns3 as it were. Nowadays there is a
massive should be shielded from vindictive attacks on the network, which are continually
attempting to take client information. Since a considerable measure of communication

happens through M.A.N.E.T, it is required to create instruments to keep these attacks.

This project is a reenactment for making, identifying and keeping the Wormbhole attack in
M.A.N.E.T. A M.ANN.E.T is a mobile ad hoc network which is a gathering of self-
governing nodes that speak with each other by keeping up radio associations in a
decentralize way. Security is a noteworthy issue for M.A.N.E.T because of its attributes
of open medium, adaptably evolving topologies, dependence on helpful calculations, and
nonappearance of unified observing focuses and absence of clear lines of guard. A
deficient node working in the network gets parcels at one area and passages them to
another area in the network, where these bundles are altered and dislike into the network.

The passage that is between two scheming attackers is alluded to as a wormhole.

10



1.2) OBJECTIVE

Short-term — Transient target of the work is finished comprehension of the project doled
out. Ideas identified with the project ought to be straight forward and the goal of this
project ought to be familiar with the whole group. Highlights are not just on hypothetical
ideas but rather additionally on functional ramifications of them. The innovation used to
execute the work ought to be recognizable and furthermore one ought to have the

capacity to apply them.

Long-term — Prolonged objective incorporates that understudies are presented to the
modern condition which ought to help us for the future works. One ought to pick up
understanding of working with a group and figure out how to participate with our

colleagues.
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1.3) METHODOLOGY

. Making a virtual platform: In processing, a virtual machine (VM) is a copying
of a PC framework. Virtual machines are based on computer architectures and give
usefulness of a physical PC. Their executions may include specific equipment,
programming, or a combination. In this project we utilize "VMware" for setting up a
virtual stage for UBUNTU.

. Network Simulator (NS3): In communication and computer network research,
network simulation is a strategy where a program models the conduct of a network either
by calculating the connection between the diverse network elements (hosts/packets, etc.)
utilizing scientific recipes, or really catching and playing back perceptions from a
creation network. The conduct of the network and the different applications and
administrations it supports can then be seen in a test lab, different traits of the earth can
likewise be altered in a controlled way to survey how the network would act under
various conditions.

o Attack Procedure: a) Tunneling: Two nodes are associated with each other with
the assistance of a medium which is not accessible to ordinary nodes, with the assistance
of this altogether extraordinary channel the nodes can communicate with each other over
a range in which typical nodes cannot. The two blemished nodes act in a way that they
seem, by all accounts, to be neighbors to the various nodes.

o b)_Drop Packets: A malicious node gets packets at one place in the network and
passages them to somewhere else in the network, where these packets are again sent into

a similar network.

. Path Analysis: a) Modified Routing Table: The table will be changed to have an

additional segment comprising of full ways of every node other than the following hop.
The altered routing table in two cases,
1. When no wormhole is present.

2. When wormhole is present.

b) Find Suspected Path: By changing routing table we can recognize suspicious

wormhole links path before the attack really happens and start disturbing the network.

We can have various links inside a routing table of a node that have high density, yet it is

12



most unrealistic that a similar two nodes be available in the routing table of a ton of
nodes in the meantime. Utilizing this idea once a node has distinguished a potential
wormhole link, it can affirm from its neighbors about the presence of same example in its
routing table.

o Detection Mechanism: a) Sending smart packet & Processing Request: The

smart packet is send to the neighboring nodes up-to two hops. This packet should be
dropped by the approved nodes. In any case, if this packet is resend by any node, that
node should be malicious and that node is to be checked further to confirm that the node
is really malicious.

c¢) Conformation:

1. First Process: When a node gets such a processing request, it will check its own
particular table and if a similar example exists, it will answer as true with the asking for
node.

2. Second Process: the nodes at the two ends of wormhole send some scrambled

messages to each other. Each special node on the way can have the capacity to prepare
those messages (we expect colluding nodes can't decode and consequently can't handle)
and will add their marks/stamps/banner to the encode packet pay load.

3. Third Process: When a destination node gets the encrypted message, it will search for
marks of all nodes along the way, if each node has added its mark to the encoded
payload, it will consider it as typical. In the event that the mark of any node along the

way is missing, it will consider it as a wormhole.

. Prevention Mechanism: a) Blacklist of Malicious Node: When the source node

gets the scrambled answer and the wormhole presence is affirmed, we have to
remove the malicious nodes so that no further communication happens with them
also, henceforth they are boycotted.

b) Alert Generation and Communication: Upon the affirmation of wormhole, both end

nodes broadcasts a boycotting message. This message contains rundown of malicious

nodes to be rejected from communication

13



2. LITERATURE SURVEY

2.1) Title: “Detection and Prevention of Wormhole Attacks in MANETS using

Detection Packet “(2013)

“In MANET, information transmission is performed inside an un-confided in wireless
condition. Different sorts of attack have been recognized and relating arrangements have
been proposed. In wormhole attack, attacker record packets at one area into the network,
burrow them to another area and retransmits them there into the network. Past takes a
shot at wormhole attacks have concentrated just on identification and utilized particular
equipment, for example, directional radio wires or amazingly exact timekeepers. Later
work has distinction of hop separation at node, make packet with two fields handling bit,
check to reach next hop and AODV for course foundation, open key encryption strategy
are additionally utilized. In this paper, we introduce a general system, without utilization
of equipment, area data and clock synchronization called recognition packet for
recognizing malicious node in network. Location Packet has three fields: preparing bit,
number to reach next hop and time stamp. Timestamp is utilized for emphatically
discovery with conformance at wormhole attack. Here identification packet can without
much of a stretch be incorporated into the extensive variety of ad hoc routing protocol
with just noteworthy change in the current protocol to defend against wormhole attack.

Here DSR protocol is use for course foundation and NS-2 for simulations.”

At the point when wormhole attack is happening in wireless ad-hoc networks then
handling postponement of the information packet, match of malicious node is built up on

the way. Conformance and Prevention issue is happen.

14



“The Principal of our proposed technigue is to take the assistance of others (nodes who

were not included in way) after the way has been found to establish worm opening in the

network. In way revelation, the protocol utilizes DSR RREQ packet to discover the way

from source to goal, RREQ packet is broadcasted by some other node aside from the goal

node. Every node answering back RREP to source node must store its personality into

RREP packet. The way points of interest are put away in the DSR routing store. After the

source node gets RREP packet, it makes packet called Detection Packet. To distinguish

the wormhole, we streamline the general DSR header by adding additional fields.”

Type Flags Reserved Total Hop
Count
Destination IP Address
Destination Sequence Number
Source I[P Address
Source Sequence Number
Addr (1] | Processing | Count to Reach Tme
Bit Next Hop Stamp
Addr (2] | Processing | Count to Reach T'ime
Bit Next Hop Stamp
Addr Processing | Count to Reach I'me
[n) Bit Next Hop Stamp
Last Hop

Fig.2: Detection Packet
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Detection Packet:

“The "processing bit" (P.B) can either be 0 or 1, at first all are 0, speaks to neighbor node
of the section has been gone to or not, its esteem may be set by the neighbor node of that
passage. "Add up to hop include” field the packet is utilized to keep the packet circling in
the network. "Number to reach next hop” (CRNH) speaks to the hop distinction between
neighbors of one hop isolated node, its esteem will be augmentation by every node for the
first node section whose processing bit is zero in the packet. The "Timestamp" field is
introduced to the season of the first piece of RREQ is sent. Timestamp field can't be

modified by some other nodes.”

Fig 3. “Demonstrates an illustration where source node S send the Detection packet to
each of its neighbor where node A will drop the packet since its personality incorporated
into the packet. At the point when node J gets the Detection packet establishes it is the
neighbor of node A, so it increases the CRNH field by 1 and set the P.B for the node
passage An in the packet and forward the packet to node K. Node K establishes it is
additionally neighbor of node A however P.B for node An is already set then it increases
the CRNH of passage B. Essentially when node L gets the recognition packet establishes
it doesn't have any node recorded in the Detection packet as its neighbor, it then
augmentations the CRNH of the first section in the packet whose P.B is zero i.e. Node
passage A. what's more, broadcast the Detection packet. Presently node M gets the
packet, establishes it is the neighbor of section An and B then it increases the CRNH field
of passage An and set all P.B in the packet till the node section to which it is a neighbor
ie.B.”

(a2 (8 )—(c) {E) (D)

s] [Elefo [w]
N Fig.3: Detection Packet Processing
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Processing of Detection Packet at Destination Node:

Table-1 “demonstrates the diverse Detection Packets got at destination node. Here
destination node performs computation on the received values of Detection Packet to
distinguish wormhole in the pre-formed path amongst itself and sender. Destination node
make table for every section of Detection Packet, as it gets new Detection Packet,

recipient adds one new line in each table.”

TABLE 1
Detection Packet at Destination Node
Addrss [Pracessing [Coutto |Troe  |(Addes [Pocessig [Countn [Tons  [ladiims [Pwocasang Koemo | Tree
Sl L T I et " r"‘* g
wethep | [ g | Wl ey
A 1 ‘ 2 |4 Al L2 imy| A 1 2|9
3 HEECHEEERERER ERERERED
( 1 [ 2 |83 et oM fc |t [0
E 1|1 [sa | E [t |t {67 E O R
TABLE 2
Detection Table of Node A, B,C and E
Node A Nes B
Hops  |Next Node | Actual Time Hops | Next Node |Actusl Tune
:o::u Difference s,m m:;;ou' Diference S{m
Found Fournd
2 B 2 56 3 C 3 288
2 B 2 122 4 E 4=1=3 58
2 B 2 97 5 dant 5223 338
Node C No& E
Mopa  |Next Node | Actual T Hops  |Next Node | Actusl Time
\::::u , Oufference Slm:p mae Difference Stame
Found Found
2 E 2 183 1 dast 1 44
0 E 0 49 1 dant 1 637
0 dext 0-1=.1 363 0 dast 0 255

Detection table at Nodes of Actual Path:

Table-2 “indicating table for node A, B, C and E made by destination node. First section
shows the quantity of hop and Second segment demonstrates the following passage in the
Detection Packet whose neighbor node has been found after table node neighbor, this

section got filled after inspected next passage in the discovery packet which has non zero

17



hop check. Third segment demonstrates the hop contrast for instance observe second line
in Fig-5 where node E neighbor was found after node B neighbor and the distinction of
hop amongst B and E is 1 which is subtracted from section 1 esteem, correspondingly for
line 1 and 3 et cetera. also, fourth segment demonstrates time-stamp for unequivocally

wormhole location with affirmation.”

Malicious Node Detection at Actual Path:
If difference value for all rows is equal or greater than 4, then that node will be malicious

node and path will be forming wormhole attack

Confirmation of Wormhole Attack:

“To identify the wormhole attack, we can locate the normal transmission time at per node
of the real way by utilizing the recipe, If contrast an incentive for all lines is equivalent or
more prominent than 4 and general strategy transmission time > discovery packet

transmission time, then wormhole attack is accessible on the real way.”

Total of Tumestamp
Detection Packet Transmission Time at per Node =
Total of Hop-Count

“There have been many research endeavors to overcome routing attacks in wireless ad
hoc networks by security engineering, framework or administration, for example,
verification, encryption, additional equipment support and so on. In this paper, we
introduce a technique by Detection Packet which depends on DSR utilizing simulations
created in Network Simulator 2 (NS-2) to defend against wormhole attack in wireless ad
hoc networks. what's more, here wormhole attack is recognize without utilize any
equipment, area data and clock synchronization. Recognize wormhole node and
anticipate them. At long last enhance Throughput, Packet Delivery Ratio (PDR) and
lessen End to End Delay look at than wormhole attack. These propose approach will help

wireless ad-hoc networks to enhance security.”

18



2.2) Title: “Wormhole Attack Detection and Prevention Technique in Mobile Ad

Hoc Networks: A Review”(2013)

The emphasis of this paper to study wormhole attack, some detection method and
different techniques to prevent network from these attack..

2.2.1) WORMHOLE ATTACKS:

“Wormbhole alludes to an attack on MANET routing protocols in which colluding nodes
make a fantasy that two remote areas of a MANET are straightforwardly associated
through nodes that seem, by all accounts, to be neighbors yet are really far off from each
other. A wormhole attack is an especially extreme attack on MANET routing where two
attackers, associated by a rapid off-channel link, are deliberately set at various ends of a
network. Consider Figure 1 in which node A sends RREQ to node B, and nodes X and Y
are malicious nodes having an out-of-band channel between them . Node X "tunnels" the
RREQ to Y , which is honest to goodness neighbor of B. B gets two RREQ — A-X-Y-B
and A-C-D-E-F-B. The first course is shorter and speedier then the second, and picked by
B. Since the transmission between two nodes has depended on hand-off nodes, many
routing protocols have been proposed for ad hoc network. In a wormhole attack, attackers
"tunnel™ packets to another range of the network bypassing ordinary courses as appeared
in Figure 1. The subsequent course through the wormhole may have bring down hop
check than ordinary courses. In with this use, attackers utilizing wormhole can without
much of a stretch control the routing need in MANET to perform spying, packet change
or play out a DOS attack . The whole routing framework in MANET can even be cut

down utilizing the wormhole attack.”

19
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Figure 1.1 The wormhole attack in MANET

2.2.2) TERMS TO DETECT WORMHOLE ATTACK:

There are distinctive sorts of strategies to recognize wormhole attack on network. Mahajn
et al consider a few terms for measuring the limit of nodes required in wormhole attack.
These are characterized beneath:-

1) Strength: - “It is measure of activity pulled in by the false link advertised by the
colluding nodes.”

2) Length: - “Larger the contrast between the genuine way and the advertise way , more
irregularities can be seen in the network.”

3) Attraction: - “This term alludes to the decline in the way length offered by the
wormhole. On the off chance that the fascination is little then the little change in typical
way may diminish its quality.”

4) Robustness:- “The power of a wormhole alludes to the capacity of the wormhole to
persevere without noteworthy lessening in the quality even within the sight of minor
topology changes in the network. Other than these, the packet conveyance proportion
which is the quantity of packet of conveyed separated by the aggregate number of packets

dispatched shapes a fundamental metric to evaluate the effect.”

2.2.3) PREVENTION OF WORMHOLE ATTACK:

“They considered that every one of the nodes will screen the conduct of its neighbors.
Every node will send RREQ messages to destination. In the event that source does not get
the RREP message inside a characterize time, it identifies the nearness of wormhole and
adds the course to its wormhole list. Every node keeps up a neighbor node table which

contains a RREQ arrangement no. , neighbor node ID, sending time and accepting time

20



of the RREQ and number. The source node sets the Wormhole Prevention Timer (WPT)
in the wake of sending RREQ packet and hold up until it catches its neighbor's
retransmission. The greatest measure of time required for a packet to travel one hop
separation is WPT/2. Thusly, the deferral per hop esteem must not surpass evaluated
WPT. In any case, the proposed strategy does not completely bolster DSR as it depends
on end-to-end signature verification of routing packets”. Mahajan et al. proposed a few

proposition to distinguish wormhole attacks like:

1) The unexpected reduction in the way lengths can be utilized as a conceivable side
effect of the wormhole attack.

2) With the accessible advertised way data, if the end-to-end way defer for a way can't be
clarified by the entirety of hop postponements of the hops display on its advertised way,

presence of wormhole can be suspected.

2.2.4) WORMHOLE ATTACK DETECTION TECHNIQUES:

VL. DISCUSSION AND COMPARISON

METHOD MOBLITY SYNCHRONIATION QOS
Geographic  Leash || Bound to maximum transmission | Low synchronization Delay up to leash factor
Technique distance
Temporal Leash | Bound to maximum transmission | Medium synchronization Delay up to leash factor
Technique distance
DELPHI No need No need Delay
SECTOR No need to Time synchronization No need No delay
WAP Maximum  transfer distance i | Only  source node s || Deley per hop
calculated synchronised
SaW Delay Factor Not required Not required
DaW Not considered Not considered Deley parameter
LITEWROP Static Network only
HMTI Short Range Wormhole can be | No need Iitter
detected

21



These attacks in MANET fundamentally decay network execution and are a risk to the
network security. They have fundamentally reviewed the current methodologies which
will help them in future to outline another approach for identifying the wormhole attack
in Mobile Ad Hoc network .Overall a lot of work has been done on taking care of
wormhole attack issue. We cannot say one arrangement is relevant to all circumstances.
So there is decision of arrangement accessible in light of cost, need of security may lead
better outcome, yet can be exorbitant, which may influence different networks require.
Essentially some network requires greater security like military zone network. A standard
arrangement is as yet missing, albeit a few exceptionally helpful arrangements relevant to

a few networks have been portrayed.
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2.3) Title: “Detection and Prevention of Wormhole Attack in MANET using New

Fresh Algorithm”(2015)

In this paper they have surveyed many existing ways to notice wormhole attack in mobile
adhoc networks. Our proposed methodology is new fresh wormhole detection and
prevention algorithm will effectively notice the worm hole attack in mobile adhoc
network. Our goal is to extend the detection quantitative relation compared to existing

ways.

A.)  Packet Leach Approach: The rope is that the data, else into a packet to breaking

point its transmission remove. Inside the land chains, the circumstance data and freely
synchronic timekeepers along check the neighbor connection. Every node, before sending
a packet, appends its present position and TRM thereto. The accepting node, on receipt of
the packet, registers the space to the sender and in this manner the time it took the packet
to cross the trail. The beneficiary will utilize this separation at whatever time data to find
regardless of whether they got packet more encountered an empty or not. In fleeting
chains, the packet transmission separation is computed in light of the fact that the result
of flag spread time and in this way the speed of daylight. In Temporal Leashes, all nodes
square measure required to deal with a firmly synchronic clock however don't
acknowledge GPS data.

B.) Time and Trust Based Approach: The system joins a period based module with a

trust-based module to locate traded off nodes that send false information. These 2
frameworks keep running in parallel. Time-based module acts in 3 stages: inside the
begin, neighboring nodes territory unit such for each node. In the second step, each node
finds the preeminent satisfactory way to the base station. At long last, inside the third
step, the recipe researches regardless of whether there's empty inside the network.
Malicious nodes on the trail will mislead the time-based module by giving falsehood. To
thwart this disadvantage, trust-based module never-endingly Observes the essential
module and figures confide in estimations of neighbor nodes. These qualities territory

unit acclimated adjust the trail next time.

23



C.)  Wormhole Attack Prevention Algorithm: All nodes screen its neighbor's conduct

after they send RREQ messages to the destination by utilizing an uncommon rundown
alluded to as Neighbor List. Once a supply node gets some RREP messages, it will find a
course underneath wormhole attack among the courses. When wormhole node is
recognized, supply node records them inside the opening node List. Regardless of the
way that malicious nodes are avoided from routing inside the past, the nodes have a
chance of attack once more. Along these lines, the creator stores the data of wormhole
nodes at the supply node to take part in routing yet again. In addition, the WAP has the
capacity of location each the covered up and uncovered attacks while not unique
equipment.

D.) Round Trip Time Based Approach: This discovery depends on the RTT of the

message between nodes. The musing is that the contradict builds the amount of neighbors
of the nodes inside the radius and abbreviates the trail and longer the RTT worth between
progressive nodes. Our propose instrument comprises of 3 stages. The essential part is to
develop neighbor list for each node and furthermore the second part is to look out the
course between sources to destination node. right now it finds the empty link to evacuate
it.

E.)  Cluster Based Hierarchical Addressing Approach: The recipient will decide if

there is wormhole node is available or not inside the routing way and stay away from it
all through the course disclosure part. When beneficiary gets any packet, it checks the
level-1 and level-2 bunch heads ids, and approves the course data hang on inside the
packet. On the off chance that the approval is effective then the recipient keeps the
packet, else it rejects it. Exploitation positioned addressing, the collector node will
confirm regardless of whether the packet has gone from the wormhole tunnel or not.

F.)  Distributed Algorithm using Graph Information: This Algorithm has outlined the

appropriated equation for wormhole identification basically based. The equation depends
on unit plate chart suspicion, however as specified it can even be extended to various
cases. in an extremely unit plate diagram, 2 nodes in an exceptionally network which
square measure remove one separated can't have more than 2 basic neighbors that
additionally are separation one aside from each other. In various words, 2 independent
(non-neighboring) nodes can't have more than 2 normal neighbors that square measure

they commonly independent. However just in the event of an empty attack, nodes inside

24



the area of 1 empty progress toward becoming neighbors of nodes inside the area of the
second empty and the a different way. Nodes in space A move toward becoming

neighbors of nodes in space B and the a different way.

G.) Trust Based Approach: Trust-based topic for unmistakable and uninfected nodes

that make an empty inside the network. This subject needn't bother with any
cryptographically implies that. Amid this approach, trust levels square measure
determined in neighboring nodes fundamentally in view of their truthfulness in execution
of the routing protocol. This determined trust is then wont to impact the routing choices.
In the event that the trust level is underneath power level then the node is said as traded
off node. Every one of the nodes stop communication with this node.The proposed
framework considers the issue of keeping the attack for most extreme throughput utility
in a network with arbitrary packet entries and time shifting channel dependability. The
framework considers on Hop procedure, where every packet requires transmission over a

solitary link.

AODV route setup procedure: In AODV, once a node cravings to talk with another

node furthermore, there's no legitimate course in its routing table, it broadcasts a course
ask for packet (RREQ). A node getting a RREQ for the essential time can setup a switch
course to the supply node in its routing table. On the off chance that the node is that the
destination or includes a substantial course to the destination, it wills unicast a course
answer RREP along the turn around course back to the supply node. Else, it will expand
the hop check inside the RREQ by one and forward the RREQ to various nodes.
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A.)  New Fresh Algorithm:
Step 1:

Whenever a source node needs a route to destination the protocol starts route discovery.
During route discovery, source node broadcast RREQ packets through neighboring
nodes. RREQ packet contains destination address and sequence number along with
source address. Sequence number provides the freshness of route.

Step 2:

Once an RREQ packet is received by an intermediate node and verifies destination
address. If the destination address not matches with the RREQ packet then forwards it to
its next hop. This process is repeated until it reaches the final destination.

Step 3:

Route path nodes are saved in routing table.

Step 4:

When source node starts sending packets, it sends to next node and that node sends to
next until it reaches destination. The traversed path nodes are checked with the path
nodes in routing table.

Step 5:

If the traversed path nodes are not in the routing table, wormhole is detected and it is out
band wormhole.

Step 6:

While sending packets to next neighbor node, PDR is calculated for each node. The ratio
of sent packets to received packets is calculated for each node.

Step 7:

Hello packets are also sending to each node along with packets until it reaches
destination. Roundtrip time is calculated for each consecutive node. If the roundtrip time
is less than threshold, that link is high speed link and the two nodes are malicious and
detected as wormhole. And also if the PDR is less than 1, that node is wormhole node.
The wormhole detected is active wormhole as it affects the packets.

Step 8:

If PDR less than 1 and RTT is not less than threshold means the loss may be due to
traffic.

26



Step 9:

If PDR not less than 1, check for RTT less than threshold or not. If it is less passive
wormhole is detected as the packets are not affected. If it is not less than threshold, there
is no wormhole.

Step 10:

Wormhole nodes are announced to all other nodes. All nodes remove wormhole node id
from its neighbor table and Routing Table. If any forwarding node receives the wormhole
announcement node, it will send RERR message to source. It will reinitiate route

discovery process, and find the new path to the destination without wormhole node.

Flow Chart of New fresh Algorithm

Route Discovery in AODV

v

Source RREQ to next node
and 1ts next node till it
reaches destination. Route
path nodes are saved in
routing table.

O
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D.) Detection of Out band Wormhole Attack :

* Whenever a source node needs a course to destination the protocol b

begins course disclosure. Amid course disclosure, source node broadcast RREQ packets
through neighboring nodes.

« If the destination address not matches with the RREQ packet then advances it to its next
hop. This procedure is rehashed until it comes to the last destination.

* When source node begins sending packets, it sends to next node and that node sends to
next until it achieves destination. The navigated way nodes are checked with the way
nodes in routing table.

» If the navigated way nodes are not in the routing table, wormhole is

recognized and it is out band wormhole.

Network Simulator (Version 2), generally known as NS3, is just an occasion driven
simulation apparatus that has demonstrated valuable in concentrate the dynamic way of
communication networks. Simulation of wired and in addition wireless network
capacities and protocols (e.g., routing calculations, TCP, UDP) should be possible
utilizing NS3. When all is said in done, NS3 furnishes clients with a method for
indicating such network protocols and reenacting their comparing practices. The
simulation study is performed utilizing the NS3 test system. Execution of New Fresh
calculation is investigated and chart is delineated within the sight of 50 nodes including
malicious nodes and target. Here we investigated some execution measurements, for

example, packet
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PARAMETER VALUE
Quantity of nodes 50
Area-X 800 m
Area-Y 800 m
Traffic model CBR
Mobility model Random way point
Routing protocol DSR
Packet sending rate 40
Packet size (byte) 128
Simulation time 1000 sec
MAC 802.11
No, of malicious nodes 2
Transmission range 40-50 m

Table 1: Experimental setup in NS2

In this paper, we concentrated on recognition and evacuation of wormhole attack amid
information transmission. The proposed calculation gives greater security to ad hoc
networks and furthermore keep from such sort of attacks. It serves to builds the packet
conveyance proportion and decreases the control overhead by enhancing the execution of
the routing protocol. In future, we additionally plan to enhance the security of wireless ad
hoc networks. By conveying such proficient techniques to avert DoS attacks and half

breed attacks with the assistance of new crisp calculation.
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2.4) Title: “Detection and Prevention of Cooperative Wormhole Attack in a

MANET” (2012)

“The proposed strategy for identification and aversion of the agreeable wormhole attack
utilizes AODV routing protocol. Message Digest 5(MD5) calculation is utilized to
produce the one of a kind ids for every one of the nodes in the network. Every one of the
ids of the nodes are contrasted with distinguish the wormhole node. In the event that at
least two nodes having the indistinguishable id’s are suspected as wormhole nodes. These
wormhole nodes intrude on the packets from exchanging. So by doling out higher
transmission range to these nodes they move far from the network territory and not
included in further communication. At the end of the day course foundation stage

happens and convey the information in secure way from source to destination.”

Step 1:

Introduce the ip address of every node as message.

Step 2:

The message is padded by 1 and 0. So that, its length is harmonious to 448 modulo 512.
Step 3:

A 64 bit portrayal of message is appended to the consequence of the past stride.

Step 4:

The subsequent message has a length that is a correct multiple of 512 bits.

Step 5:

A four-word cradle (A,B,C,D) is utilized to figure the message process. Here each of
AB,C,D, is a 32 bit enroll.

Step 6:

These registers are instated to the accompanying qualities in hexadecimal:

word A: 01 23 45 67

word B: 89 abdominal muscle album

word C: fe dc ba 98

word D: 76 54 32 10
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Step 7:

Prepare message in 16-word squares. Four assistant capacities that take as information

three 32-bit words and deliver as yield one 32-bit word.
F(X,Y,Z) = XY v not(X) Z

G(X,Y,Z) = XZ Vv Y not(2)

H(X,Y,Z) = X xor Y xor Z

I(X,Y,Z) =Y xor (X v not(2))

Step 8:

The message process created as yield, i.e, ABCD. with the low-arrange byte of An, and

end with the high-arrange byte of D.

T_//

| Node deployment |

I

Topology creation

I

Key generation

I

Key verification

!

Packet filtering

I

Isolating the cooperative
wormhole nodes from the
network

!

Packet forwarding

( Stop
R

Figure 1: Architecture of the proposed system
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Node arrangement: Node sending module makes the quantity of nodes in a specific
territory with an appropriate size. Topology creation: This module gives the correct

association between the source and destination nodes utilizing the routing protocols.

Key generation: Here we make special ids for every one of the nodes in the network
utilizing message process 5 calculation.

Key verification: Key verification module checks the comparable ids of the considerable

number of nodes and is distinguished as wormhole node.

Packet sifting: Packet contains the id of current node and next hop node and is checked
with the id of wormhole node each time before transmission. What's more, if the packet
contains the id of wormhole node then it quits sending the packets promote else it
advances the packets to the destination.

Isolating the Cooperative Wormhole nodes from the network: The nodes of mobile
Ad hoc network have some scope zone called network territory. Communication happens
in that network territory as it were. These nodes are totally expelled from the network
territory so that in future these disposed of nodes are not utilized as a part of further

communication.

Packet sending: Here by and by course foundation happens utilizing the AODV routing
protocol and finds the most brief way between the source and destination and send the

information safely.

Step 9:

Give us a chance to instate the aggregate number of nodes as N and number of wormhole
nodes as X. give S a chance to be the source node and D be the destination node.

Step 10:

Input values for source and destination.
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Step 11:

Haphazardly appoint the X wormhole nodes among N nodes.

Step 12:

The source node S begins the course revelation stage by broadcasting the RREQ packet
to all its neighboring nodes. On the off chance that the neighboring nodes have the way to
destination, they answer to source node S with RREP, else they forward it to their
neighboring nodes till the destination is come to.

Step 13:

N nodes create the one of a kind ids utilizing the MD5 (4.1) calculation. In the event that
the nodes have indistinguishable ids the relating nodes is suspected as to be wormhole
node else go to step 9.

Step 14:

Amid information transmission, the packets are checked at all the nodes in the network.
What's more, if packet containing the id of suspected wormhole node, then wormhole
node exists in that way then packet transmission is halted.

Step 15:

These recognized wormhole nodes are disposed of from the network territory by allotting
the higher transmission run. Consequently these nodes not include in further
communication.

Step 16:

New course disclosure stage happens in the wake of wiping out the cooperative
wormhole nodes from the whole network. With the goal that packets are transmitted from
source to destination through the found way.

Step 17:

The source node S advances the packets to destination through the found way.

Step 18:

Register the execution measurements in particular throughput, end to end defer and

packet conveyance proportion.
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Table 1: Simulation parameters and their values

Parameters Values
Packetsize 1000 bytes
Simulator NS-234
Transmissionrange 250mts
Number of womholes 10%. 20%. 30%6 40% and 50%
of total nodes
Simulation run time 23 seconds
Numberofmobils nodes 30nodes
Topology 1000*1000(m)
Routingprotocel AODV
Traffic Constant Bit Rate (CBR)
250
200 —= M
- Me— —t—10%
; 150 —-—-20%
g \ e 30%
=100 N 0%
e 5,086
50
0 Y T x
5 10 15 20 25
Simulation Time

Figure 2: Throughput for varying number of wormhole nodes

35



2.5) Title: “Detection and Prevention of Wormhole Attack in Wireless

Sensor Network using AOMDYV protocol”(2016)

Sensor nodes are utilized to perform communication in wireless sensor network. Nodes in
network here discuss specifically with each other utilizing wireless handsets with no
settled framework. Sensor nodes are sent in huge number to screen nature or framework
by estimation of physical parameters, for example, weight, normal for protest temperature
and their relative mugginess or movement. Every node of the sensor network comprise of
the three subsystems: the processing subsystem which performs nearby calculations on
the detected information, the sensor subsystem which detects the earth and the
communication subsystem which is in charge of message trade with neighboring sensor

nodes.

To find multiple ways between the source and the destination in each course revelation
Ad-hoc on-request Multipath Distance Vector routing protocol (AOMDV) is utilized
which is an expansion of the AODV protocol. In AOMDYV routing protocol the sender
node checks in the course table whether a course is available or not for communication of
any two nodes, if introduce it gives the routing data else it broadcasts the packet, if the
course is absent then it broadcasts the RREQ packet to its neighbors which thusly checks
whether a course is available to the required destination or not. At whatever point the
destination gets the RREQ packet it sends RREP packet to the source along a similar way
through which the RREQ packet has arrived. For all RREQ packets touched base through
different courses the RREP packets are sent along a similar way. Every one of the ways
are put away in the routing table at source node. Thusly the courses are set up [7]. The
fundamental thought in AOMDYV is amid course disclosure system to figure multiple
ways for contending link disappointment. At the point when AOMDY assembles multiple
ways, it will choose the primary way for information transmission which depends on the
season of routing foundation. Just when the principle way is down different ways can be

powerful and the most punctual one will be respected the best one.
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In this work, we have proposed and executed a wormhole location and anticipation

system to recognize and keep the wormhole attacks. In our strategy, no uncommon

equipment is required. All we have done is ascertained the round trek time (RTT) of each

course to compute edge RTT. As per simulation consequences of different parameters

like Average end to end delay, Packet conveyance division and Average throughput it is

demonstrated that proposed system performs superior to anything wormhole influenced

AOMDV. In future this proposed technique can be executed in mobile ad hoc network

moreover.
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To find multiple ways between the source and the destination in each course disclosure
Ad-hoc on-request Multipath Distance Vector routing protocol (AOMDV) is utilized
which is an augmentation of the AODV protocol. In AOMDV routing protocol the sender
node checks in the course table whether a course is available or not for communication of
any two nodes, if display it gives the routing data else it broadcasts the packet, if the
course is absent then it broadcasts the RREQ packet to its neighbors which thus checks
whether a course is available to the required destination or not. At whatever point the
destination gets the RREQ packet it sends RREP packet to the source along a similar way
through which the RREQ packet has arrived. For all RREQ packets touched base through
different courses the RREP packets are sent along a similar way. Every one of the ways
are put away in the routing table at source node. Thusly the courses are set up [7]. The
principle thought in AOMDYV is amid course disclosure technique to process multiple
ways for contending link disappointment. At the point when AOMDYV manufactures
multiple ways, it will choose the fundamental way for information transmission which
depends on the season of routing foundation. Just when the fundamental way is down
different ways can be compelling and the most punctual one will be respected the best

one.
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3.1)

3.2)

3.3)

3. SYSTEM DEVELOPMENT

SOFTWARE REQUIREMENTS:

VMware
NS3(Network Simulation 2)-simulator
UBUNTU platform

SYSTEM REQUIREMENTS:

CPU: 2.2 GHz Processor and above
RAM: 2 GB or above

OS: Windows 7 or above

INSTALLING SIMULATOR:

3.3.1) Installing VMware and UBUNTU and NS-3

Steps to be followed :

e[ IDownload the setup file.

e Download the VMwarw workstation.

¢ Run the setup file.

e Click next to dismiss the dialog box.

¢ Selext the | Accept terms and conditions option then click next.

e Set up a custom VVMware workstation installation.
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3.4) SYSTEM DESIGN:
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3.5) IMPLEMENTATION

3.5.1) Functions

o Installing the Simulator and the Animator.
v NS-2 is successfully installed with the network animator(nam).
o Establishing a Network.

v A MANET network is successfully established in NS-2.

Creating a Wormhole Attack.

v Network is created in NS-2.

v AODV algorithm is implemented.

v Wormhole attack is made successfully.

. Detection.

v A detection mechanism is created to detect the attack.

v Suitable algorithm using AODV for detection is used.
. Smart Packets.
v Smart packets are sent through the network.

v Few packets are dropped by the node.

Prevention.

Few packets are dropped.
Path is avoided by the other nodes.

AN NEEAN

Generating the prevention algorithm.



3.5.2) Algorithm:

AODV (Ad hoc on Demand distance vector routing) algorithm will be used primarily for
developing detection as well as prevention algorithms for Wormholes encountered in the
MANET. The AODV (Ad-Hoc On-Demand Distance Vector) routing protocol is a
responsive routing protocol that uses a few attributes of proactive routing protocols.
Routes are set up on-request, as they are required. Nonetheless, once settled a route is
kept up the length of it is required. Receptive (or on-request) routing protocols discover a
way between the source and the goal just when the way is required (i.e., if there are
information to be traded between the source and the destination). Favorable position of
this approach is that the routing overhead is incredibly decreased.

Step 1:
First step is to create a MANET network in ns3.

Step 2:

Creating a network in ns3, and creating wormhole using tunneling technique between the
nodes (AODV algorithm will be used)

Step 3:

Creating detection mechanism for detecting wormhole. Devising a suitable algorithm
using AODV for detection.

Step 4:

Setting a Normal Round Trip Time (nrrt) and comparing the Round Trip Time of the
packet sent by the source node to detect malicious nodes in the network and the routes
used by those nodes.

Step 5:

Those paths will be avoided by other nodes. Generating algorithm for the same that is the

prevention algorithm.
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1) ATTACK PROCEDURE: Tunneling: Two nodes are connected with one

another with the help of a medium which is not available to normal nodes, with the help

of this out of band channel the nodes are able to communicate with one another over a
range in which normal nodes cannot. The two colluding nodes act in a way that they
appear to be neighbors to all the other nodes. Drop Packets: A malicious node receives
packets at one location in the network and tunnels them to another location in the
network, where these packets are resent into the network. A MANET is created in ns3, it
consists of some Ni number of nodes (for Ni we can assume any value). Between any two
nodes a wormhole is created using tunneling method. Packets are dropped in the network
and the routing table is modified. With this out of band channel the nodes are able to
communicate with one another over a range in which normal nodes cannot. The two
colluding nodes act in a way that they appear to be neighbors to all the other nodes. A
malicious node receives packets at one location in the network and tunnels them to

another location in the network, where these packets are resent into the network.

2) WORMHOLE DETECTION AND PREVENTION: Here, the prevention of the

wormhole attack is done by the concept of Round Trip Time. To avoid the attack each

node in the network will send a Routing request message (RREQ) to the destination node.
The time between the source sending the RREQ message and receiving a RREP message
from the destination is the Round Trip Time. As we know, every node in an AODV
network maintains a routing table which contains neighbor node Id, sending time and
receiving time of the RREQ message, so this will help a node to monitor its neighboring
nodes. Now, a time is set by the source node which is the time for sending of a RREQ
message from a source node and receiving the RREP message from a legitimate
destination node. Let this time be Normal Round Trip Time (nrtt).

Now every node will send a RREQ to the destination and if the Round Trip Time of a
particular packet sent by a particular node exceeds the Normal Round Trip Time (nrrt)
then the source node will black list that particular neighbor node. Similarly, every node
can deduce that which neighbor node is fake or malicious so that it can be blacklisted. So
in the end, every black listed node is excluded from the normal route hence preventing
the malicious nodes to participate in the routing of packets. So the source node will

inform all the nodes to not to communicate with the detected wormhole nodes.
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Source broadcasts Route Request (RREQ) to its neighbour nodes and finds the
route to destination

NS

Nodes check their routing table and if no route exists, it re-broadcast RREQ
message to its neighbours

NS

The process continues until request reaches to destination and destination will
send route reply to source

NS

Now, source will check the presence of tunnel in the suggested route & forwards
channel request (CREQ) message to nodes and asks for their location co-
ordinates

Nodes reply with channel reply (CREP) message and forward their location co-
ordinates to source

NS

Source calculates Reverse Trip Time (RTT) taken to receive the CREP and if
calculated RTT is greater than actual value, confirms presence of tunnel

NS

Now source calculates link length of links present in the path and if calculated
link length is more than the actual length, wormhole nodes are detected

NS

Source informs all other nodes to not communicate with detected wormhole
nodes
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4. PERFORMANCE ANALYSIS

4.1) SYSTEM TESTING

System testing of programming is testing led on an entire, coordinated system to assess
the system's consistence with its predefined necessities. System testing falls inside the
scope of discovery testing, and thusly, ought to require no information of the inward plan

of the code or rationale.

It is particularly comparable utilitarian experiment composing. In experiment keeping in

touch with you ought to compose the test situations and utilize cases.

4.1.1) BLACK BOX TESTING:-

Black-box testing is a strategy for programming testing that looks at the usefulness of an
application without peering into its inner structures or workings.

Particular learning of the application's code/inside structure and programming
information by and large is not required. The analyzer knows about what the product
should do yet doesn't know about how it does it. For example, the analyzer knows that a
specific info gives back a specific, perpetual yield yet doesn't know about how the

product creates the yield in the first place.

Test Case Input Application Test Case Output

BLACK BOX TESTING APPROACH
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4.1.2) UNIT TESTING:-

In computer programming, unit testing is a software testing technique by which singular
units of source code, sets of at least one computer program modules together with related
control information, use methods, and working strategies, are tried to decide if they are fit
for utilize. Naturally, one can see a unit as the littlest testable piece of an application. In
procedural programming, a unit could be a whole module, yet it is all the more generally

an individual capacity or system.

The objective of unit testing is to detach each piece of the program and demonstrate that

the individual parts are right.

Requirement &

Analysis System Testing
High Level < — Integration
Design Testing
Lo l:evel — Unit Testing
Design

Coding
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4.2) TEST CASES

Test Case 1: 50 nodes, max speed= 25m/s

Number of Nodes 50
Simulation Time 900s
Max speed 25m/s
Connection Rate

4 pkts/sec

Pause Time

0,20s,50s,755,100s,125s

Test Case 2: 65-105 nodes, max speed= 25m/s

Number of Nodes 90
Simulation Time 900s
Max speed 25m/s
Connection Rate
4 pkts/sec
Pause Time
Os

Test Case 3: 50 nodes, max speed= 25-105m/s

Number of Nodes 50
Simulation Time 900s
Max speed 80m/s
Connection Rate

4 pkts/sec
Pause Time 20s

Test Case 4: 45 nodes, simulation=300s

Number of Nodes 45
Simulation Time 300s
Packet size 512bytes
Connection Rate
8 pkts/sec
Pause Time
0Os
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5. CONCLUSION

Wormhole attacks in MANET can significantly degrade networks performance and
threaten network security. In wormhole attacks as the adversaries usually replay the
genuine data packets, detection of these attacks is quite complicated. In this project
we have discussed what a wormhole actually is and to detect them in the MANET. All
the detection procedures have their own benefits and drawbacks. But there is no
detection procedure which detects wormhole attack perfectly. Here we have studied
all the existing approaches and tried to suggest our approach of using smart packet in

order to eliminate the drawbacks encountered in earlier proposed works.

The simulation experiments are carried out by varying 10%, 20%, 30%, 40% and 50%
of concentration of wormhole nodes in the network and also by varying the simulation
run time as 5sec, 10sec, 15sec, 20sec and 25sec. The simulation result shows that, as
the concentration of wormhole nodes increases the performance of the network
decreases. For evaluating the network performance three parameters PDR,
throughput, and end to end delay has been used. In future work, the proposed method

will be extended suitably to deal with other types of attacks in the network.
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5.1.1) Future scope

It has been over a decade, since wireless networks have been adopted to empower
versatility. With the current advancements in wireless innovation, for example,
Bluetooth, Wi-Fi and HiperLAN (which is spelled with a &quot;i&quot; as opposed
to the &quot;y&quot; you may expect), another idea of network arrangement has
developed which has made wireless networks more well known in the computer

business.

There are right now two sorts of mobile wireless networks. The first is known as
framework networks, for example, networks with settled and wired passages. The
extensions for these networks are known as base stations. The second kind of wireless
network is the mobile ad-hoc network. Ad-hoc network depends on distributed

communication.

The mobile ad-hoc network is an accumulation of wireless mobile hosts progressively
setting up a brief network without the support of a network foundation. In this kind of
condition, it's normal that countless hoc associations will exist in a similar area with
no common coordination. Mobile ad-hoc networks are the eventual fate of wireless
networks. Nodes in these networks will create both clients and application activity

and perform different network capacities.

Future mobile ad-hoc networks will utilize mobile switches to give Internet
availability to mobile ad-hoc clients. A mobile switch will likewise permit portability
of an ad-hoc network, where mobile clients may utilize an Internet access inside an
ad-hoc network area. As of late, associations have started to see potential for such
element networks. Mobile ad-hoc networks are of expanding enthusiasm for an
appropriated set of utilizations, for example, circulated shared figuring, disseminated
detecting networks, potential fourth generation wireless systems, and reaction to

occurrences that obliterated the current communication structure.

There is present and future requirement for element ad-hoc networking innovation.

The rising field of mobile figuring, with its present concentrate on mobile IP
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operation, will expend gradually. Later on, mobile registering will require very
adaptive networking innovation to oversee multi-hop groups that can work
independently and perhaps have the capacity to join sooner or later to the greater

network.

Taking everything into account, wireless networks can be conveyed in either
framework construct mode or in light of an ad-hoc premise. Despite the fact that work
is being done and model protocols are accessible for trials, mobile ad-hoc networks
still experience issues. While some fundamental network control works and routing
systems have been created, numerous different issues require consideration. Quickly
evolving topology, network allotments, higher blunder rates, crash obstruction,
transfer speed imperatives, and power confinements together posture new difficulties
in network control; particularly in the plan of more elevated amount protocols for

routing and in executing applications with nature of administration prerequisites.
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