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ABSTRACT 

Crowdsourcinguis a method or a techniqueuin whichusolution to a problemuis given by 

dividinguthe problemuinto aunumber of smallutasks and thenuassigning them 

toudifferent users. Thisuassignment is doneuby broadcastinguthe taskuor theuproblem to 

theucrowd. MobileuCrowdsourcing (MCS) hasuevolved as anuappropriate methodufor 

collectinguthe datauor findingusolution of aubroadcasted taskuwhere theumobile 

phoneuusers can performuthe task anytimeuand anywhere as theyuwish. Theseutasks are 

takenuby the mobileuusers anduare solveduaccording toutheir perspectiveuand ability. 

Theucrowdsourced taskuis theuone whichurequires humanuskills and isudifficult forua 

computer tousolve. Therefore, mobileudevices play anuimportant roleuin Mobile 

Crowdsourcing (MCS) by beinguboth service consumeruand serviceuprovider at the 

sameutime. MCS holdsumany advantagesulike humanucapability, cost-efficiencyuand 

informationusharing. Theseuadvancement leadsuto theuconcern of: 

1. Trust: The qualityuof datauthat isushareduamong theuusers mayu sometimes be 

of pooruquality or it can beusaid that the informationuis notutrustworthy. 

2. Privacy: Exploitationuof users’ personaluinformation due tounon- restricted 

usageuof data byuany thirduparty applications.  

Therefore theumotive of thisuresearch is toudeal withuthese twouissues of “trust” uand 

“privacy” inuMobile Crowdsourcinguand provideusecure andutrustful environmentufor 

the usersuor workersuof crowdusourcing.  

1. Theucharacteristics ofuMCS are analyzeduand DST (Dempster–Shafer Theory) 

algorithmuis proposed as ausolution touachieve the goaluof trust inuMCS system. 

2. SALTucryptography with AES (Advanced EncryptionuStandard) is proposed 

asua solution for ensuringuthe privacy. SALT is useduas a noise withuthe user’s 

personaluinformation so that only theuvalid users willube able to access the 

information.  

The obtaineduresults are in wellusupport of theuproposed solutions. 
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CHAPTER 1  

OVERVIEW OF CROWDSOURCING 

 

1.1  INTRODUCTION 

Theuword “Crowdsourcing” wasucoined by Jeff Howeuand MarkuRobinson inuthe 

yearu2005 thatudepicts audeveloping modeluin whichuonline laborersuwere 

usedufor criticaluthinking task. uLater on ituwas widelyuconsidered asuan 

appropriateumethod for programmingustructures [1]. Nowudays, crowdsourcing as a 

modeluis risinguday by dayuand its outcome is aucomposition of both humanuand 

machine. Asuper the universallyuaccepted definition, ucrowdsourcing stands foruan 

organizationuthat conducts anuopen call for auparticular projectuto an undefined 

networkuof users/ workersu [1].  

Smartphone’s asuwe know areuan amalgamationuof two veryudistinctive setuof 

features whichuare packeduinto oneudevice. Theusmart phonesutechnology these 

daysuis everythinguapart from beingujust a phone. uIt is equippeduwith delicate 

sensors likeuGPS, accelerometer, camerauetc while alsouenabling a deviceuto relay 

and receiveuinformation usingumultiple radiosulike wifi, cellularuetc. The 

combinationuof both enables auuser to performuthe task ofucollecting audata and 

then distributinguor relaying itueasier. Thisuhas enabled usuto get intoua new era 

whereuthere is auwhole newuconcept of mobile crowdsourcing [2]. 

Looking at theuIndian market, theunumber of mobileuuser hasuincreased 

dramaticallyuin past decade. Asuwe knowufixed lineutelephone wasuonce a must 

have foruIndian householdsuwhich has nowubeen almostucompletely replaced by 

mobileucommunication technology. According to a survey the percentageuof mobile 

phoneuusers in Indiauin the year 2017uwasu33.4% and theupercentage ofupopulation 

usinguinternet on mobileudevices was 23.93%.uThese figuresupoint towardsuan 

exponentialugrowth in the scopeufor mobile crowdsourcing technologyuamong the 

Indians. Withuincrease in demandufor social networkinguthrough mobile 

devicesuand theudevelopment of conceptsulike participatory detection, uMobile 
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Crowdsourcing (MCS) canupossibly help touhandle new issuesurelated to constant 

informationugathering anducoordination amongucountless users [3].  

 

 

Figure 1.1 Crowdsourcing with Smartphone’s 

 

As of late, MCSudetection is auprogressing field ofuresearch whereuadvanced 

mobileudevices are turninguinto a vital partuof individuals' day touday existence 

[2]. Onuthe otheruhand MCSufaces some critical issues, usuch as security, privacy, 

andutrust duringuthe transmission, informationvgathering or sharinguof the data 

amongueach other. Therefore,uthe main focusu of this paperuis mainly concerned 

with: 
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1. “Trust Issue” whereuthe quality ofudata that is shareduamong the usersumay 

sometimesube of pooruquality or itucan beusaid thatuthe informationuthat is 

shareduby the userunot trustworthy. uTo beginuwith this, trustuissues in mobile 

crowdsourcing areuvitally concerneduwith ‘Laborer Trust’uand ‘Information 

Trust’. Foruexample, it sometimes happensuthat laborer out of theiruselfish 

reasonsumislead by givingubiased or falseuinformation. Incidentsulike these 

defeat theuvery purposeuof mobile crowdsourcing [4].  

 

2. “Privacy Issue” whereuthe crowdsourcing workersupersonal detailumay be 

misused.uTherefore, it becomesuimportant to protectuthe detailsuof workers 

foruwhich theuidea of data hidinguis used [5]. The datauhiding or 

informationuhiding is a uconcept which is used in wide range of applicationsulike 

text,uaudio, video etc. Theugoal of informationuhiding can be achieveduthrough 

various techniquesulike cryptography, steganography etc.  
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Figure 1.2 Mobile Crowdsourcing Architecture  

1.2   BRIEF HISTORY 

Even though the term “crowdsourcing” came to existence in year 2005, but its 

practice had started long back. 

 

1. The Longitude Prize in 1714 

“Longitude Problem” was the condition in which sailing became difficult and 

hazardous leading to the death of 1000 or more seamen every year. The British 

government in year 1714 decided that they have to find solution to this problem as 

early as possible. Therefore, they decided that whoever will come up with the 

solution for this problem he will be awarded £20,000. The winner of this contest 

was John Harrison who was the son of a carpenter; he invented a pocket watch 

which was accurate, vacuum sealed and he named it as 'marine chronometer'. This 

was the first crowdsourcing method which clearly showed that when given an 

opportunity solution can come from anywhere. 

 

2. Oxford English Dictionary in 1884 

The Oxford English Dictionary editor in a newspaper published an open call in 

the year 1884. The open call was that anyone can give quotations for normal or 

ordinary words and can also give quotations that have words that were new, out of 

date or distinct. 

 

3. Planters Peanuts in 1916 

Planters Peanuts were the first one who to record logo through crowdsourcing. 

This was done in the year 1916 and it is famous with the name Mr. Peanut 

mascot. The winner was Antonio Gentile a 14 year-old boy. 
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Figure 1.3 Planters Peanuts Logo    

 

4. Toyota Logo Contest in 1936 

Just like Planters Peanuts, Toyota also organized a contest to redesign their logo 

in the year 1936. 27,000 entries were received out of which the winning logo was 

three Japanese katakana letters in circle meaning “TOYODA”. This was later 

modified to “TOYOTA” by Risaburo Toyoda. 
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Figure 1.4 Logo of TOYOTA    

 

5. The Sydney Opera House in 1955 

The premier of NSW (New South Wales) of Australia happened in the year 1955, 

a contest was ran by Joseph Cahill to design a building for Sydney's Harbour and 

the winning amount was £5,000. The winning design was among 233 entries from 

32 countries.   

6. YouTube, Wikipedia in 2000 to 2006 

YouTube a crowdsourced entertainment and Wikipedia the crowdsourced 

knowledge took-off during this period. 

 

7. American Idol in 2002 to 2006 

Kelly Clarkson's career started with American Idol Season in the year 2002. Many 

other reality shows like So You think You Can Dance, Next Top Model, Master 

chef all crowdsourcing contests. 
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8. Crowdsourcing in 2006 

Crowdsourcing was introduces on June 2006 in a magazine article which was 

together formed by J. Howe and M. Robinson. 

 

9. Crowdsourcing Explodes from 2006 to 2050 

This period is and will be a rising phase of crowdsourcing nearly all start-ups 

depends on crowd.  

 

1.3   APPLICATIONS 

1. Maps and Traffic Information-(Waze)  

This Waze application is a road map in which ‘n’ number of users are there and 

they keep on reporting the current situation of the road like how much traffic is 

there, an accident or construction work going on is also reported. Therefore 

saving the time.  

 

 

Figure 1.5 Waze Application View 
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2. Be My Eyes 

This was a very useful application for “blind peoples”. In this if any blind user 

need assistance or any sort of help he/she may go for live video/audio call and 

the sighted users may help them if they want to. 

 

 

Figure 1.6 Be My Eyes Application View 

 

3. Quora 

Quora is knowledge sharing applications were you can put your query and 

experts will answer them. This is integrated with social applications therefore 

you can link your Facebook, Twitter and other social accounts. 

 

 

Figure 1.7 Quora Application View 
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4. Figure 1 

This application can be considered as an Instagram application but just for 

doctors. In this all doctors add their discoveries as discuss it with other doctors. 

The thing that is kept in mind is that patient’s privacy in protected.  

 

 

Figure 1.8 Figure 1 Application View 
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CHAPTER 2 

 LITERATURE SURVEY 

 

2.1 TRUST ISSUE  

Varioususcientists/researchers haveu proposed numberuof papersuand 

contributedu to theudevelopmentu and wideneduthe scopeuof 

mobileucrowdsourcing technology.  

H. Linuet al. [6] proposeduwisdomu of crowdsuso that riskucould be 

identifieduand reduced. Theuproposed resultsuincluded a questionnaire on 

supply chainuand group of SMEs (Societyuof Manufacturing Engineers) u 

rated thoseuquestions.  

A. C. Weaveruet al. [7] had effectivelyubuilt up au collection ofu application 

(desktopu web, mobileuweb, and standaloneumobile). Theseuapplications 

wereu utilizedu for crowdsourcingudata fromuclients whou wereu taking part 

anduthenu displayeduthat informationuso that theuresident  know about the 

wellbeinguand welfareuof theiruknown individualuin armeduforce.  

Y. Liuuet al. [8] createduand analyzeduan onlineulearning algorithmufor 

complexuvoting methodsuthat ensureduthe performanceuof workers. This 

wasu the veryu first algorithmu that analyzed the qualityu of labelers’u online. 

Theubestu set of labelingutask wereuselected withuO(log2 T) u regret 

uniformuin time. Theuresults proposeduwere validateduvia both synthetic 

andureal world AMTu(Amazon MechanicuTurks) data. 

J. Renuet al. [9] proposedu a Social AwareuCrowdsourcing withuReputation 

Management (SACRM) which wasu used in mobile sensingufor theu 

selectionuof participantsuthat wereuwell suited andu rewarding them 

accordinglyufor the taskuthey performed. Foruthe selectionuprocess attributes 

thatufit the setubudget wereutaken intouconsiderations like social, udelay in 

performingutask and reputationuamong the crowd. Theoreticaluanalysis and 

simulationsushowed that SACRMucan productivelyuimprove the 

crowdsourcing utilityuand can enhanceuthe qualityuof their sensingureports. 
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Further, uS. Joshi et al. [10] had plannedudifferent figuresuand key 

informationufor shapingutrust like AntuBased Evidence Distributionu 

(ABED), GeneralizeduReputation evidence (GRE), uSecure anduObjective 

Reputationubased Incentive (SORI) anduso on. Theyuhave proposedusome 

trustubased plansuthat wereutalked aboutufor the trustufoundation 

inuMANET (Mobile Ad Hoc Network) likeuProtocol BaseduTrust Scheme, 

SystemuBased Trust Scheme, uCluster Based TrustuScheme, MaturityuBased 

TrustuScheme, anduPKI Based TrustuScheme. Evenuthough the researchers 

neveruensured that thisuwork can beuimplemented inureal but theiruwork 

proposed hugeudiscoveries towardsutrust.  

Table 2.1 Techniques/Parameters proposed by various 

scientists/researchers 

Authors Parameters Technique Used 

H. Lin et al. 

[6] 

Mean Standard 

Deviation and Standard 

Error. 

Wisdom Of Crowd 

A. C. 

Weaver et 

al. [7] 

1. Reliable User 

2. Average 

ranking and 

Number of 

users. 

3. GPS 

coordinates and 

IMEI 

(International 

Mobile 

Equipment 

Identity) 

numbers. 

Three Schemes 

1. Trust Associated 

with Group 

Membership 

2.  Trust Determined 

by Crowdsourcing 

3.  Trust Determined 

by Machine 

Learning (Game 

Theory, Machine 

Learning algorithm 

“neural network 

algorithm” and 

Data Mining) 

Y. Liu et al. Accumulative regret, Online algorithm LS_OL 
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[8] Average regret, Time 

steps, Average error 

rate, Accumulative 

rewards, Average 

Rewards, Number of 

disagreement, Ordered 

image number, CDF 

(cumulative 

distribution function) 

and Error in labeling 

J. Ren et al. 

[9] 

Time complexity, 

Space complexity, 

Random distribution 

(RD), Normal 

distribution (ND, 

Utility, Task Budget, 

Actual Delay, Number 

of Mobile users, 

Rewards, Veracity 

Scores, Reputation 

Value, Report quality 

and Bid Price 

SACRM: Social Aware 

Crowdsourcing with 

Reputation Management 

S. Joshi et 

al. [10] 

Reliability Index, Node 

cooperation 

Index, Trust Factor and 

disjunction of selfish 

index. 

Mobile Ad Hoc Network 

(MANET) 

Mobileucrowd sourcinguis an agileutechnology looking forucontinuous 

upgradesuthese upgrades areuan effort to makeucrowdsourcing moreu 

effective than before.  
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Czerwinski et al. [11] made it possible to use Service Discovery Service 

(SDS). Complex description of already running services was promoted by the 

service providers using SDS, while clients were using SDS for making 

interconnected research for finding these services. It is very convenient to use 

SDS as a service. SDS adapts to overcome the failures of the dual SDS servers 

and the services. It hides the complex fault recovery method from the 

customer’s application. SDS ensures safe and secure interaction between the 

components of the system. Extensible Markup Language (XML) is used by 

service description and questions to encode factors like cost, execution, area 

and gadget. SDS enables the services to grab sensitive data and helps find 

useful services to the clients. 

Priyantha et al. [12] developed a compass that was so compact that it could be 

integrated in a handheld mobile device. This was known as “Cricket 

Compass”. It was used to locate and determine the orientation of the mobile 

device it was mounted on. The system worked based on an application the 

mobile device which received the position and orientation in a local 

coordinate system which was predetermined by a fixed group of beacons. This 

comprised of 5 ultrasonic receivers with a diameter of 0.8cm which was kept 

in a formation of “V” shape placed a few centimeters apart. When installed in 

a building this system computed 418 MHz RF data and 40 KHz ultrasonic 

signals were produced by the beacons. The result of this test was that the 

compass could locate and find the orientation within 3 degrees for the actual 

value which is 30 degrees. 

Sastry et al. [13] solved the problem of location verification by coming up 

with a protocol known as the Echo Protocol. This method was a very primitive 

way of secure location verification. It was ultra-lightweight but the most 

impressive feature of this protocol is that it does not require time 

synchronization and cryptography. The protocol proved its worth when 80-

90% of the locations claimed that the protocol ensured in region verification. 

Zhang et al. [14] proposed a direct method in which with the help of 

transmitters challenges were send that were witnessed by the nodes that were 
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claiming for the location and challenges were also based on that claimed 

location furthermore the claiming node should properly response to the 

challenge to prove that its claim is true. Then after direct method and indirect 

method comes into role where the transmitter again sends the challenges but 

this time claiming node cannot witness those challenges. Finally, a signal 

based method is introduced in which response by nodes are given with the 

signal strength that is received and thus it location verification is also 

improved. For the evaluation of the scheme researchers had examined 

different adversarial models. Under these adversarial models the performances 

of power-modulated challenge scheme were defined. Result demonstrated the 

performance against a smart adversary was worse than the performance 

against naive adversary. 

Saroiu et al. [15] proposed 6 applications which functioned based on infra 

providing location proofs. A stable protocol was put forward which could be 

implemented over a Wi-Fi network where location proofs to the mobile 

devices were provided by APs. Mobile applications made use of this protocol 

which enabled them to share their past and present locations. 

Gilber et al. [16] put forward a dependable sensing protocol to safeguard the 

privacy of the participants. This protocol could be used on mobile devices 

featuring TPM hardware and enabled with access control policies as well has 

explicit user authorization. Because of the highly authentic data and increased 

level of privacy this platform was supposed to elevate the value of service 

providers and the owners of the device. 

Saroiu et al. [17] enabled mobile devices to authorize applications by 

including trusted sensors on the device. It also presented 2 different designs to 

identify sensor readings as ‘trusted’. The first was a TPM based design which 

relied on a virtualized environment to provide trusted sensor readings. Second 

was a design that merged trusted computing primitives right on to the sensors. 

In the end the privacy issues that came forward because of the use of trusted 

sensorswere analyzed. The outcome showed how anonymous credential 

schemes, zero knowledge protocols, and witness-hiding protocols can control 
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these privacy issues. Design # 1was less secure to hardware attacks than the 

Design # 2. 

Amintoosi et al. [18] put forward an application agnostic trust framework for 

social participatory sensing system. Trustworthiness of the participants and 

the quality of data are separately calculated by this system. Then a fuzzy logic 

engine is used to combine the quality and trustworthiness to compute the trust 

ranking for every individual contribution. A large scale simulation was 

conducted to portray the efficiency of the system. A hike of 15% was 

observed in overall trust as a result of the simulation. 

Luo et al. [19] proposed different algorithms like Simple Endorsement Web 

(SEW), Nepotism a social concept was also introduced into participatory 

sensing. This was done with endorsement relations in which linking of mobile 

users into a social “web of participants” were done. Economic implications 

were used as investment to cover web of participant’s network. Stackelberg 

game framework was used to analyze economic implications and even the 

social implication were also extended. For increasing the utility of sensing 

campaign organizer an optimal design parameter was developed. Finally for 

the manipulation of endorsement links an algorithm was designed. Talking 

about the results Nepotism turned out to be a strong source for motivating 

trustworthy crowd sourcing and even the two elements namely social and 

Economic were also connected.   

C. Wu et al. [20] invented an endorsement-based reputation system for 

evaluating the trust of workers. This system is unique as it takes endorsement 

of other workers into account. In this system first of all an endorsement 

network was made to exhibit the endorsement correlation between the 

workers. Then to estimate the reputation of a worker the assessor will take 

into account the workers it endorsed to evaluate the target worker’s 

competence by ranking collaborative filtering. Feedback of the workers was 

then used to assess the trust evaluation result. With the expertise taken into 

account the reputation of the target worker is assessed.  
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Table 2.2 depicted someurecent papers that highlightuthe objectives, 

techniques, advantagesuand disadvantages anduscope of improvement in 

futureudirections. 

Table 2.2 Numberuof approachesuproposed by various 

scientists/researchersu 

RefuNo. Objective

u 

Method 

Used 

Advantagesu uDisadvantages 

Czerwin

ski et al. 

[11] 

Toudesign 

secureu 

andutruste

d 

environme

nt.  

 

Service 

Discoveryu 

Serviceu 

(SDS).  

It helps to 

createusecure 

communicatio

n betweenu 

components 

and 

ensuresuthe 

trustworthines

s. 

Doesunot deal 

withureal services 

and 

clientsuapplication

s. 

 

Priyanth

a et al. 

[12] 

Toudevelo

p a 

compact 

Compass 

thatucould 

beuintegra

ted inua 

handheld 

mobileu 

device.  

CricketuCom

pass. 

It helps to 

localizeuthe 

devices. 

 

Security isunot 

takenucare of as 

GPS signals can 

beuspoofed easily.   

 

Sastry et 

al. [13] 

To 

develop 

someu 

protocolsu 

Echou 

Protocol. 

 

Solveduthe 

problem of 

locationuverif

ication and 

Thisuverification 

of location claim 

can leaduto the 

problemuof 
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for 

location 

confirmati

on. 

can be used 

forulocation-

based access 

control.  

authentication.  

Zhang et 

al. [14] 

To verify 

theu 

location. 

Direct and 

Indirectumet

hods for 

transmitting 

theu 

challenges. 

Givesu 

authentication

uto the task 

by 

provinguthe 

positionuof 

the entity.  

 

Thisutechnique 

can alsoube used 

foruusers to 

certifyutheir 

location proofs 

toumobile 

applications so 

thatutheir 

privacyuproperties 

can be enhanced. 

Saroiu et 

al. [15] 

To enable 

usersuto 

proofuthei

r location. 

Locationupro

ofs. 

Helped 

mobile 

devicesuto 

securelyuproo

f their current 

andupast 

position.  

 

Witnessesuare 

onlyulimited to 

areasuwhere 

infrastructure 

hasualready been 

deployeduand it is 

notuimportant that 

data altered is 

fullyuassured it 

mayube possible 

that pre-

umanipulated 

datauis submitted 

for signing.  

Gilber et 

al. [16] 

To build a 

trustfulupl

atform.  

Trustedu 

Platformu 

Moduleu 

Theyuhave 

built 

auutrusted 

The sensorsuare 

trustedubut 

security and 
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(TPM) u 

hardware. 

platform 

modelufor 

both service 

provideruand 

mobile users. 

privacyuproperties 

are very week. 

 

Saroiu et 

al. [17] 

Touidentif

y sensoru 

readings 

as 

‘trusted’.  

TPM based 

designuwhic

h depends 

upon 

virtualizedu 

environment. 

Secondudesi

gn 

wasusensors 

merged with 

trustedu 

computingu 

primitives. 

Manyu 

applicationsu 

were 

benefiteduby 

TPMuand 

properties like 

securityuand 

privacyuwere 

stronglyu 

achieved.  

 

They are yet to 

beuadopted 

widelyuin 

mobileudevices. 

 

Amintoo

si et al. 

[18] 

Toudesign 

a 

framewor

k 

forusocial 

participato

ryu 

sensing 

system. 

 

Fuzzyutrust 

framework. 

It motivates 

theularge 

groupuof 

mobileuusers 

to participate 

anduensures 

that theudatau 

that is sensed 

is trust 

worthy. 

Participants are 

treateduindividuall

y. 

 

Luo et 

al. [19] 

Tou 

motivate 

largeugrou

Nepotism a 

socialuconce

pt, uSimpleu 

It not only 

motivatesuand 

ensuresutrust 

It just surveys 

informationu 

qualityuafter 
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p 

ofupeople 

to 

participate 

anduto 

ensureutha

t the 

sensing 

datauis 

trusted. 

Endorsement 

Webu (SEW) 

algorithm. 

 

but inuthis 

there is 

relationshipu 

amonguthe 

participants’. 

(Socialuand 

economic) 

receivingvthe 

contributions, 

whichuresults inu 

workers payingu 

unnecessary 

irreversible efforts. 

C. Wu et 

al. [20] 

Touevalua

te 

theutrust 

of 

workers. 

 

EndorTrust, 

endorsement-

basedureputa

tion system. 

Ituevaluates 

the trustuof 

workers, by 

takinguthe 

endorsement 

ofotheru 

workersuinto 

account. 

 

Itusupports 

Medium level 

WorkeruTrust 

(WT) and Data 

Trustu(DT). 

Whichumeans 

Collusion and 

Falseu data 

Uploading is not 

takenuinto 

consideration. 

 

2.2 PRIVACY ISSUE 

Mobile crowdsourcing is an advancingufield of study thatuinvites numberuof 

drawbacksuand challenges. Thisusection deals withumobile crowdsourcing 

and also withuone of its mostuimportantuissues i.e. Privacy Issue. Numbers of 

scientists/researchers haveuproposed several privacyutechniques for mobile 

crowd sourcing.  

Y. Gong et al. [21] defined trade-off among threeufactorsu i.e. utility, privacy, 

and efficiency. Theyucharacterized task selection asuNP-hard probleu and 
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then proposedu an approximationualgorithm andu privacy-preserving protocol 

for itsusolution.  

Lateruin Y. Gong et al. [22] researcheruresolved the problemuof worker 

feedbackuthat was requireduin their approximationualgorithm byuefficient 

aggregationuapproach.  

R. Liu et al. [23]uset up ausystem known as PriWe. Thisusystem 

wasudeployed so that user’suprospect aboutuprivacy isuknown 

anduaccordingly recommendationsuwere made foruprivacy settingsuof the 

mobileuapps that users haveuinstalled. Forucomparing the success rate of 

PriWe, task was published on Amazon Mechanical Turk and PriWe itself was 

executed in real world. The feedback from Amazon Mechanical Turk by 382 

participants showed that PriWe achieved 78% accuracy when all participants 

are taken into consideration and 90% accuracy was achieved when people 

with the background of privacy and security were taken, and from real world 

78 users recommended PriWe as a proper method to meet the privacy 

expectation of mobile users  

C. M. Tseng et al. [24] had discussedua solution for the privacyuof the sensing 

data of theuvehicles that wasucrowd sourced. Theusolution wasutype-

revealing privacy enhancing mechanismubased on Laplacian mechanism. To 

be more préciseduwe can say thatuauthor proposed theusolution for the 

privacy ofucrowd-sourced data in transportationuapplications like eco-routing 

and DTE (Distance-to-empty) prediction.    

Y. Wang et al. [25] proposeduan incentive mechanismuwhich 

furtheruincluded twoualgorithms which wereuITA (ImproveduTwo-stage 

Auction) and TORU (Truthful OnlineuReputation Updating). Thisu 

mechanism joineduthe advantages of both onlineuand offline mechanismuand 

thenustatically selected auworker further afterubiding it even selected the 

winner.  

B. Zhanguet al. [26] proposed a participantucoordination framework, in which 

withoutuknowing the participantsutrajectories an optimal QoI was provided 
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for task sensing. Furtherufor the participants privacyudatau aggregation, 

incentive distributionumethod and punishment methoduwas proposed.  

T. Kandappuuet al. [27] showeduspecific threats due to continuoususharing of 

locationuand alsoushowed that for locationuprivacy a simpleutrajectory 

obfuscation techniqueucould be used.  

J. H. Ziegeldorf et al. [28] introduced TraceMixerufor achieving privacyuand 

datauutility of crowdusensing. TraceMixer was baseduon the conceptuof mix 

zonesuto provide trajectoryuprivacy.  

L. L. Zhanguet al. [29] build riskurating a way toucommunicate risks of 

privacy foruapp-specific. Thisuuconcept wasuenforced foruapplication 

distribution providers (e.g., Microsoft, uApple, and Google) uin Privet, 

system.   

Table 2.3 Techniques/Parametersuproposed byuvarious 

scientists/researchers 

Authors Parameters TechniqueuUsed 

Y. Gong et 

al. [21] 

Revenue, Utility and 

Computation overhead.  

Recommendation system, 

Greedy algorithm and 

Privacy-Preserving 

Aggregation Protocol 

Y. Gong et 

al. [22] 

Average Revenue, 

Number of 

recommended task, 

Weighted Sum of 

Utility and Efficiency 

and Computation 

overhead. 

Recommendation system, 

Greedy algorithm and 

Efficient aggregation 

approach.  

 

R. Liu et al. 

[23] 

 Accuracy and Number 

of users 

PriWe 

C. M. 

Tseng et al. 

Estimation error and 

Energy Estimation 

Type-revealing privacy 

enhancing mechanism 
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[24] error. 

Y. Wang et 

al. [25] 

Auction efficiencies 

and Transaction time 

Incentive mechanism 

including two algorithms: 

1. Improved two-

stage auction 

algorithm (ITA) 

2. Truthful online 

reputation 

updating algorithm 

(TORU)     

B. Zhang et 

al. [26] 

Average number of 

instance and Reduction 

in time 

Participant coordination 

framework 

T. 

Kandappu 

et al. [27] 

Efficiency and Entropy 

gain 

Simple Trajectory 

Obfuscation 

J. H. 

Ziegeldorf 

et al. [28] 

Runtime, Average time 

span and Tracked 

distance 

TraceMixer 

L. L. Zhang 

et al. [29] 

Incentive Budget, 

Selected participants 

and Redundant Data 

Risk Rating 

 

Mobile crowdsourcing as a technology isugaining momentum in realuworld 

scenario. With thisureal worlduimplementation theuability of a technology to 

keep itself updateduwith requirements of the time isuneeded that makesuthe 

technologyumore dependable andueffective than before.  

A.C. Myers et al. [30] proposed a label model so that it was possible to control 

information flow so that privacy was achieved. It was not accepted by 

everyone due to the restrictions it imposed and it also had computational 

overhead. Another thing that the author mentions in the paper was 
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programming language known as Jif. Jif permitted the static checking of 

information flow. 

W. Enck et al. [31] proposed a solution for mobile phones operating system 

known as TaintDroid. TaintDroid made mobile phone users aware about how 

their personal data was used by third-party applications. TaintDroid was 

implemented over 30 popular third-party applications and the results clearly 

showed that in 20 applications there were 68 instances where user’s personal 

information was misused.     

A.R. Beresford et al. [32] proposed MockDroid, which we can say was the 

improved version of TaintDroid as it also helped user to identify the 

applications that are misusing their personal data in addition it also helped the 

users to mock their identity in such case. 

J. Lin et al. [33] introduced a model named Privacy as Expectations. As the 

name clearly indicates it insured the privacy of personal data according to the 

user’s expectations. Author not only achieved the privacy according to the 

users wish but also showed the impact on users feeling and trust decisions 

when their private data is misused. Author also suggested that by informing 

the users about why and how is their personal information is used will also 

reduce the great concern of privacy.   

Y. Agarwal et al. [34] proposed ProtectMyPrivacy (PMP), for the iOS devices 

which identified the applications using the personal data and helped the user 

to send false information if they wish to, thus protected their information. 

X. Chen et al. [35] presented PMG (Privacy Preserving Map Generation). 

PMG was to protect the private information of user that was his/her location. 

In it the location of the user was randomly placed so that it was difficult to 

trace the original location. 

Y. Yao et al. [36] proposed a protocol so that three major factors could be 

achieved like protecting privacy, accuracy of data and generality. The protocol 

was named as efficient anonymous data reporting protocol. This protocol 

consisted of two stages that were slot reservation and message submission. 

These two stages broke the link between the user and user personal data, thus 
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helping in protecting the privacy of the user as the user could not be identified 

without the personal information. 

S. Gisdakis et al. [37] proposed architecture for Mobile Crowdsourcing that 

was novel secure and accountable to achieve security, privacy and resilience. 

Table 2.4 containsu researches which had someu limitations and were used as 

a scopeu of improvement in the next research. 

Table 2.4uNumber of approaches proposed by various 

scientists/researchersu 

RefuNo

. 

Objective

u 

Method Used Advantagesu uDisadvantages 

Myers 

et al. 

[30]  

 

Toucontro

l theu 

informatio

n flow 

inusystem

s.  

  

Decentralized 

labelumodel 

Privacyuin a 

complex and 

decentralizeduw

orld, Jif was 

proposeduto 

ensure theu 

compileru 

security. 

Theseu 

languagesu 

requireuaccurate 

development and 

areuincompatible 

with software 

designs. 

W. 

Enck et 

al. [31]  

 

To 

propose 

solutionsu

for 

Smartpho

ne so 

thatuusers 

areuaware 

aboutuho

w 

theuthird 

party 

applicatio

TaintDroid TaintDroid 

improveduthe 

effectiveness of 

Smartu phones. 

 

Conditionsulike 

false negative 

andufalse 

positive was 

experienceduby 

this systemuand 

it could only 

identifyuthe 

information 

beinguviolated 

but could not 

takeuany 

measuresuto 
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ns 

areuusing 

theirupers

onal data. 

 

protect it.   

A.R. 

Beresfo

rd et al. 

[32]  

To 

awareuthe 

users 

about 

howutheir 

privacy is 

beingumis

used and 

furtheruse

curing the 

privacy. 

MockDroid Allowed 

useruto ‘mock’ 

by reporting 

theuresource 

asuempty oru 

unavailable to 

theuapplications 

 

Couldunot 

identifyvuser’s 

pointuof view 

regardinguif the 

actionu taken 

wasureasonable 

or not. 

J. Lin et 

al. [33]  

Touknow 

usersu 

perspectiv

e 

aboutuwh

at 

permissio

n 

theyuwant 

to 

grantutoua 

particularu 

applicatio

n. 

Privacyuas 

Expectations 

model 

Privacyu 

concernsuof 

users were 

satisfieduto 

some extend 

asuusers were 

notifiedu 

properlyu about 

the usage.   

Usersuwere 

notifieduabout 

theuprivacy 

afteru 

installation. 

 

Y. To ProtectMyPri Sending Authenticity of 
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Agarwa

l et al. 

[34]  

achieve 

privacyuof 

users 

inuiOS 

devices. 

vacy (PMP) falseudata 

helpeduin 

achievingu 

privacyue.g. 

sendingufake 

location 

datauwas 

compromised 

andusome 

servicesuwere 

also damaged. 

X. 

Chen et 

al. [35]  

  

To 

hideuusers 

location. 

Privacy 

Preserving 

mapugenerati

on scheme 

Privacy 

demandsuof 

usersuwere 

achieved. 

There was no 

generalityuand 

thereforeuwas 

applicableufor 

only someu 

applications. 

Y. Yao 

et al. 

[36]  

  

To 

secureuthe 

private 

data. 

 

Data 

reportingu 

protocol 

(brokeudown 

the link 

betweenudata 

andu the 

participants) 

Privacyuwas 

preserved 

asuthere 

wasuno 

connectionu 

between 

datauand user. 

Thereuwas no 

framework to 

tackle theu 

misbehavioruof 

users. 

 

S. 

Gisdaki

s et al. 

[37]  

  

 

  

To 

hideuusers 

identity. 

A novel 

secureuand 

accountable 

MCSu 

Architecture 

foruuser’s 

personal 

information 

management 

Through this 

management 

schemeuthe 

identityuof the 

user was well 

protectedu 

Onlyuthe 

identityuof the 

useruwas 

protectedubut 

data privacy was 

notufully 

achieved. 
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CHAPTER 3 

 PROBLEM DESCRIPTION 

 

OBJECTIVE: To solve the issue of trust and privacy in mobile crowdsourcing. 

 

There are three main issues in crowdsourcing.  

• Security 

• Privacy 

• Trust 

 

Security Issue occurs between the User and the Service Provider. In this it 

may be possible that the user that is asking for services is not an authorized 

user or we can say is just an attacker who may misuse the information 

provided by the service provider. 

 

Privacy Issue occurs between the Service Provider and the particular 

Application which is providing the data. In this the issue arises when the 

personal details of an individual are also revealed as the personal details may 

be misused. 

 

Trust Issue occurs between the Particular Application and the workers or 

the employees that are providing the information to the application. The issue 

is that is the information that is provided by the employee or the worker is 

valid or not. 
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Figure 3.1 Mobile Crowdsourcing Issues 
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CHAPTER 4 

 PROPOSED SOLUTION 

 

4.1 TRUST ISSUE  

Inuthis paper, uwe haveuused Dempster–ShaferuTheory (DST) touevaluate 

trustuduring the dataugathering andutransmission amongumobile users. DST 

alsouknown as theoryuof beliefufunction originatedufrom the workuof Arthur 

P. Dempster. However, utheory was laterudeveloped by GlennuShafer known 

asua mathematicalutheory of evidenceu (Theory ofuevidence) southat the 

uncertaintyucould be modeledu [38]. In mathematicsuDST frameworkuis a 

frameworkuin whichuevidence fromudifferent sourcesuwas combineduand 

underuuncertainty a degree ofubelief was reachedufrom the rangeu [0, 1] and 

theureputation ofuignorance wasulowered [39]. Theustep-wise descriptionuof 

the DSTuis briefeduin theubelow text. 

 

 

Figure 4.1 Using DST in Mobile Crowdsourcing Model 
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Step 1: LetuS be theufinite set of systemupropositions, and itsupower set is� = 2�.  

We defineua basic beliefvassignment (BBA) as aufunction m: P → [0, 1] suchuthat it 

satisfyufollowing two conditionsu 

1. ���� = 	; u 

2. ∑ �
�� = �.��� u 

 

Let’s sayufor a binaryucase we haveum ({x} + m{y} + m{x, y}) =1. u 

u�
� ∪ �� = �
�� + �
�� − �
� ∩ ��u 

�
� ∪ � ∪ �� = �
�� + �
�� + �
�� − �
� ∩ �� − �
� ∩ �� −�
� ∩ ��
− �
� ∩ � ∩ ��u 

Where �
� ∩ �� = �
�� ∗ �
��u and u���, �� → �
� ∪ �� 
Each hypothesisuA ∈ P has twoubounds; lower whichuis calledubelief (Bel) anduupper 

which is calleduplausibility (Pl). 

Step 2: The beliefuin anuelement A ofuthe Poweruset isuthe sumuof theumasses 

ofuelements which areusubsets ofuA (includinguA itself). u 

u!"#
�� = $ �
!�.
!|!⊆�

u 

Let’s sayufor aubinary caseuwe have 

Bel ({x})u= m ({x});u 

Bel ({y})u= m ({y});u 

Bel ({x, y}) = m ({x}) +m ({y}) + m ({x, y}).u 

Step 3: The plausibilityuof an elementuA, pl (A), is theusum of all theumasses ofuthe 

setsuthat intersectuwith theuset A.  

u�'
�� = $ �
!�.
!|!∩�(∅

u 

Let’s sayufor a binaryucase we have 

PI ({x}) = mu ({x}) + m ({x, y});u 

PI ({y}) = mu ({y}) + m ({x, y});u 

PI ({x, y}) = m ({x}) +m ({y}) + m ({x, y}).uu 

Step4: Beliefuintervals allowuDempster-Shafer theoryuto reasonuabout the degree of 

certaintyuor uncertaintyuof our beliefs.  
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u!'
�� = �'
�� − !"#
��. u 

• A smalludifference betweenubelief and plausibilityushows that we 

areucertain aboutuour belief.  

• A large differenceushows that we areuuncertain about ourubelief.  

• However, evenuwith a 0uinterval, thisudoes not meanuwe know 

whichuconclusion isuright.  

Let’s say for a binary case we have 

BIuu ({x}) = PI ({x}) - Belu ({x}); 

BI uu ({y}) = PI ({y}) - Belu ({y}); 

BI uu ({x, y}) = PI ({x, y}) - Belu ({x, y}). 

 

4.2 PRIVACY ISSUE 

Theusolution proposed touprotect the privacyuof the usersuis the 

combinationuof AdvanceduEncryption Standardu (AES) and SALT 

cryptography. AdvanceduEncryption Standard (AES) is auprocess to 

converturaw information i.e. uplaintext into a form whichuis not readable 

andua key is generatedualong it onlyuthrough that key decryptionuis 

possible. Cryptographyumeans that the messageutransmitted is in such a 

form thatuonly receiver canudecode it, theuplain text isuchanged to cipher 

textuand only theuauthenticated receiverucan transform it touoriginal text 

[5]. SALTuis randomudata that isuadded to any other dataubefore hashing 

ofudata is done anduthus increasinguthe effort ofureversing the data. 

Thereforeuthis combinationuis used for preserving theuprivacy of the 

hashed dataufrom the attacksulike brute force, urainbow tableuand 

dictionary attack. uThe unique qualityuof SALT is thatuit can be different 

forudifferent usersunot like hashufunction [5]. 
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Figure 4.2 Using (SALT + AES) in Mobile Crowdsourcing Model 
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CHAPTER 5 

 PROPOSED ALGORITHM 

 

5.1 TRUST ISSUE 

In thisupaper, we haveuused thisuphenomenon in whichvwith the 

groupuof * numberuof peoplesuand * number ofuproducts weuhave * 

numberuof Ratings ofuproducts	
,-1, ,-2. . . ,-*�. Further, we 

divideuthe Ratinguof * users intoudifferentutypes thanuthe new 

setuisudefined as: 

Pooru (Rating ofuproduct i.e. 1 and 2(RT1))  

Moderateu (Ratingvof productui.e.3 (RT2))  

Goodu (Rating of product i.e. 4 and 5 (RT3)) 

(RT1, uRT2, uRT3, uRT4, uRT5, uRT6, uRT7, PD1) 

Here RT1, uRT2, RT3, uRT6…. are theuratings ofudifferent usersuon 

similar product. 

PD1,vPD2 areudifferent products. Table 5.1 depicts the algorithm of 

Dempster-ShaferuTheory used touevaluate theutrust amongumobile users. 

 

Table 5.1 Algorithm for Trust Issue 
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5.2 PRIVACY ISSUE 

Three randomuletters are addeduas SALT to theudata. Thenuforuhashing 

purposeuASCIIuvalue ofueach letteruof data isugenerated. Then on this 

hashedufunction Advanced EncryptionuStandard (AES) isuperformed. 

SALTuis onlyustored in theudatabase if desireduby the user.    

 

Table 5.2 Algorithm for Privacy Issue 
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CHAPTER 6 

EXPERIMENTAL SETUP 

 

6.1  TRUST ISSUE 

In order touconduct theuexperiment weucollected freelyuavailable data 

ofu1500 customeruregarding Amazonuproduct reviews. Outuof theseu1500 

weuselected ausample of 103uentries. Thisudata consisteduof Product I.D, 

ProductuName, Rating, uReview Text, uUser Nameuetc. These 103usamples 

consisteduof 4 productsufrom which 1uproduct was selecteduat a time so as 

touenable ourualgorithm to beuapplied onuit. The ratinguof customersuthat 

wereu1 -5 were divideduand categorized intouthree cases. Furtheruthe 

probabilityuwas calculatedufor all theuthree categories anduif the sum of 

theseuprobabilities were 1uthen the algorithmucontinued oruelse the 

probabilityuwas calculateduagain. If theualgorithmucontinued ituwould 

calculateu ‘belief’ i.e. anuacceptance thatusomething isutrue. After thisuthe 

algorithmufurtherucalculated ‘plausibility’ui.e. the degreeuof probabilityuof 

something beingutrue. Thenu ‘Belief Interval’ i.e. differenceubetween 

plausibilityuand belief wasucalculated. If theudifference came out toube large 

then theubelief wasu ‘uncertain’, ifuthe differenceucame out to beusmall the 

beliefuwas ‘certain’ and ifuthe difference cameuout to be zeroutheubelief 

‘maybe certain’. 

 

6.2  PRIVACY ISSUE 

Foruexperimental purpose weutook the Captiveuportal Loginudetails of 30 

studentsuof ouruuniversity (Jaypee University). Theudataset wasucollection 

of RolluNo., LoginuID, and Password. Threeuletter SALT wasugenerated 

randomlyuand then wasuadded to theupassword the newupassword 

souformed afteruaddition ofuSALT was thenuhashed, for hashingupurpose 

theuletters of newupassword wasuconverted to theiruASCII values anduthen 
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AES wasuapplied on that hasheduvalue whichuwas then storeduin the form 

ofupassword inuthe data set. Forushowing theuresults theutext or the 

password taken was: 

• t1: “hellohello”,  

• t2: “hellohellohellohello”, 

• t3: “hellohellohellohellohellohello” and  

• t4: “hellohellohellohellohellohellohellohello” 

Further theseutexts were compareduwith normal AES and DES. 
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CHAPTER 7 

 EXPERIMENTAL RESULTS AND ANALYSIS 

 

7.1 TRUST ISSUE 

The performance matricesushown in table 7.1 are used to computeuor to 

measureuthe performance of theuproposed algorithm. 

 

Table 7.1 Performance Parameters for DST (Dempster–Shafer 

Theory) 

 

The usersuwho rated theuproduct 1or 2 wereucategorized as poor, uusers who 

rateduthe product 3uwere of moderateuquality and the usersuwho rateduthe 

productu4 or 5 wereukept in good category. Baseduon this divisionvseven 

probabilitiesuof overalluproduct qualityuwere taken into accountusuch as: 

 1) Poor,  

2)  BelowuAverage (PooruUnionuModerate),  

3) Moderate,  

4) AboveuAverage (Moderate Union Good),  

5) Good,  

6) Averageu(Poor Union Good), and  
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7) Undefined (PooruUnion ModerateuUnion Good). 

 

 

Figure 7.1 Results when DST is applied 

 

In the above figure we can see that the Belief interval for average was minimum i.e. 

0.8199 than the possibility of the product being “Average Quality” is more than others.  
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7.2 PRIVACY ISSUE 

Advanced Encryption Standard (AES) is auprocess to converturaw 

information i.e. plaintextuinto a form which is notureadable and aukey is 

generatedualong it onlyuthrough that keyudecryption isupossible. 

Data Encryption Standard (DES) is aumethod to convertuplaintext to 

ciphervtext usingvsingle keyvfor both encryptionuand decryption.  

1. Plain text size vs. Cipherutext size, size of textuplays an importanturole 

in cryptographyuas theusize of text is bigumore effort areurequired to 

crackuit [40]. Table 7.2 and Figure 7.2 show the comparisonubetween the 

cipherutext sizeuamong SALT + AES cipher, AESucipher anduDES 

cipher.  

 

The resultvclearly showsuthat the cipherutext size ofuSALT + AES 

cryptographyvwas greater thanuothers. 

 

Table 7.2 Comparison of Text size (in bytes) 
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Figure 7.2 Comparison of Text size (in bytes) 

 

2. Encryption Time, timeutaken to convert plaiutext to cipherutext [40]. 

Table 7.3 anduFigure 7.3 show theucomparisonubetween theuencryption 

timeuamong SALT + AESucipher, AESucipher anduDES cipher. 

 

 Table 7.3 Comparison of Encryption Time (in ms) 
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Figure 7.3 Comparison of Encryption Time (in ms) 

 

3. Decryption Time, time taken touconvert cipher textuback to plainutext 

[40]. Table 7.4 and Figure 7.4 show theucomparison betweenuthe 

decryptionutime amonguSALT + AES cipher, AES cipher anduDES 

cipher.  

 

Table 7.4 Comparison of Decryption Time (in ms) 

 



42 

 

 

Figure 7.4 Comparison of Decryption Time (in ms) 
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CHAPTER 8 

CONCLUSION/FUTURE SCOPE 

 

8.1  CONCLUSION 

Mobile Crowdsourcing has evolved as very powerful and effective method of 

gathering information from the crowd. Even after many advantages it still 

faces some drawbacks. The objective of this study was to identify the issues 

of crowdsourcing that were security, privacy and trust. Further out these three 

issues two were focused upon that was trust and privacy issue.  

For trustuissue DST was proposed as ausolution for trustuissue. The 

algorithmushowed the probabilityuof something beingucertain, uncertainuor 

maybeucertain and thusuhelped to identifyuthe trustulevel. 

For privacyuissue combinationuof SALTucryptography and AESuwas used. 

Randomualphabets wereuadded as SALTuto theupassword oruany personal 

datauafter thatuhash functionuwas appliedufurther AES wasuapplied. For 

resultupurpose this cryptographyuwas compareduwith normal AESuand DES 

anduthe resultushowed that theucipher text was ofubigger bytes thenuthe 

cipherutext of AES anduDES thus making itudifficult for theuattackers to 

crack.  

  

8.2  FUTURE SCOPE 

As faruas futureuscope isuconcerned DSTu& SALT cryptographyucan be 

useduor applieduto manyuother datasetsuand evenuto realutime application 

foruthe verificationuof data.  
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