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ABSTRACT
Wireless mesh network (WMN) is considered to be an evolving technique because of self-

configuration and adaptive features, it supports large scale network especially in an organization
and academics. As with any network, communication among nodes plays an important role,
when two nodes in a network communicate with each other via the internet, secure
authentication is an imperative challenge. In literature, there are many approaches that have been
suggested to deliver a secure authentication between nodes in wireless mesh network (WMN),
however, all these outlines contain some disadvantages i.e. management cost of the public key
and system complexity. In this paper, a SAWMN approach is proposed which overcomes these
drawbacks and provides an efficient authentication to the mesh clients. Further, SAWMN results
have been shown simulated on AVISPA SPAN to ascertain the authenticity of the proposed
approach.

The broker is a reliable third party which lives in the first tier. Broker consist a private key
generator, whose function is to generate a private key. Gateway lives in the second tier and
router lives in the third tier. Both gateways as well as router are considered as a trustworthy node
because of their less mobility. Any node willing to enter into the network, it has to submit its
own identity (identity of any node act as the public key of that node) to the broker and broker
hand over private key (by giving identity as an input to the private key generator) to that node. If
the newly entered node is the router or gateway, instead of private key it can also send a ticket
and its own signing rights to them. Now onwards both gateway and router possess the same
functionality of the broker. This technique is formally verified on AVISPA SPAN, which shows
that there is no attack is possible and private key is not forgeable. SAWMN (Secure
Authentication in Wireless Mesh Network) reduces the overall system complexity by not
explicitly managing the public keys and it also efficiently works in real time environment.

Our suggested proposed approach extend above discussed technique to accomplish the
authentication procedure in Inter-domain and Intra domain. As a result, we have assessed the
performance of the proposed design in terms of Authentication cost, Encryption cost, Key
validation, Key Generation, Throughput and System Delay, which indicates our scheme more

efficient than other schemes.
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Chapter 1: Introduction.

1.1 Overview of Cryptographic Techniques
In a networking environment, communication plays a vital role. As we all know
network is a collection of various computers connected via the internet or with the
help of some channels. When two or more than two computers sharing certain
confidential information by sending messages, security emerges as an important
issue. There are many possible attacks are possible while sending messages. To
protect information from various attacks, many symmetric and a symmetric
algorithm is already developed. In symmetric cryptography, both the sender and the
receiver share a common key called secret key for both encryption and decryption. It
means that each device in a network has to share a key with other nodes in a
network. Total n? Keys might be known by each device. Consequently, in
Asymmetric cryptography we use two keys, i.e. private keys which are known by the
node itself and a public key which is known by other nodes. Here total keys are to
be known by a node is reduced to n. As far as security and computation is concerned
we get attracted toward public key cryptography ™ There are numerous PKC
techniques has been evolved like RSA, diffie Hellman , elliptic curve cryptography
etc, but in our proposed approach we are focusing on elliptic curve cryptography
technique because of several reasons like it relies on the difficulty of discrete
logarithmic problem (ECDLP), its inverse operation is quite difficult to compute
and due to small key size it can easily work in resource constraints environment.
This technique can also be used with other public key cryptographic techniques, i.e.
RSA and Diffie Hellman Key exchange. ECC provides three way security
mechanism, it means that it provides authentication to sender, privacy by using
encryption techniques and digital signature to ensure message integrity. In Computer
networks, conversation amongst nodes plays a significant role. Wireless mesh

network appears as an auspicious concept to solve the challenges of the current
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scenario and represents a cost effective solution to service providers by incurring

adaptive, self-configured and self-organized features [1].

[ Cryptography ]

[ Symmetric ] [ Asymmetric ]
|

[ Single Key (Secret Key) ] Public Key

Figure 1 Cryptography Taxonomy

1.2 Wireless Networks.

Now a day wireless network is more popular, as user demands to have wireless
connectivity irrespective of their position. Wireless networks attract users and allow
them to transfer and communicate information to another party, without using any
physical (Wired Connection) medium. Wireless applications and devices mainly give
emphasis to on WLANSs (Wireless Local Area Networks). This classified into two
types of operation, In the existence of the Control Module (CM) also identified as
Base Stations and Ad-Hoc connectivity (it's not utilizing any Control Module)[2] .
Ad-Hoc networks do not determine by the fixed structure, to take out their operations.
The performance mode of such network independent, or possibly will be incorporated
with one or multiple sockets or networks to offer internet and connect to cellular
networks. These networks show the various challenges which are similar to wireless
communications [3] (Bandwidth limitations, transmission quality and problems
related to reporting).
1.2.1 Networks

Before accomplishment of the facts of wireless network, important to know what is a

network and poles apart categories of existing networks today.
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Some assemblages of devices, computers attached to each other with the help of some
communication channels, which aid the users to share resources and talk with other

users. There are two principal cases of network (wired & wireless networks).

1.2.2 Wired Networks

Wired networking is those networks in which computer devices attached to each with
the help of wire. The wire is employed as a medium of communication for
transporting information from one point of the network to another point of the

network.

1.2.3 Wireless Networks

A Wireless networks is the network in which, various network devices talk to each
other without the utilization of wire. The channel through which any two devices may
communicate is wireless. When a device in a network requests to connect with
another device, the location of destination devices must positioned within the radio
coverage of each other[4]. Any two devices can able to interchange data with the help
of electromagnetic waves. Wireless network becomes popular just because of some
important parameters, i.e. cost effective, flexible, inexpensive and easy. As shown in

figure 2.
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Figure. 2 Communications in Wireless Networks

1.2.4 Why Wireless networks?

Wireless networks are most widely utilizes because of some features like cost
effective, agile, cost effective and easiest. A wireless network allows any users to be
independent of a wired connection, nowadays users can able to wander easily while
interconnected to the network. Ace of the significant representation of wireless
network is agility, which is exceptional amongst the traditional wired networks. This
feature lets user to wander freely, while associating to the network. We can easily
mount Wireless network as related to wired networks. Wireless networks are
deliberate agreeing to the demand of the users. It can set out from the lesser figure of
users to more full organization networks. Wireless networks are very valuable for
regions where the cable cannot be put up like hilly areas. On the base of coverage

region the wireless network is characterized into following categories.
a) Personal Area network
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b) Local Area Network
¢) Wide Area Network

Personal Area network

Personal area network is utilized for communication between computer devices
adjacent to one node. Several personal area networks like Bluetooth, sensor networks
and Zigbee. Bluetooth remains one of the cheapest wireless connections that can link
up devices [5]. These devices usually work within 10 ms, with an access speed of
721 Kilobytes. This skill is broadly utilized in a variety of devices like Computer
accessories, i.e. keyboard, Mouse, printers, PDAs and mobile phones. This is
Important to be noted that Bluetooth is not 802.11 wireless because it not execute the
identical work, rather used as a wireless substitute for cable in order to plug in
devices. Bluetooth workings at 2.4 Gigahertz and might have hindered by LAN
components (802.11g, 802.11b).

Local Area Network

Wireless local area network (WLAN) is standardized by the IEEE. Local area
network comprises with nodes that are interconnected with each other in local range,
i.e. a construction of a campus. Wireless LANs is considered as the one of the
substitute of traditional wired LANs. Wireless LAN consists of wireless medium that
is pooled by the devices inside the LAN.

Wireless LANs have received a large amount of acceptance.The mobility feature, of
LAN they are employed in mobile devices like PDAs, Mobile and Laptops etc.
Wireless LAN utilizes wireless IEEE 802.11 extensions and Ethernet Protocol is
used. Wireless LAN is mostly utilized for the assembling with internet. The data rate
of Wireless LAN is small, ranges from 11 & 54 Megabits when it is compared with
the wired LAN ranges from 100-1000 Mbps. This indicates that if an activity that
needed high bandwidth, will give best performance on wired network as compare to

wireless.
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e Wide Area Network
Wireless wide area network shelters a geographically bigger area as compare to local
area network. The WAN contain of one or two LANs. Examples of Wireless WAN

are Satellite Systems, Paging Networks, 2G and 3G Mobile Cellular.

1.3 IEEE Standard for Wireless Networks
IEEE describes the principles that are related to technologies. IEEE well-defined
three key effective principles for wireless LAN (IEEE 802.11a, 802.11b and
802.11g). The whole three principles have its place of IEEE 802.11. In 1999 802.11a
principle was approved by the IEEE. The 802.11 has an insignificant data rate of
54Megabyte, nevertheless the authentic data rates differ from17 to 28Mbps [6].
The most well-known and often deployed wireless network standards have been
802.11b. Mostly all of the public wireless “hot spots” use this standard. It functions
in the 2.4 GigaHertz range and the insignificant data transmission is 11 Megabytes.
Practically, about 4 to 7 Megabytes is the authentic data transmission rate attained by
this principles.

1.4 Wireless Mesh Networks.

Wireless mesh network is the emerging technology, consist of radio nodes connected
in such a way forms a mesh topology. It is one of the variants of Wireless Ad-Hoc
network. A wireless mesh network (as shown in figure 3) consists two types of nodes:
Mesh Router (MR) which supports routing capability and turn as a backbone in mesh
networks and Mesh Client (MC). Mesh routers provide flexibility features by having
multiple interfaces of same or different access technologies. Mesh router has less
mobility, thus it is considered as a stationary node in a network and it does not have
any power and resource constraints like mesh clients which is mobile and have a
power constraint. In addition to the networking capability of mesh router, some mesh
routers are designed as a mesh gateway which adds functionality in the mesh
network, i.e. It is used to connect others mesh networks. Mesh clients can access
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WMN by direct linking to nearest mesh router or in a multiple Ad-Hoc manner (Ad-
Hoc networking) [7]. The coverage area of any mesh router (nodes) acts as a single
network and also known as a Mesh Clouds.
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Figure 3 Wireless Mesh Network

1.4.1 Network Architecture and Critical Design Factors
1.4.1.1 Network Architecture

As is discussed above, WMN comprises of two types of nodes, mesh router and mesh
clients. Other than routing capabilities, these nodes have some additional features like
it has some other additional functions that provision mesh networking. In order to
increase the flexibility in a mesh network, the mesh router furnished with multi
interface built in various networking devices, because of this feature, it enables a
mesh router to achieve same coverage range with low power (Transmission)
consumption. Mesh clients also perform some functions in mesh networking,
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compare to mesh router, it has only one interface. Mesh client devices are. Laptop,
mobile phone, PD, etc. The Architecture of wireless mesh network is characterized
into three categories:
e Infrastructure Architecture
e Client WMN
e Hybrid WMN

Infrastructure Architecture
In this architecture mesh router, play a vital role, it forms an infrastructure for the
mesh clients. Just refer the figure 4. Plane and dotted line show the wired and
wireless connections. This infrastructure can be formed with the help of various radio
technologies, mostly they use IEEE 802.11 technologies. Here mesh router having the
gateway functionality, using this functionality, it connects it to the internet. This
networking it also called as Infrastructure meshing, it offer an backbone to connect
mesh clients to the network madeup of mesh router having the functionality of mesh
gateway. This infrastructure is most commonly used technique, in which mesh router
resides on the top which act as an access point for the mesh clients that resides in its

coverage area.
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In client WMN, peer to peer network forms between mesh clients. In this category of
WMN clients plays a vital role, they constitute to form a network that can able to
perform routing and structure the various features along with that it provide end user

communication. Mesh router is not used in this type of infrastructure.
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Fig. 4. Client WMNs.

Figure 5 Client Mesh

In figure 5 it will be very clear that client WMN is made up only one type of nodes or

devices. Is any node wishes to send a particular information to any destination node

10
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in a network, then it will be routed to the destined node with the help of various
intermediate nodes or devices. However, in this type of network end user demands
more functionality as compare to infrastructure architecture because in this network,
the client has to perform the functionality of mesh client as well as the features of

mesh router.

Hybrid WMN

Hybrid WMN combines the features of both above discussed architecture, i.e. it
combine the connectivity (outside the network) feature of Infrastructure architecture
and with client WMN it improves the connectivity (inside the network) and coverage
area of mesh clients inside the any network.
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Fig. 5. Hybrid WMNSs.

Figure 6 Hybrid WMN
1.4.2 Characteristics of WMN
This section consists of characteristics of WMN.

e Multi-Hop Wireless Network:
Multi-Hop wireless network is generally used to enhance the coverage area of WMN

without degrading the other parameters like channel capacity. One other objective of

11
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this is to offer non-line of sight connectivity between the users, without direct line of
sight.[85]. This achieves higher throughput without disregarding others parameters,

I.e., coverage area, interference, frequency reuse.

e Support for Ad-Hoc networking:
WMN improves the overall network performance of the network, this is due to the
flexible network structure, self healing and self organization, fault tolerance and its
connectivity. Just because of this feature it requires a low capita income for
initialization of the network and it can grow easily as required.

e Mobility Dependence:

Mobility means movements, if we talk about mesh nodes, mesh router has less

mobility , so consider them as a trust able node and mesh client has more mobility.

e Dependence of power Consumption Constraints:
If we talk about power consumption then there is no such restriction on power
consumption for mesh router, but mesh clients have such type of restriction. So we

have to develop such mechanism to take care of this feature.

1.5 Routing techniques in Wireless Mesh Network.
Wireless sensor networks consist of minute nodes with detecting, reckoning, and
wireless communications abilities. Several routing, control, supervision, and data
dissemination protocols have been mainly considered for WMNs where vigor
consciousness is a vital enterprise distress. Routing protocols in WMNs might be at
alteration dependent on the application and network architecture. The routing
techniques are classified into three categories based on the fundamental network
structure [8]: flat, hierarchical, and location-based routing. Furthermore, these
protocols can be classified into multipath-based, query-based, negotiation-based,

QoS-based, and coherent based depending on the protocol operation.

12
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In flat-based routing, all nodes is characteristically assigned equal roles or
functionality. In hierarchical- based routing, nodes will play different roles in the
network. In location-based routing, sensor nodes’ positions are exploited to route data
in the network. A routing protocol is considered adaptive if certain system parameters
can be controlled in order to adapt to current network conditions and available energy
levels. Furthermore, these protocols can be classified into multipath-based, query-
based, and negotiation- based, QoS-based, or coherent-based routing techniques
depending on the protocol operation.

In addition to the above, routing protocols can be classified into three categories,
proactive, reactive, and hybrid, depending on how the source finds a route to the
destination[9]. In proactive protocols, all routes are computed before they are really
required, while in reactive protocols, routes are computed on demand. Hybrid
Protocols use a combination of these two ideas. When sensor nodes are static, it is
preferable have table-driven routing protocols rather than reactive protocols. A major
amount of energy is used in route discovery and setup of reactive protocols. Another
class of routing protocols is called cooperative. In cooperative routing, nodes send
data to a central node where data can be aggregated and may be subject to additional
processing, hence reducing route cost in terms of energy use. Many other protocols

rely on timing and location information [10] [11].

1.6 Motivation

1.

In the field of cryptography is observed that data security, influence of processor
types used and resources. It means that, if we develop an algorithm that provide a
great level of security, this algorithm is better in terms of security, but apart from that
we have to also consider the resource required, Computation cost, speed and memory

usage.

2. To provide Authentication, confidentiality and to work in a resource constrained

environment, we adopt a more efficient method of public key.
There were already many cryptographic algorithms are introduced that provide a

better security, but the disadvantage with these algorithms is that they utilize the large
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key size and not suitable for resource constrained environments. E.g. a wireless
sensor network.

3. Generally Public key cryptography consumes more memory; they require memory for
various key computations, etc. Apart from that it requires additional memory to
maintain public-private key pair. So here we are focusing to reduce this additional
memory, needed to maintain this public-private key pair.

4. Multi-Operator WMN consist of various different operator domains, each having
different security policies, which makes security, Key agreement, authentication and
access control more complicated.

5. When the number of mesh client’s increases in the network, the overall system
complexity get increases, because each mesh clients has gotten its own private public
key pair from the trusted third party. This issue is addressed by delegating signing
rights to trust able nodes, i.e. in our case we utilize WMN, in WMN mesh router and
mesh clients is considered as a treatable node because of their less mobility.

6. Key management schemes for Wireless mesh networks raised a scalability issue.

1.7 Objectives

Security is the one of the open challenge, during setting up a wireless mesh network
because of the static network topology and distributed architecture of WMN [12].
Today to deal with security challenges, multiple operators is used to manage WMN.
Each mesh client has to register with any operator present in the network. Mutual
authentication and key agreement are yet an unresolved challenge for the secure
roaming of the mesh clients in the network. These security challenges give an
invitation to attackers and to launch an attack on the network.

In mesh network, information is sent from one node to another node with the help of
more than one mesh router, but an important issue is to maintain the privacy of data
while traversing more than one router and client [13]. However, these schemes don't
work efficiently with large network because it was first designed small network, i.e.
MANET (mobile adhoc network) [14-15]. Thus to prevent the network from the

various types of attacks, a strong authentication and key agreement mechanism are
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used. A strong authentication is needed, so that two party validate the authenticity of
each other and a strong key management is needed, so that after validating the
authenticity, both the parties now generate a secret key between them so that integrity

and confidentiality is maintained.
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Figure 6 Wireless Mesh Network
In literature, proposed authentication techniques have been falling under two

categories: i) home based authentication scheme and ii) broker based approach. In
home based approach, the mutual authentication has been taking place between mesh
clients, foreign (visiting) network and home network. In this mesh client permanently
registered in their home networks. When a client is moving from one network to
another network, WMN is managed by another operator. The disadvantage of this
approach is that the overall computation increases as the number of clients in a
network increases [16]. While in broker based authentication scheme, mutual
authentication has taken place between mesh client and WMN, without the

involvement of the home network (client), due to which overall authentication latency
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is reduced. This feature helps to support real time services. In general both the broker
based and home based scheme is not appropriate for secure access in a multi operator
WMN.
The Wireless Mesh Network is an emerging technology, its fast, inexpensive network
deployment, easy internet connectivity features makes it a popular choice for
Wireless ISP (Internet Service Provider). WMN represents the combination of Wide
area cellular network and high speed Wi-Fi networks. Nevertheless, without any
security in WMN, it is impossible to securely exchange any information. [17-18].
Various research works are in progress.
At present there are no formal methods to authenticate the network in WMN. Security
is an open challenge in WMN. In recent times lot of research work is in progress.
(Santhanam) [19] Proposed an authentication scheme grounded on Merkle tree. There
whole consideration is to authenticate the client, irrespective of the entire security
architecture and mesh client roaming.
(Fu.et.al)[20] Proposed an authentication scheme in which he integrate various
existing techniques, i.e. Virtual certificate authority, zone based hierarchical structure
and multi signature scheme.
(Zhang et.al) [21] Proposed architecture, in which, if mesh client wishes to roam to
another network, then it requires a pass from trusted third party.

1.8  Thesis Overview
We propose an authentication scheme for multi operator WMN, which is a three tier
hierarchy based architecture, where the broker is the trusted party or authority for all
the nodes (i.e. Mesh clients, operator and the mesh router) in WMN. In this
architecture broker resides on the top most layer and for security point of view, its
task is to issue the tickets to mesh clients and mesh routers. In the proposed
architecture, we are using identity based encryption, which reduces the system
complexity and management cost of the public key and efficiently manage the
certificates. Our proposed scheme efficiently works when the number of clients gets

increases because of this, broker delegates its signing rights along with ticket and
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certificates to the less mobility or stationary node, i.e. Mesh router and mesh gateway,
so because of this if any client joins the network, for his private key instead of
retrieving its key from a broker or from the mesh router or mesh gateway. As a result,
we have evaluated the performance of the proposed architecture in terms of security
analysis, which indicates our scheme more efficient than other schemes.
Our suggested proposed approach extends above discussed technique in order to
accomplish the authentication procedure in Inter-domain and Intra domain. Here we
used one additional server named as Main server, which contain the all related
information like IP Address of the sub-module, roaming information, etc. Main server
performs various functionality, like if any mesh client roams from one domain to
some other domain, then this activity is first noticed by main server, which internally
hand over the mesh client IP address of the foreign domain. After this foreign domain
performs some authentication process between mesh clients and mesh router.

1.9 Organization of Thesis
Chapter 1: It describes the basic overviews of WMNs, Network, Network
Architecture and Characteristics. After that it describes the motivation, objective,
and overview.
Chapter 2: It describes the previous technique use various asymmetric
cryptographic techniques in WMNs.it also give the detail of mesh nodes
participated in authentication process.
Chapter 3: Defines the construction of the problem and the methodology. Proposed
framework for secure authentication in Wireless Mesh Network.
Chapter 4: This chapter describes results and discussion, how this work is better than
previous techniques.

Chapter 5: This chapter describes conclusion and future work.
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Chapter 2

Technique

Literature Survey

2.1 Security Definition.

In this section, we concisely analysis some security theories that are employed in this

proposal. For a general overview to symmetric and public key cryptography as well

as for a more complete discussion of security, possessions, cryptographic primitives

and proprieties[25].Refer to Table 2.1 for notations.

2.2 Some Cryptographic Primitives.
2.2.1 Long Term/ Short Term Credentials.

Long term credentials contain some authentication related information,which is used

to recognize any nodes, objects in a network, which is valid for long term or long

period of time. Where as in short-term credentials, called ephemeral credentials, it

contains the authentication information, but is changed often over time and used for a

very short span of time.

Notations
ID; Identifier of party i
N; Nonce chosen by the party i
Kij Secret key shared between parties i and j
SK Session key
Exij() Symmetric encryption under secret key Kj;
(Qi, d) Long-term public and private key pair of party i
(Ti, ) Ephemeral public and private key pair of party i
cert; Public key certificate of the party i’s public key
EQi{} Public key encryption under i’s public key
Sai() Digital certificate under I’s private key.
Frijo Keyed KDF
fO Un-Keyed KDF
h() One way hash function
Hkiio MAC function

18




On Reduced Cost and Attack Proof Secure Authentication for
Multioperator domain of WMN using the Asymmetric Cryptographic
Technique

SID Session ldentifier

Table 2.1 List of Notations: Authentication and Key Exchange Protocols

For example, a session, Long term Credentials is used by authentication protocols to
verify the identity of an entity or node in key exchange protocols, which contain
information that is used to derive the session key. However, if we talk about short term
credentials, it is a session key or an ephemeral pair (public and private key pair). It
remains valid for a very short span of time. Generally used to avoid attacks or

cryptanalytic attacks in the networks.
2.2.2 Hash Function

A hash function h () convert a randomly long sequence to a string, are of fixed size v,
I.e. for binary strings h () = {0, 1} * 7— {0, 1} v a. Any secure hash functions satisfy
two properties[26], they are one-way, i.e. it is impossible to determine input that having
their respective (pre-defined) output, and collision free i.e. it is impossible to determine

any two or more than two distinctive inputs having same outputs.
2.2.3 Message Authentication Code (MAC)

A MAC function converts an input of a key K,a randomly long sequence of string, are
fixed size u, i.e. hK () = {0, 1} * 7— {0, 1} pu. A MAC function is derived from the
hash functions knows as a keyed hash function which is brought up as HMAC [27]. If
we want to compute HMAC for any arbitrary string, we have to consider hash function,
string S and the key K as an input, hK (S) where, K denotes an arbitrary source that

generate an arbitrary output.
2.2.4 Key Derivation Function (KDF)

A key derivation function converts a random long string to a fixed length string w, . f ()
= {0, 1} * 7— {0, 1} w. KDF can be created from a hash function. Keyed KDFs

accepts an andom inputs string s and a key K fK(s), where K consider as a arbitrary
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source hat generate a radom output. One important point to be noticed is that there is a
small difference between MAC and keyed KDF even if they accepts an arbitrary string,
key K and a hash function. The difference is that MAC is used for authentication and

integrity, purpose, whereas KDF is generally used to retrieve a key (cryptographic key).
2.2.5 ldentity Based Cryptography

Shamir suggested a model in which he considers user unique identities (IDs) as public
keys [28] and proposed first ID based signature scheme. Utilizing user’s identities as a
public key suffered from many consequences. IBC techniques are self authentication
phenomena, in which there is no need to restrict the public keys. IBC the unique
identity of a user i are denoted as binary string IDi € {0,1} * of random length, it
contains some information that uniquely identifies the users. For example, email id,
SSN no. and IP address. IDj is to be taken into the consideration, this IDj is used to
determine the public key of j, i.e. Qj=gl(IDj), where g1() is any function. The
advantage of this technique is that any user is able to derive the public key of others

devoid of any extra information.

The assumption is taken into the consideration with this technique is that,the identities
of all the parties or nodes in the network as well as function g1() is known to all the
nodes / parties in the network. Due to this assumption, in order to derive the private key
of all the nodes or the parties in the network, for security purpose there will be need a
trusted entity, which securely compute the private key and deliver it to the respected
entity. Otherwise, any user can able to derive its own private key with the help of the
public key. From the security point of view, it is not secure enough, because by doing
this any user can able to derive the private key of other users [28]. For this reason IBC
requires trusted party, that consider as a key generation center and key distribution
center (private key). Any trusted party computes private key by using its private key or
by their master key MK. Suppose there is user IDb having public key, Qb, then private
key can be computed with the help of Db= g2 (Qb, MK), where g2 () is a known
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function. Trusted party hand over the private keys to their respective users by using
secure channels. Trusted party having some private key generator function,which in
take public key of any users, as a result, it produces private key and securely deliver the

key to the user.

2.2.6 Authentication and Key Exchange

In this segment, we are going to discuss the various authentication techniques and key exchange
protocols.[29] [30].

2.2.6.1 Entity Authentication.

It is a process of authentication in which an entity Alice gives it identity proof to
another entity Bob, to certain that | am the legitimate user. In order to verify that the
Alice is the legitimate user or not, Bob run any authentication protocol, as a result Bob
assured that Alice is communicated to him. Here we discuss some of the authentication
techniques. In this thesis work we mention protocols that offer mutual authentication,
i.e. Alice and Bob verify each other. When we perform mutual authentication, we have
to be noted that, suppose if any two independent authentication protocols is running in
one sided direction, this is not appropriate for mutual authentication because there is no
common protocols in each direction and we are not able to know is two communicating
parties is participating or not. Thus, to avoid this authentication is performed in both the

direction is added.

A usual fashion to provide (mutual) authentication is the challenge-response technique
[30] where any node Alice effectively authenticated himself as a legitimate user to
another party Bob. This prevents a number of attacks like replay attack, denial of

service attack and modification. One important point to be noted here is that this
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authentication technique is susceptible to time synchronization problem, so to avoid

this we use the nonces.

This challenge response based mutual authentication technique utilizes nonces require
three handshake or three message flows. For implementation they utilize symmetric
and any cryptographic techniques [30]. In a symmetric challenge-response protocol,
both parties authenticate each other by providing evidence of their knowledge of a pre-
shared key. For example, the nodes can able to perform encryption or decryption of a
particular operation, this whole process can be performed with the help of key K. Some
of the techniques proposed by different authors, they compute the MAC. Whereas the
challenge-response based on public key techniques, in which any parties Alice and Bob
prove the ownership of their private keys by performing the decryption operation by
their public keys In the other method, Alice and Bob each sign a challenge using their

private keys
2.2.6.2 Key Exchange

Key exchange is a method in which a key is shared between two available nodes or
parties for further exchange of information. From a security point of view now a days
we are focused to generate a secret key, which protect the communication between two
parties. For example, as we discussed above about long term credential, in which we
use some key exchange mechanism, that established key among entities, commonly
called as a session key. This session key plays an important role, it used to derive other
keys that used for encryption, integrity and authentication for further communication in
the current session. This technique is based on symmetric, public key cryptography and

other existing protocols [29, 30].
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Protocol 1. EC-DH Key Exchange Protocol
PROTOCOL FLOW

Alice ——>Bob: T, =R, * P

Bob — —> Alice Ty, = Ry, * P

Session key SK = R, Tpo= RpoT

Table 2.2 EC-DH Key Exchange Protocol

2.2.6.3 Diffie Hellman Key Exchange

In this section we're going to discuss the example of a public key exchange protocol
named DiffieHelman key exchange protocol [31]. For the more security purpose, we
integrate elliptic curve cryptography with DiffieHellman Key Exchange protocol [32].
Firstly, public key and private key pair are generated and then with the help of this pair
we are able to compute the secure shared session key SK. This protocol is considered as

one of the important protocols that is used by many protocols.

We familiarize the subsequent representation, let E (Fq) be an elliptic curve over a
finite field Fg. Where q is a prime number and P a generator of E (Fqg) [32]. Now two
nodes Alice and Bob are implementing an EC-DH key exchange, where both the parties
try to find out an ephemeral public key withT,; = R, *P and T,, = Ry, * P,
respectively, where R,;, R,, € Fq are randomly chosen and consider as ephemeral
private keys. After computing public and private key pair, they exchange their public
key with each other and then they compute the DiffieHellman session key as SK=
RaiTpo= RpoTar-
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Protocol 2. MAC based Authentication Key Exchange Protocol

Protocol Flow :
Alice — —> Bob : IDalice; SID;Xalice

Bob — —> Alice : BOb, SID, Nbob» hka: (IDalice» Nalice» SID, Nbob)

Alice — —> Bob : IDalicetSIDfRalice = hka (IDbob'NbobeID' Nalice)

Table 2.3 MAC Authentication Key Exchange Protocols

2.2.6.4 Authenticated Key Exchange

For mutual authentication among entities we use a key exchange protocol for insurance
that the computed keys are trustworthy, i.e. the party that are communicating with each
other, they know to whom they are communicating. Any protocols that offer above
functionality is considered to be authenticated key exchange protocols (AKE). This
authentication, key exchange protocols can be configured using public key
cryptographic techniques. Author proposed in the paper [33], we differentiate three
approaches that offer authentication, key exchange, i.e. MAC , Digital Signature, public

encryption. As we all know session key can be computed using public key
cryptography.

A MAC function converts an input of a key K,a randomly long sequence of string, are
fixed size u, i.e. hK () = {0, 1} * 7— {0, 1} pu. A MAC function is derived from the
hash functions knows as a keyed hash function which is brought up as HMAC [34]. If

we want to compute HMAC for any arbitrary string, we have to consider hash function,
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string S and the key K as an input, hK (S) where, K denotes an arbitrary source that

generate an arbitrary output.

In Digital Signature We familiarize the subsequent representation, let E (Fg) be an
elliptic curve over a finite field Fq. Where q is a prime number and P a generator of E
(Fg) [31]. Now two nodes Alice and Bob are implementing an EC-DH key exchange,
where both the parties try to find out an ephemeral public key with T,; = R,; * P and
Tyo = Ry, * P, respectively, where R,;, Ry, € Fq are randomly chosen and consider as
ephemeral private keys. After computing public and private key pair, they exchange
their public key with each other and then they compute the DiffieHellman session key
as SK= Ry Tpo= RpoTai-

Protocol 3: Signature-Based Authentication key Exchange Protocols
Alice — —> Bob : IDalice» SID, Xalice

Bob — —> Alice :
IDyop SID, Npop, Xpobs Sa,,, UDbob Xbobs Xatices SID, ID gjice)

Alice — —> Bob : IDalice' Sdauce (SIDr Xbob'xalice» IDalice' IDbob)

Table 2.4 Signature Based Authentication Key Exchange Protocols

Following are the authentication key exchange protocol properties. This protocol
prevents some common attacks, like denial of service attacks, modification, non-
repudiation attacks. This protocol is run by all the entities, that are willing to
communicate with each other. Any two parties that run this protocol achieve two

followings necessary properties:

1)  Mutual Authentication among entities.
2)  Mutual implicit key authentication.
3) Completeness
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Point first ensures that any two parties jointly authenticate each other. Second point

indicates that key established will be known by only two parties, for example session

key or shared key.it will be noted that the key will be fresh, if a selected key is not fresh

then there will be a possibility that it will susceptible to attacks. Third point ensures that

both the parties having same session key (derived key) after the effective

accomplishment of protocol.

Following are the some other additional property that needs to be followed by this

protocol:

1)

2)

3)

4)

5)

Known Key Security: this is a security requirement property that needs to be
followed by this AKE protocol. This property guarantees that even if two or more
session key get expires, an intruder is not able to make an attack based on the
previous session keys apart from that it will not able to know the new session key.
Unknown Key Share Resilience: this prevents from identity misspending attacks.
An attacker not able to fool to another entity to think that he shares the key with
attackers that was originally established by the two entities. Hence, after the
execution of protocols both the parties ensure that they share a session key.

Key Control: this property ensures that the all the communication entity needs to
compute the session key, by this way it follow all the above discussed properties, by
doing this it will be very clear that all the communicating entity having the fresh
session key.

Deniability: Denialbility is the antonym of non-repudiation which is attained by
any party Alice runs a protocol with some other party Bob, and claiming that he has
the person talked with Bob.

Key Compromise Impersonation Resilience: In Key Compromise Impersonation
Resilience attack, firstly private key of any user Alice is compromised. After that
the attacker impersonate the other user Bob that it he is communicating with Alice.
But this KCI fails or not able to impersonate if the party present in some other
network.
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6) Perfect Forward Secrecy: perfect Forward Secrecy is attained, when the private
keys of the some users or nodes is compromised and a session key that was
previously established between the users are not compromised. This is achieved by
using Diffe-Hellman key agreement rather than any symmetric primitives.

7) Trusted Third Party-Perfect Forward Secrecy: one of the strongest notion of the
perfect Forward Secrecy is ID based schemes. In this master key is compromised
and this key is only known by trusted third party, but after having the knowledge of
master key of trusted third party it will not able to find out the expired session key.

8) Non- Redudiation: it is different from deniablitity, in which it guarantees that the
parties involves in the communication. It is not able to identify that the particular
request is not initiated by the one party. So this ensures that Non-Repudiation
indirectly provides integrity and authentication of the message.

9) Replay Resilience: in this an attacker is not able to replay a particular message
again and again that was happens in the previous session.

2.2.6.4 Pre-Authentication

Pre-authentication is also known as Initaila exchange or pre-shared credentials. During
pre-authentication, we prerequisite performs key exchange protocols for authentication
purpose. If we talk about Symmetric authentication key exchange protocol, both the
parties have to share a session key before communication and if we talk about public
key cryptography based authentication technique both the party needs to exchange
public key.

The similar durable authorizations are employed in all authentications and/or key

exchanges between identical pairs of nodes. The effort of delivering pre-authentication

is built on the difficult by forming a secure channel for secure credential interchange
devoid of sharing any credentials.

Note that “secure” refers to authentic for interchanging public keys and trustworthy and

stable for exchanging secret keys. We will argue approaches of offer protected channels

for pre-authentication. Pre-authentication in MANETSs can either happen through a

network or node initialization.
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2.2.6.5 Key Distribution
Dissemination of single and pre-shared keys by a Trusted third party as part of node
and/or network creation.

2.2.6.6 Key Revocation
Key revocation is the kind of attack in which attacker tries to find out the expired
session or any keys and make those facts public to all the nodes presents in the
network.this revocation information is available in the form of list, for example a list
comprise all the revoked certificates with useable certificates. This list is created and
generated by the certificate authority and hand over all the nodes are made available to
nodes that forms the network. If you are communicating with some other entity, there
may be possible for authentication purpose other party request you certificates from the
certification authority.
Certification revocation is widely used by X.509 certificates. Which contain a blacklist
of certificates assigns by the Certification authority and it makes this list public or
available to available repositories. Nodes that presents in the network area allowed to
access this repository when needed. As the number of nodes increases in the network
this list will also increase, thus there are many schemes were already introduced to
reduce this size of the list. In one of the proposed technique, there were only providing
the updated list this type of technique is known as Delta CRLs. In Online Certificates
Status revocation technique [35] any node present in the network can able to make a
request to know the status of particular certificates and Certification authority in
response returns the requested certificates which is duly signed by itself.
We can notice that these results need a stable setup, such as a Certification authority
and/or public depositories, to produce and allocate the revocation facts. Consequently,
network nodes that want to authenticate whether a credential is revoked must have
admitted to this set-up. Hence, present revocation solutions that are extensively utilized
for substructure networks such as LANs and WLANSs are not appropriate for an

arrangement in MANETs. In fact, as long as a certificate or key revocations in
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MANETS is one of the best interesting problems in all MANETS that utilizes public
key.
2.2.6.6 Key Renewal

Key renewal as its name indicates that it is a process or mechanism of getting a new
key after the expiration of previous one. Therefore a key renewable algorithm plays an
important role and necessary to accompaniment revocation schemes.

Traditionally, infrastructure based network any nodes gets its own new from the
certificate authority by re-authenticate the certification authority or other trusted third
party. Nevertheless, only key renewal is not as forthright in WMN and the results

depend on the availability of trusted third party.

2.2.6.7 Key Escrow
A body that is in possession of some private keys in the network. Key escrows are able
to decrypt data and may be able to impersonate nodes. For example the KGC in IBC
schemes is a key escrow. This property is measured as a weakness, but at times

observed at as an appropriate property.
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Paper 1:
Asha Rani Mishra, Anju Gera Bhawna Chauhan “Secure key pre-Distribution and Mutual Node
Authentication protocol In WSN using ECC” International Journal of Computer Applications
Vol. 89(10), (2014).

A.S Mishra, A Gera and B Chauhan [36] proposed a scheme in which they deal with pre-
distribution of keys using ECC. In which each node assigned with a head key which is a
point on elliptic curve and it also generate a private key pool for performing the point
addition and point doubling operation on head key. Their proposed approach classified
into three categories, i.e. key generation, key pre-distribution and key agreement. In key
generation phase base station generates the elliptic curve and its associated parameters
and with the help of this information they determine Head Key. In pre-distribution phase,
each node determines head key in the previous phase and in this phase they were
generating a pool of private key and in key agreement phase two nodes can communicate
with each other with the help of common secret key and if they didn’t share any key they

will find a secure path between them i.e. via some intermediate nodes.
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Paper 2:

Robert Steven Owor, John Hamilton “An Elliptic Cryptographic Algorithm For RF Wireless
Devices” proceedings of the Winter Simulation Conference IEEE conference, pp. 1424-1429,
(2007 Washington, DC).

R.S Owor and J. Hamilton[37] proposed a new asymmetric algorithm named (HOOD CRYPT)
which is based on ECC. They are trying to encrypt the OFDM i.e. based on a Radio frequency
wireless system using ECC. OFDM (orthogonal frequency division multiplexing) in which single
channels utilize multiple carriers and these subcarriers overlap each other in order to maximize

spectral efficiency. Orthogonality ensures no interference even if sub carriers are overlapped.

Paper 3:
Wael Adi “Fuzzy Modular Arithmetic for Cryptographic Schemes With Applications For Mobile

Security” EUROCOMM 2000. Information System, IEEE Conference.

Wael Adi [38] proposed a new scheme named Fuzzy Modular Arithmetic. The key idea behind
this scheme is “do not compute the result exactly”. The essential feature behind this is just want
to perform only a partial reduction. In this reduction there is no division operation, i.e. the
division operation is replaced by continually subtracting some random values i.e. the value of m.
In this scheme a complex modular computation can able to transform from low complexity unit
to high computation system units. The important feature of this scheme is that it saves the
computational power, system complexity. If this scheme is used, then it can be possible that we

can change the computation power as needed for some system units.
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Figure 9 Fuzzy Modular Arithmetic
Paper 4:

Huan-Chung Lin and Yuh-Min-Tseng “A Scalable ID Based Pairwise Key Establishment
protocol for Wireless Sensor Networks” Journals of Computers, Vol. 18(2), 2007

Huan-Chang Lin and Yuh-Min Tseng [39] in wireless sensor network nodes are configured in an
environment where they can susceptible to various types of attacks. Although the sensor network
has constrains regarding having low power, less storage space, low computation power and short
communication range. There are many existing protocols has been evolved, but they have some
inherent drawbacks. Author proposed a scalable method i.e scalable id based pairwise key

establishment protocol that allow nodes to share a session key with its neighbors. By comparing
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with the other protocol, the proposed protocol offers two advantages: 1) requires constant
memory. 2) Secure communication between sensor nodes. A protocol has been classified into
four categories:- 1) manufacture phase 2) network deploying phase 3) re-keying phase and 4)

Adding new node phase

Manufacture Phase

There is a one centralizes server names Registration server (RS), which issue keys to each sensor
node in wireless sensor network. In this phase a node submits its ID first to RS, and RS performs
following computation.

Generate a random integer T; € Z,,.

Compute Pi=T;G and S;=T;+ Sh( IDj|| x(P;)) mod q.

RS issue G, q, Prs, Pi and S; to the node. Where Pi and S; are the public and secret key.

Node I Node j

Randomly choose R; Randomly choose R;

Vi=RixG (ViPilDy) Vi=Rj«G

Wi= R+ Six(Vi)mod q Wi= R;+ Six(Vj)mod ¢
(V. P, 1Dy)

Zy=P;+h(ID|Ix(P;))Prs Zi=P;+h(1D/[|X(P;))Prs

Kij= Wi (Visx(V)) 2) Kji= Wi (Viex (Vi) Zi)

Table 2.5 Key Agreement Protocol

Network Deploying Phase

In this phase, each node has to establish a secure link with its neighbor and share a secret key

between them. This reduces the overall computation.
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(a) A simple wireless sensor network. (b) Communication range of node A.

Figure 10 Network Deploying Phase

Rekeying Phase

In this phase after a certain period of time each node chooses another pair of key from its storage
and broadcast (V;, ID;) to the adjacent node.after receiving all the messages from its adjacent
nodes the node j only needs to compute Kjand S;; this is because each node stored its adjacent

nodes variable Zj.this will reduce the overall computation in this phase.
Adding new Node Phase

In this phase ,whenever adding new nodes or compromised, we replace that node. Many
protocols has been evolved, but either of one not provide this phase. Author provide an algorithm
for this , according to author only the added new node and the adjacent node perform the

network deploying phase to establish a secure connection.
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Paper 5:
Gopinath Ganapathy and k. Mani “Maximization of speed in Elliptic Curve Cryptography using
Fuzzy Modular Arithmetic over a Microcontroller based Environment ” proceedings of the
World Congress on Engineering and Computer Science, Vol. 1,(2009 San Francisco, USA).

Gopinath Ganapathy and K. Mania [40] In this scheme author integrate the two concepts or
technology (ECC + Fuzzy Modular Arithmetic). As we all know two basic operations are
performed while implementing Elliptic Curve Cryptography, one is Point addition and another is
Point doubling or scalar point multiplication i.e. (kp) mod m. In order to speed up this operation
various trail division operations are used and if we implement this trial operation, hardware cost
increases because it is a slow operation. To speed up this operation author used fuzzy modular
arithmetic, in which instead of executing a modular operation we repeated subtraction is used. If
we run an algorithm on a general computer, then the computer is only physically secured ,but the
software that implements cryptographic algorithm in order to bring security, is not secured. So

hardware encryption performs cryptographic security with high speed and in secure form.
0 [}

(a) Node N broadcasts HELLO message. (b) Nodes C and D reply to node N.

Figure 11 Adding new node Phase
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Paper 6:

Yiliang Han and Xiaolin Gui “Multi-recipient Signcryption for Secure Group Communication” 4th IEEE

Conference on Industrial Electronics and Applications ICIEA, pp. 161 — 165, (25-27 may 2009).

Yiliang Han and Xiaolin Gui [40]In an adverse environment, there is a need of security in order
to protect against various types of attacks. To achieve authenticity and confidentiality, we have
to perform two operations mainly, encryption and digital signature. Traditional approaches have

many disadvantages:-
1) Heavy overhead.
2) Lack of Security.

Zheng proposed an approach named signcryption in which both encryption and digital signature
operation are a single primitive. However the concept proposed by Zheng is unpractical for
scalability point of view, i.e. MRES (multiple recipient encryption scheme).the overall
computation overhead in single message multiple recipient and multiple message multiple
recipient include encryption and decryption operation of sender and multiple receiver

respectively and the broadcasted cipher text.

Single message multiple recipient

p: a large prime.

g: a large prime factor of p - 1.

g: an element of Zq of order q.

Hash: a one-way hash function.

KH: a keyed one-way hash function.

(E;D): the_ encryption_ and_ decryption_ algorithms_ of _a_

symmetric_key cipher.y
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Figure 12 Architecture of Multi-Recipient Signcryption

Keys Generation.

Sender’s keys

xa: Sender’s private key, xa €Z(Q.

ya: Sender’s public key, ya = gxa mod p.
(xa,ya).

Receiver’s keys

xb: Receiver’s private key, xa €Zq.

yb: Receiver’s public key, ya = gxa mod p.
(Xai,Ybi)

Signcryption. Sender randomly chooses xR Zg, then sets
Begin
k1 = hash (gx mod p)
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Fori=1, ..., n,

k2i = hash (yp; X mod p)

ci = Ek2i(m)

r = KHk1(m)

s = x—1( + xa)mod q.

End For

End

Sender sends (c1,c2,...,cn; r; s) to receivers.
Designcryption. Receiver computes
tl = (yagr)S modp

t2i=tl

Xpi mod p

k1 = hash (t1)

k2i = hash (t2i)

m = Dk2i(ci)

To obtain the plaintext message, then checks whether KHk2(m) = r for signature verification.

Each signcryption text can be verified publicly after receiver publishes the triplet (m; ri; si).

Multiple Message Multiple recipient

Begin
k1 = hash (gx mod p)
For i=1-n,

k2i = hash (y,; x mod p)

ci = Ek2i(mi)

ri = KHk1(mi)

si = x—1(ri + xa) mod q.
End For

End
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Sender sends (ci; ri; si) to receivers.

Designcryption. Receiver computes

tl = (yagri)simod p

t2i = t1

Xpi mod p

k1 = hash (t1)

k2i = hash (t2)

mi = Dk2i(ci)

To obtain the plaintext message, then checks

Whether KHk1(mi) = ri for signature verification. Each receiver has a different message and
each signcryption text can be verified publicly after receiver publishes the triplet (mi; ri; si).
The above proposed technique reduces total overheads sharply by providing high security, secure

communication, secure routing and high performance.

As in security, authentication and privacy is one of the open challenges in wireless mesh
network. There are many such algorithms already have been developed, and still researcher work
in this area extensively. This section includes previously proposed approach for secure
authentication and privacy, later on proposed architecture are discussed in details.
Paper 7:
Arunesh Mishra and William A. Arbaugh, “An Initial Security Analysis of the IEEE
802.1X Standard”, Computer Science Department Technical Report CS-TR-4328,
University of Maryland, USA (2002).

Arunesh Mishra and William A. Arbaugh [41] proposed a mechanism for client authentication,
which ensures the flexibility and transparency for all users present in the WMN. In their
proposed technique, they were focusing on two attacks in the networks, i.e. Man in the middle
attack and forging session key. The largest trouble with this plan of attack is node mobility,

particularly when there is real traffic.
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Paper 8:
Mohamed Kassab, Abdelfettah Belghith, Jean marie Bonnin and Sahbi Sassi, “Fast Pre-
Authentication Based on Proactive Key Distribution for 802.11 Infrastructure
Networks ”. Proceedings of the 1% ACM Workshop on Wireless Multimedia Networking
and performance modeling, pp. 46-53 (2005).

Mohamed Kassab, Abdel fettah Belghith, Jean Marie Bonnin &Sahbi Sassi [42-43] proposed a
technique in which they overcome the disadvantage of [44] i.e. Client mobility. The author
proposed two authentication schemes one is proactive key distribution and other is PKD with
IAPP caching. With this arrangement they were trying to fasten the secure the authentication
Procedure between mesh network and station.
Paper 9:
Prasad, A. R. and Wang, H, “Roaming Key Based Fast Handover in WLANs”,
Proceedings of IEEE Wireless Communications and Networking Conference (WCNC
2003), Vol. 3, pp. 1570-1576(2005).

Ben salem, N and Hubaux, J.-P, “Securing Wireless Mesh Networks. IEEE Wireless
Communication” , V0l.13(2), 50-55 (2006).

As in security, authentication and privacy are the main focus of the authors, but Operator
backbone security is a one of the open challenge. Here in this paper author develop a model
which incurs three features in individual frameworks, i.e. Firstly, their model is secured in two
cases of attacks (denial of service attacks and adversary corruption of data), secondly their model

provides a secure routing and fairness among the various nodes (Ben Salem, N. & Hubaux) [45].
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Paper 10:

Omar Cheikhrouhou, Maryline Laurent-Maknavicius and Hakima Chaouchi, “Security
Architecture in a Multi-Hop Mesh Network”, Proceedings of the 5th Conference on
Security Architecture Research, (2006).

Omar Cheikhrouhou, Maryline Laurent-Maknavicius and Hakima Chaouchi [46], proposed a
technique in which they were working on two problem i.e. Data protection in mesh networks and
access mechanism. For authentication they utilize IEEE 802.1X and to avoid the rejection of new
mobile in a network due to lack of IP address, they integrate the two techniques i.e. PANA

(Protocol or carrying Authentication for Network Access and IPsec.
Paper 11:

Parthasarathy, “Protocol for Carrying Authentication and Network Access (PANA)
Threat Analysis and Security Requirements.”, RFC 4016, (2005).

M Parthasarathy [47] elaborate a technique, which define how a client can securely access the
network along with confidentiality. In this technique, they use PANA and PAA agent, which are
used to authenticate the client and build a tunnel into the network which helps to achieve

confidentiality, integrity and also secure the exchanged confidential information.
Paper 12:

S.Zhu, S.Xu, S.Setia and Jajodia, “LHAP: A Lightweight Hop-by-Hop Authentication
protocol for Ad-hoc Networks”, Proceedings of the 23rd IEEE International Conference
on Distributed Computing Systems Workshops (ICDCSW’03), 749—755 (2003).
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S. Zhu, S. Xu, S.Setia and Jajodia, “LHAP: A Lightweight Network Access Control
Protocol for Ad Hoc Networks” , Ad Hoc Networks, Vol. 4 (5), pp. 567-585 (2006).

Moustafa, “Providing Authentication, Trust, and Privacy in Wireless Mesh Networks.
Security in Wireless Mesh Networks.” Zhang et al. (eds.), CRC Press, (2007).

Zhu. And Mustafa [48-49-50], work on a technique named Light weight hop by hop access
protocol. The idea behind this is to authenticate mesh client and prevent the network from the
resource consumption attack. In this authentication concept, the user’s data are authenticated at
each intermediate node before forwarding. LHAP best suited to adhoc network and resides

between the data link layer, network layer and offers high grade protection.
Paper 13:

Zhu H, Lin, X, Lu, R, Ho, H.P and X. Shen, “A Secure Localized Authentication and
Billing Scheme for Wireless Mesh Networks”, IEEE Transactions on Wireless
Communications, Vol. 7 (10), pp. 3858-3868 (2008).

Zhu.Et.al [51] proposed a secure localized authentication and billing schemes, in which they
offer a guaranteed security in WMN. They improve performance, resistance to system
compromise and easily handle the workload of brokers when it is roam to some other mesh.

Nevertheless, it offers many characteristics, but not able to provide secure routing.
Paper 14:

B.He, S.Joshi, D.P.Agrawal and D.Sun, “An Efficient Authenticated Key Establishment
Scheme for Wireless Mesh  Networks”, Proceedings of IEEE Global
Telecommunications Conference (GLOBECOM’10), pp. 1-5 (2010).

He.et.al [52], proposed a distributed architecture technique (authentication key establishment

scheme over hierarchical based multivariable symmetric function). Generally authentication in
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distributed architecture minimizes the authentication latency by distributing the trusted party
over a network that have a signing rights on the authentication server. The author proposed a
scheme in which mesh client and mesh router construct a mutual pairwise key without any

intervention of any central authentication server.

Paper 15:
J.Sun, C.Zhang, Y.Zhang and Y.Fang, “SAT: A Security Architecture Achieving
Anonymity and Traceability in Wireless Mesh Networks”, IEEE Transactions on
Dependable and Secure Computing, Volume 8 (2), 295-307 (2011).

Tianhan Gao, Nan Guo and Kangbin Yim, “Delegation-based mutual authentication
scheme for multi operator wireless mesh networks”. In proceedings of (IMI1S2012),
143-147 (2012).

[53-54] Proposed a secure authentication scheme named SAT, in which they enhanced the
security by hiding the network access, location details and the communication path while
maintaining the integrity and confidentiality. Basically, they resolve two conflicts, i.e. tracking

the misbehaving user and anonymity of legitimate users.
Paper 16:

Summit R. Tuladhar, Carlos E. Caicedo, James B.D. Joshi, Inter-domain authentication
for seamless roaming in heterogeneous wireless networks, in:SUTC '08: Proceedings of
the 2008 IEEE International Conference on Sensor Networks, Ubiquitous, and
Trustworthy Computing, SUTC 2008, IEEE Computer Society, Washington, DC, USA,
2008, pp. 249_255.

(Summit R.)[55] Proposed a token based authentication scheme, in which token is utilized for
verification purpose. Token works same as that of digital signatures by integrating public key

with subjects ID and it’s also verifies the authenticity of subject ID in the issuer realm. This
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protocol reduces the time required for authentication and also somehow restricts the
communication between the home network to the roam or foreign network, but it requisite a

roaming credential that will be shared among servers this incurs some cost for supervision.

Paper 17:

Ford Long Wong, Hoon Wei Lim, Identity-based and inter-domain password
authenticated key exchange for lightweight clients, in: AINAW '07: Proceedings of the
21st International Conference on Advanced Information Networking and Applications
Workshops, IEEE Computer Society, Washington, DC, USA, 2007, pp. 544 _550.

(Ford)[56] Proposed a key agreement protocol based in identity based encryption technique. This
scheme overcomes the above discussed problems, i.e. the administration cost. One of the biggest

drawbacks of this scheme is that, it cannot guard the user’s privacy.
Paper 18:

Her-Tyan Yeh, Hung-Min Sun, Password authenticated key exchange protocols among

diverse network domains, Computers & Electrical Engineering, 31 (3) (2005) 175-189.

(Yeh and Sun) [57] Proposed a four party based, password based authentication technique and
key establishment protocol. To accomplish all this feature, there will be a requirement of public
key infrastructure for the distribution and confirmation of server’s public key to the clients. But

the problem with this approach is that it is not well suited for lightweight computing domain.

Paper 19:
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Ren-Junn Hwang, Feng-Fu Su, A new efficient authentication protocol for mobile
networks, Computer Standards & Interfaces 28 (2) (2005) 241-252.

(Ren-Junn) [58] Proposed an authentication scheme, which utilizes symmetric encryption

technique and hash function.

Paper 20:

Catherine Meadows, Formal methods for cryptographic protocol analysis: Emerging
issues and trends, IEEE Journal on Selected Areas in Communications 21 (2) (2003)
4445,

(Hung-Yu Chien) [59] Proposed an authentication scheme, which utilizes a public key
encryption technique. Instead of using certificates, they utilize hash function, which decreases
the management cost of certificates. To accomplish this feature additional server is required,

which somehow increases the time delay.
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Chapter 3: Proposed Framework

This chapter gives an overview of problem formulation and proposed solution for that particular

problem. We propose a framework for secure authentication in wireless mesh network, which

consider this entire basic goal:

R/
X4

D)

X/
°

°

L4

Secure Key Authentication and Key management.
Security from Intruders.
Reduce the overall cost of computation.

Efficiently work in the Multi-Operator Domain.

3.1 Overview

In the above state-of-art various previously proposed approaches has been deliberated.
Generally, their Authentication protocols are classified into two categories broker based
approach and home foreign based approach. In home foreign based methodology, mesh
client in WMN first registers to its home network. If mesh client wishes to roam in
WMN, then this natural action is done by another operator. Authentication between
mesh clients is achieved by the involvement of mesh client, home network and the
roam network. Even so, it incurs disadvantage, when the number of clients may get
increases and they frequently perform an activity of roaming to another network then
authentication in this case incurs a huge operating expense. Therefore, it is not suited
for real time application. Broker based methodology, somehow reduces the
authentication overhead, i.e. Authentication between mesh client and the roaming
network is achieved without the involvement of the home network. Therefore, it is best
fitted for real time application, but it also incurs drawbacks i.e. Lengthy interpret
authentication is exist when mesh client is roam from one operator to another operator's
network. Thus, both home foreign based and broker based is suitable for authentication
in WMN. In this paper, we propose a SAWMN hierarchical broker based architecture
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for multi operator WMN. SAWMN is best fitted for real time application because as the
number of mesh client get increases in the network, it is quite slow to perform
authentication among mesh nodes to overcome this overhead, SAWMN utilizes
delegation rights phenomenon (broker delegated it signing rights to its mesh gateway
and mesh router instead of contacting trusted third party mesh clients directly get

authenticated with the help of network router).
3.2 SAWMN Architecture

Our suggested approach is based on broker based three tier hierarchical architecture for
wireless mesh network as shown in figure 3. Wireless mesh network holds two types of
nodes, i.e. mesh router and mesh client. In addition to the networking proficiency
among mesh client and mesh router, mesh router has mesh gateway functionality which
enables to connect a WMN to other networks. Further, these multiple mesh networks
are managed by administrative domain. Agreeing to our approach the broker or trusted
party is residing the top level in the architecture. Mesh gateway resides on the second
level, which plugs into the backbone of WMN to the internet (wired). The third level
consists of network router, which works as an access period to demonstrate
communication between network nodes. The whole architecture is depicted in figure
13.

In our proposed approach, any client that desires to be a part of a network, firstly nodes
have to contact with a broker. Equally, we are using an identity based encryption [51-
52], in which each node has to place forth its own public key, i.e. Its own identity of a
broker agent. A trusted party or a broker used its own secret key to generate a private
key for that node. As we all know mesh gateway and network router has less mobility,
and so we consider them as a stationary node. As explained earlier our approach is
grounded on three tiers hierarchical architecture, which incurs a great disadvantage that
as the number of nodes in a network increases, it is quite tedious job and

computationally inefficient, that each node has to make contact with the broker in order
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to know its private key. So to overcome this disadvantage, broker delegates it’s signing
rights to a mesh gateway by issuing certificates. Mesh gateway computes its proxy
rights and assigns its own rights to mesh router by issuing tickets and generates a

certificate by signing the ticket using a proxy signature key.

| BackBone

Broker Broker Broker

Figure 13 SAWMN Architecture
3.3 Flow Diagram of SAWMN Working

Now we have elaborated the authentication algorithm SAWMN. Which incorporates
the identity based encryption and ticket based authentication scheme. Further, we have
shown the step by step execution of SAWMN.

Firstly brokers choose a random number R i.e. Private Key and compute its public key.
Suppose a mesh gateway is a newly entered node, as shown in figure 14 firstly mesh
gateway handover its own public key, i.e. Its own Identity to broker. The broker has a
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private key generator which generates a private key to the gateway, it delegates its
signing rights to gateway and securely transfer it to the mesh gateway. The whole
operation is shown in step 4-5.

Terminologies used

IDy ¢ Gateway ID (public key)
PRy Gateway private key
Certs, Broker signing rights

IDy g Mesh router ID (public key)
PRy R Mesh router private key
Certhis Gateway signing rights

IDy Client ID (public key)

PRy Client private key

Ticket Valid communication session

Table 3.1 Terminologies Used in Figure 14
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. Wireless
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Wireless
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+ Ticketye mr
Mesh Router

Phyc +TzcketMRM

Q Mesh Client
O

Wireless
connection

Figure 14 Flow Diagram of SAWMN

As mesh gateway already receives broker signing rights, now onwards gateway
performs the same operation like a broker. For e.g. In figure 14 mesh router gets its
own private key from gateway instead of bringing up from a broker, but mesh router
has less mobility so it also considers as a stationary node (trusted party), thus while
sending private key for router, gateway also delegates its own and broker signing rights

to mesh router. The whole operation is elaborated in step 6-7.

Now onwards mesh router has rights to perform the same operation like a broker and

gateway. Any mesh client instead of getting its own private key from broker they can
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directly get it from mesh router. As shown in figure 13 i.e. Mesh client first hand over
its public key to the router and router generate a private key for the client and transfer
private key along with tickets to the mesh client.

3.4 Theoretical Modeling of SAWMN

Step 1: First we define two group fieldG,, Gr and two hash function H; H,.

Step 2: Broker randomly chooses an integer t €(1,n — 1)and computes its own public

key, with the help of the following equation.
T=tx*p

Step 3: Broker defines Param Field, this field is an output by taking k security
parameter as an input. Param field consist of message Space M, group field G,, G
And two hash function Hy H,.This param field is publicly recognized by the others

while the private key is known by the secret key generator.
Param = (G,,Gr,p,H{,H,, T)

Step 4: Suppose any node A want to join the network, so its request for his private key
to the broker. PR,, To calculate the private key for node a broker needs A’s Identity or
the public keyID,.After calculating private keyP,, This key is securely delivered it to

the Node A using BLS (short signature scheme) signature.

PR, = t H(ID,)

Step 5:Broker also generates Certificates and send it to the Node A.
Cert? = tPh,

Ph, = Hy[Exp,T,ID,]

B - Node A: (Cert§ )
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Step 6: As | explain earlier mesh gateway and mesh client has less mobility, and broker

delegates its signature to this node. Assume Node A is the Mesh gateway
CeT'tMG = Cer‘tﬁa + PRMG * PhMG

Step 7: After performing above operations, Broker already sent its delegation writes to
mesh gateway and then mesh gateway after receiving delegation rights from a broker, it

generates a ticket and gives its delegation rights to mesh router.

Ticketycr = (Exp,Brokeryp ,T,IDyg, IDyg ,Signuye)
Signue = ((Exp|| Brokeryp || T||IDyr|| IDy)Signcert mc)
CerttS = PRy * Phyg
Phygr = Hy[Exp,T,1Dy¢,I1Dyxr |
MG — MR : [Ticketyg g, Cerths |.

3.5 Strength of Proposed Approach

In order to achieve a secure communication in the network, various authentication
algorithms have been developed. Mutual authentication in wireless mesh network is a
one of the hottest topics and various researches has been going in the future also. This
section defines why our proposed algorithm is effective. SAWMN incurs a number of
features and provide a secure communication between mesh clients, mesh router- mesh
clients, etc . SAWMN reduces the overall system complexity and also the price needed
for the management of public key, which induces a heavy impact on the net. In earlier
literature works, a node that wants to be a part of the network, firstly he has to choose
an integer value from a particular range, then computes its own public key, so here

apart from private key it also maintains its own public key while in SAWMN, as

53



On Reduced Cost and Attack Proof Secure Authentication for
Multioperator domain of WMN using the Asymmetric Cryptographic
Technique

explained earlier in SAWMN, nodes that wishes to join in the network, firstly it has to
get its own private key from the broker by handling its own public key or identity. Here
in SAWMN, user identity act as a public key for the node and for private keys, broker
performs private key generation operation in place of nodes, thus the overall

computation complexity of the system is reduced.

In SAWMN, broker act as a trusted third party, this authenticates and issue tickets to
the nodes. As SAWMN s a three tier hierarchical based architecture, as the number of
clients in the network increases, it is computationally inefficient for the client to always
contact to the broker for the private key and increases the overhead. In SAWMN,
broker delegates its signing writes to the mesh gateway or to the mesh router, which
enables a mesh router or mesh gateway to act like a broker and assign private key from

a newly joined client.

Our suggested proposed approach extends above discussed technique in order to
accomplish the authentication procedure in Inter-domain and Intra domain. Here we
used one additional server named as Main server, which contain the all related
information like IP Address of the sub-module, roaming information, etc. Main server
performs various functionality, like if any mesh client roams from one domain to some
other domain, then this activity is first noticed by main server which internally hand
over the mesh client IP address to the foreign domain. After this foreign domain

performs some authentication process between mesh clients and mesh router.
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Figure 15 Block Diagram of Authentication Network

3.6 Inter-Domain Authentication

When mesh client roams from broker 2 domains to broker 1, Inter domain
authentication has been taking place between the mesh router and the mesh client.

Following an authentication process will be followed by MC andMR;.
1) MRy - MC :=TKyL'™ = {Exp,IDp1,tp1, IDyc1, IDyrs, Sig(gatewayl)}.

2)  MC - MRy:=TKE%: ={Exp', IDg,, tg,, IDyc,Sig(broker B2)}.

5 MR, - MC
—_ MR]_MG]_ l .
=TK, = {Exp’, IDy¢1, IDyr1, IDyc, Sig(Mesh router1)t; ,N; }.

4  MC - MRy:={t,,N,}.
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Figure 16 Inter-Domain Authentication

The mesh router periodically broadcasts message 1 to its coverage area. When mesh
client roams from broker 2 to brokerl called inter domain. After receiving message 1
following operations are performed.

1. It first checks the freshness of the Expiration or validity of the ticket.

2. Retrieve broker 1 public key and from broker’s public key, it verifies the
signature of gateway 1.
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3. After verification, it computes shared key Kyc—_yr1= € (IDyc, IDygr1), Where =
IDMRl = H1 (EXp, IDMGl).

Mesh client now sends a message (2) to mesh router 1. After receiving the message (2)

it performs following tasks.

1.  Check for the expiry date on the Client ticket and make certain that it is not

expired.

2. Retrieve broker 2 public key and from broker’s public key, it verifies the

signature of gateway 2.
3. After verification, it computes a shared key Kyr1—-mc = € (IDyr1, IDyc)-

4. Mesh router 1 generates tickets for newly entered nodes, i.e. Mesh client.
MR]_MG]_ — ! .
TKyc = {Exp’, IDy¢1, IDyr1, IDyc, Sig(Mesh router1)t; ,N; }.

5.  Before sending to the mesh client, mesh router 1 sign the ticket with HMAC, 1 =

MR{ MG,
TK,, .

Mesh router 1 now sends a message (3) to mesh client. After receiving the message (3)
it performs following operations.

1. Check the newness of timestamp and the expiry of the ticket.

2. Verify the ticket TKy»*""% Using shared key Kyc__mz: (Computed by mesh

client).

3. If the verification of ticket is done successfully, then mesh router is considered as

an authentic router or trustable router.

4.  Generate a timestamp and create a signature on it, by signing it with the shared

key (Kyc—-mr1).
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Mesh client now sends a message (4) to mesh router 1, after receiving a message (4) it

perform the following operations.
1. Check the newness of timestamp and the expiry of the ticket.
2. Verify the timestamp using a shared key Ky z1——nc (Computed by mesh router 1).

3. If the verification of the timestamp is done successfully, then mesh client is

considered as an authentic user or trustable user.

4. Latter on Mesh client and mesh router 1 generate a session key
H1 (Kyc—-mr1){t1][t2}.

3.7 Intra-Domain Authentication

When mesh client roams from mesh router 1 to mesh router 2, Intra domain
authentication has been taking place between the mesh router and the mesh client.

Following an authentication process will be followed by MC andMR,.

1. MR, » MC:=TKE} M5 {Exp.1Dg,, tg1,IDyc1, IDyr2, Sig(gateway)}.

2. MC > MR,: =TKyE* MR fExp" IDyc1 IDyr1 IDuc, Sig (mesh router 1)}.
3. MR, - MC:={t;,Ns)}.

4, MC - MR, ={t,,N,}.

Mesh router 2 periodically broadcast message 1 to its coverage area. When mesh client
roams from mesh router 1 to mesh router 2 called intra domain. After receiving

message 1 following operations are performed.
1. It first checks the freshness of the Expiration or validity of the ticket.

2. Retrieve broker 1 public key and from broker’s public key, it verifies the
signature of gateway 1.
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3. After verification, it computes a shared key Kyc—_nyr2= € (IDyc, IDyr2), Where

IDyg2 = H1 (Exp, IDyg1, [Dyga)-
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Figure 18 Intra-Domain Authentication

Mesh client now sends message (2) to mesh router 2. After receiving the message (2) it
performs following tasks.

1.  Check for the expiry date on the Client ticket and make certain that it is not

expired.
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2. Retrieve mesh gateway 1 public key and from mesh gateway public key, it

verifies the signature of mesh router 1.
3. After verification, it computes a shared key Kyrz——pc = € (IDygr2, IDyc)-

4.  Mesh router 2 generates timestamp t; and Before sending to the mesh client,
mesh router 2 signs the timestamp with HMAC N;= {t; } HMACSig_Kyr2—_mc-

Mesh router 2 now sends message (3) to mesh client. After receiving the message (3) it
performs following operations.

1. Check the newness of timestamp and the expiry of the ticket.
2. Verify the timestamp using a shared key Ky;c—_ur2 (Computed by mesh client).

3. If the verification of the timestamp is done successfully, then mesh router is

considered as an authentic router or trustable router.

4.  Generate a timestamp and create a signature on it, by signing it with the shared

key (Kyc—-mr2).

Mesh client now sends a message (4) to mesh router 2, after receiving a message (4) it

perform the following operations.
1. Check the newness of timestamp and the expiry of the ticket.
2. Verify the timestamp using a shared key Ky z,—_uc (Computed by mesh router 1).

3. If the verification of the timestamp is done successfully, then mesh client is considered as

an authentic user or trustable user.

4. Latter on Mesh client and mesh router 2 generate a session key H1 (Kyc—_mr2){t3]|t4}.
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Figure 19 Inter-Operator Domain

When mesh client roams from mesh router 1 in One domain to mesh router 3 in another
domain, Inter Operator authentication has been taking place between the mesh router 3
and the mesh client. Following an authentication process will be followed by MC
andMR;.

1. MRy - MC: =TKg3 % {Exp.IDg1, tp1, IDyg1, IDygrs, IDyg2, Sig(gateway 2)}.

2. MC > MR;:=TK}NE MR {Exp' IDye1 JIDyr1 JIDyc, Sig (mesh router 1)}.
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3. MR; > MC
—_ MR3MGZ ! .
=TKyc = {Exp’, IDy¢2, IDyr3, IDyc, Sig(Mesh router 3 )ts , Ns }.

4. MC - MRs:={ts,Ng}.

Mesh router 3 periodically broadcast message 1 to its coverage area. When mesh client
roams from mesh router 1 to mesh router 3 called an inter Operator domain. After

receiving message 1 following operations are performed.
1. It first checks the freshness of the Expiration or validity of the ticket.

2.  Retrieve broker 1 public key and from broker’s public key, it verifies the
signature of gateway 1.

3. After verification, it computes a shared key Ky ¢c—_yr2=€ (IDyc, IDygr2), Where
4, IDMR3 = H1 (Exp, IDMGI' IDMR3)'

Mesh client now sends a message (2) to mesh router 3. After receiving the message (2)

it performs following tasks.

1.  Check for the expiry date on the Client ticket and make certain that it is not

expired.

2. Retrieve mesh gateway 1 public key and from mesh gateway public key, it

verifies the signature of mesh router 1.
3. After verification, it computes shared key Kyrz——mc = € (IDyrs3, IDyc)-

4.  Mesh router 3 generates timestamp ts and Before sending to the mesh client,

mesh router 3 signs the timestamp with HMAC N¢= {t; } HMACSig Ky r3——umc-

Mesh router 3 now sends message (3) to mesh client. After receiving the message (3) it

performs following operations.
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1.  Check the newness of timestamp and the expiry of the ticket.

2. Verify the timestamp using shared key Ky c—_mgrs (Computed by mesh client).

3. If the verification of the timestamp is done successfully, then mesh router is

considered as an authentic router or trustable router.

4.  Generate a timestamp and create a signature on it, by signing it with the shared

key (Kyc—-mr3).

Mesh client now sends a message (4) to mesh router 3, after receiving a message (4) it

perform the following operations.
1. Check the newness of timestamp and the expiry of the ticket.
2. Verify the timestamp using a shared key Kj;r3——_nc (Computed by mesh router 1).

3. If the verification of the timestamp is done successfully, then mesh client is

considered as an authentic user or trustable user.

4. Latter on Mesh client and mesh router 3 generate a session key
H1 (Kyc—-mr3){t5][t6}.
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Chapter 4: Simulation Framework

In this chapter, we discourses the simulation of the projected algorithm. It also describes the

framework for simulation for the proposed scheme.
4.1 Simulation Background

4.1.1 Verification of Results against Forgery of Key and Intruder Attacks

In this section we have recorded the performance results of proposed approach i.e.
SAWMN. We execute SAWMN on AVISPA SPAN and shown the how the
communication has been taken place between entities. We tested the SAWMN security
assets using a model checker AVISPA SPAN, which offer a correct resilient of

proposed security protocol.
4.1.1.1 HLPSL Code- Control flow pattern for SAWMN

HLPSL is a high level protocol specification language, which will be utilized for
modeling a protocol, whose semantics is based on Lamport’s temporal logic
specification [53-54-55-56]. AVISPA takes HLPSL code as an input and describe the
security principles and also put down their respective security features. HLPSL
described protocols in the form roles. Each protocol has their respective roles, which
elaborate the intended action to be performed by the protocol. Each function is depicted
in the form of state, which contain variables. These variables or parameters are
responsible for state transitions, i.e. establishing communication among roles via

channels, retrieving information. Listing 1 shows the SAWMN HLPSL Code.
4.1.1.2 HLPSL2IF Coding — HSPSL to Intermediate Format

When a protocol is molded in HLPSL Code, AVISPA transform high level language

into a low level language, i.e. the intermediate language format IF with the help of
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HLPSL2IF translator. This intermediate language format is executed at the backend by
the tool OFMC, CL-AtSe. figure 20 shows the SAWMN HLPSL2IF Coding.

7% SPAN 16 - Protocol Verfication
File

%% IF specification of C:\SPAN'testsuite\results\hipsiGenFile.hips!
section signature:

state_role_MG: agent * agent * agent * agent * nat * symmetric_key * public_key * text * public_key * text * text * nat -> fact
state_role_MR: agent * agent * agent * agent * nat * public_key * text * text * nat -> fact

state_role_MC: agent * agent * agent * agent * nat * nat -> fact

state_role_BR: agent * agent * agent * agent * nat * symmetric_key * public_key * public_key * text * nat -> fact

section types:

start, MGoal: message

auth_1: protocol_id

hash_0: hash_func

Dummy_Cert, Dummy_Ticket, Dummy_Exp, Cert, Ticket, Exp, dummy_nonce: text
Dummy_PUbr, Dummy_IDmg, PUbr, IDmg, dummy_pk: public_key

BR, MG, MC, MR, A2Goal, A1Goal, broker, client, router, gateway, i: agent
Dummy_PKbr, PKbr, dummy_sk: symmetric_key

6.5ID.5.3.4.2 Dummv_State. State. SID2. SID1. 1. 0: nat v
Protocol Intruder Attack
Savefie | View CAS+ | ViewHLPSL| o iain | simulation | simulation
HLPSL M Types section
HLPSL2IF Choose Tool option and M Inits section
press execute
3 Execute | V' Rules section
V' Goals section

= [ vl r'- e
| Progans... | (@) Mepit [ v SINIE . N

Figure 20 HLPSL2IF Coding.

4.1.1.3 AtSe- flow detection code for SAWMN

CL-AtSe is backend tool which takes a HLPSL2IF code as an input for analysis
purpose. It does not used to find out the attacks in protocol rather than it is used to list
out the preliminary intruder information, is intruder is able to forge the private key or
not and initial features in the sets. [57]. figure 21 shows the CL-AtSe (Flow detection
code for SAWMN).
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AtSe Summary

Protocol file: C:\SPAN\testsuite\results\hipsiGenFile.if
Attack found : NO

Analysed : 3 states
Reachable : 2 states
Translation: 0.02 seconds
Computation: 0.00 seconds

Internal System State
(initial state after reading the if file)

Protocol

ViewHLPSL | Giniation

Savefile | View CAS+

Intruder Attack
simulation | simulation

HLPSL W Simplify

- Choose Tool option and ¥ Untyped model

press execute
Becte | W Verbose mode

ATSE Search Algorithm
Ereadlh first

.. - 11:50 AM
Programs... | () N6 Paint EIS"“N R ¢ 2o

Figure 21 AtSe (Flaw detection code for SAWMN)

4.1.1.4 OFMC (Protocol falsification and bounded Verification of SAWMN)

OFMC is the backend tool, which tales HLPSL2IF intermediate code as an input.
OFMC is a protocol verification tool generally used to encounter out the attacks in the
protocol. As in SAWMN figure 15, figure 22, figure 27 and figure 28 shows that, there
IS no attack is found in SAWMN and it is safe from intruder attacks.
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o

% OFMC
% Version of 2006/02/13

DETALS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
C:\SPANtestsuite\results\hipsiGenFile.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.03s
visitedNodes: 0 nodes
depth: 6 plies

Savefile | View CAS+ |ViewHLpsy| Frotocol | Intruder | Atack

¥ Session Compilation

- Choose Tool option and Defth : a
press execute
IF e Path :

= — . -
11.11201. NxNNI~M 'E Programs... || @) Noxpaint ||l SPaN SPAN16 ..

——

NonCom..

Fe]

File.

Trace Files Modes Variables monitoring
< Previous step

Next step > |
Incoming events : |

<l

4 |»

Past events - |

~[{role_MG, 6) > (role_BR, 3) - IDmg}_PUbr
role_BR, 3) > (role_MG, 6) - {IDmg}_PKbr

Ticket : nonce

Cert : nonce
SID:5
{pKk-7}_pk-8
{pk-7}_sk-9

Ticket : nonce
Cert : nonce

SID:6
Step1

Step2

Figure 23 Protocol Simulation without Intruders
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Figure 25 Protocol Simulations with Intruders
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First of all we run the main server (Broker), sub server (Mesh Router) and then
Childserver (Mesh Client). After passing all the server or by producing a whole
network, now we will more interested to run our proposed technique. Now | would like

to explain you the step by step process these are as follows:

1) After creating a network, we run Project_Login_Register.java class. Whose function is to
present GUI which contain two buttons, i.e. Login and Register. If the User is newly

entered User then before entering into the network it has to register itself. After

() ey - et DA

File Edt View Navigate Source Refactor Run Debug Profile Team Tools Window Help {Qe: Search Cuel
HERAEY g vlh"s Dol

 [oocts 8 s ) e otot ) hutme,f st o moseneon % Dowatstetivn % ) ol a8 6 s 0 s o saeneion. (1207
4159 deim 1 dentng ) | g 2 | g )23 3 | eng 14 e un 5 5

6l s [ o A Lo, ‘

2| [ Coasenes Of Subenvss ™

® ) Ohldseven_Of sever_of_mansenvr

@ Childservert Of serverd of mainserver
) Childservert O serve, o mainsenver
@ Childservert Of server_of mainserver
b Childserver?, Of serverd_of mainserver B User Registeration and login
0 Childserver2, Of server?,of mainserver
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g &J MainPack
B
& 5] Mainsenver
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@ date v
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Figure 26 User Registration and Login Page

Registration its details are saved in child server (Mesh Client), Subserver (Mesh

Router) and Mainserver (Broker). Now newly entered, the user is now able to perform
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any function after Login. After registration or already registered user is now able to

login into the network.

2) Figure 2 shows the User registration page which is only applicable for the node which is

a newly entered node. They have to fill all the required details. After filling all the details

user has to press register button, then pop up message comes i.e. Data Inserted

Successfully. Furthermore an entry will in inserted into the client server, sub server and

main server database.

0

File Edit View Navigate Source Refactor Run Debug Profile Team Tools Window Help

ﬁ % L .JJ <default config

U AT

clientreq - NetBeans IDE 7.4

Qr Search (Ctl4)

g Projects X‘Files |Servioes ‘ — || StartPage X|@Reg\st&r‘java X@Pru]ect_Logm_Reg\ster‘Java X‘ ¥
[ Py ) o i || g
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Figure 27 Detail of Registration page
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3) Now suppose if any user which is already registered, try to re-registered itself, then our

Technique

projects pop up message that user already exists in the system. This can be accomplished

by comparing all the fields entered with the data already exist in the database.
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Figure 28 Registred with the same User Name

4) All this information is shown the terminal like represented in the figure 28.

5) Now , after registration, user now able to move further in the network to accomplish

this he has to login into the system. After this user session will be saved by using an

encrypted user name , time and date. This information is maintained in the database at

client, router as well as the main server side.this will be shown in figure 29.

6) Suppose any user registered into some other network for example Mainserverl (Broker

2) and willing to access the services of some other network Mainserver (Broker ) then
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Figure 29 Data Transfer Information.

= Projects H|Servines ‘ E ‘..mgoutput 2 ChlldsewerLOf,semﬂ,oL java H| i java B‘@ Sample_1.java H‘@Cnilu;ewen,of,sewm,oi, java, EBE]
E|E& dienteg |11 cientreg trun) s [ clientreg (run) 22 | clientreg (run) 23 | lentreg (run) #4 & centreg frum #5 x|
2| -l Source Packages B[ o
2 =] @ ChildServers_Of_Subservers dddGURPREET SINCE. T SINGHpri T SINGHpub.txtl
® LB Childsenen Of server!_af | ciiens hereesiiiiiiiiiiiiiiiiiiis
-8 Childserver1_Of server1_of_mainserver % &) — |g|
- @ Childserver1_Of_server2_of
- @ Childserver1_Of_server3_of_mainserver
- @ Childserver2_Of_server1_of_mainserver = Lﬂgin'
& childserver2_Of server2_of_mainserver -javaffcat@one.javajfcat@Pardhangi Miss Pocja Ft Muzical Doctorz-VipKHAN.CcM.3
N @ Childserver2_Of_server3_of_mainserver
5 MainPack _Colf_3gp, GURPREET STNGK docxgfcat, nullD:\encrypt\Pardhangi
N B Project_Login_Register,java
= @ MainServer y file downloaded~GURPREET SINGH.docx
W X Login Sucessfully because your are member of this Network but not this server docx
- dInserver.java
B Mainsener2 ! Your Encrypted Usemame is d077f244def8a70e5ea758008352fcds
AINSETVEL
P Your login date and time is 2015-05-10 , 14:44:48
Mainserver2 java v file downlozded~GURPREET SINGH.doci
@ Subservers docx
- @ server]_of_mainserver java @
- @ server]_of_mainserver2 java
i @ server2_of_mainserver java
B @ server3_of_mainserver java
andl4:44:08
= @ dientlogin )
B cem M == = = jse your are member of this Network but not this server
ethlacjava Your Encrypted Usernme is d077£24%defSa7lcsea7sdbde3szfeds
[ dateja Your login date and time is 2015-05-10 , 14-44:08
e ejava.lang.NullPointerSxception
---m dientreg Current IP address : 192.168.0.101
[ GatMacjara 2015-05-10
B Registerjava 14:44:48
- Meo loginwcatenat~132 168 .0.101~54-35-30-E3-6C-C4and2015-05-10and14:-44:48
[ NeoDigest Message received from the server : Login Sucessfully because your are member of this Network but not this server
@ Meobig ) Your Encrypted Username is d077£244defB8a70e5ea756bd8352{cdd
INeo.Gastimp Your login date and time is 2015-05-10 , 14:44:48
@ jNeo.Gostimp.encoder
M o 2
af . ] b 1 i} +

Figure 30 User Login



On Reduced Cost and Attack Proof Secure Authentication for
Multioperator domain of WMN using the Asymmetric Cryptographic
Technique

& Projects H‘Sﬁn‘ioes ‘ = .mjava@[}utput H‘@Chtldseweﬂ_D‘I_semen_nf_mﬂimewer.iava H| Downloadfileseledt java H‘@ Sample_1java H‘@Chi\diemen_Of_seweﬂ_uf_mﬁmiemerl‘java..‘ EEE[

2|59 dentreg * 1D [ centeg (un) 5 | cienteq tund #2 [ cienreq run #3 1 | cientre un) 4 3 cienreg (un) 25 2 ‘

g Bl Source Packages CLLENT DELEE; i iiiifiifiiiiifiifii

% E]Eg ChildServers Of Subsemvers T Your file s Successfully Uplozded

@ , @ Childserver] OF server! of mainserver client read msg loadwone. javaifcatfone. javajfcatfione. javagfcatfone. javaffcatfPardhangl Miss Pooja Ft Muzical Doctorz-VipKHAN.CoM.3
@ Childservert_Of servert_of_mainserver % &) ‘g|
i 1 Doctorz-VipKHAN.CoM.3gp, GURPREET SINGH.d 7 110: t\Pardhangi
’@ Childserver1_OF server2_of_mainserver pereraTE o exdieat, mlID:\eacignitardengl

= @ Childserver1_Of_server3_of_mainserver
@ Childserver?_Of server!_of_mainserver
’ @ Childserver2_Of server2_of_mainserver
@ Childserver2_Of server3_of_mainserver
£l Ea MainPack ccessfully file downlosded~GURPREET SINGH.docx

P . - ET SINGH.docx
[ e ogi Regitrze 0 Roaming user because your accountis not on this nefwork

d~Successfully file downlozded~GURPREET SINGH.docx
RPREET SINGH.docx

m

a‘”@é";‘;“_”“ _ Yourlogin date andime s 2015-06-10, 144521
[ aINSENVer,)ava

B [ Mainserver2

@ Mainserver2 java 14-4:08

[ subsemers
- @ serverl_of_mainsemverjava

your are member of this Network but not this server

- @ server!_of_mainserver? java
- @ server2_of_mainserverjava
- @ server3_of_mainsenver,java

=[] dientlogin
-8 catvacian Loginecatenat~193_168.0. 101~54-35-30-E3-6C-Cdand201 5-05-10and14- 4448
@ datejava Messzge received from the server : Login Sucesafully because your are member of this Network but not this server
h @ Your Encrypted Userneme is d077£244deffz70ebea58bd835Efcdd
B EE] clientreg Your login date and time is 2015-05-10 , 14:44:43
: @ GatMac,java Current IP address : 187.168.0.101
@ Registerjava 2015-05-10
Bg e 14:46:21
. " loginvazz~asas~132.168.0.101~54-35-30-23-6C-C4and2015-05-10=nd14:46:21
Bﬂ Neo.Digest

Messzge received from the server : Rooming user because your account is not on this network
Your login date and time is 2015-05-10 , l4:4&:21

Eﬂ jNeo.Gostimp
EE] Neo.Gostimp.encoder
(23 EETTE

Figure 31 User is having account on some Different Network.

Our proposed technique reverts back a message that you are a roaming user,your
account is created in some Other network, apart from that, it also showed the date and
the time when this account is created.

7) Now, as | discussed above, if the user is having account in different network and try to
roam into some other network, then foreign network contact the home network of the
user and perform some computation regarding it is a legitimate user or not if yes then it
will revert back by indicating that, yes it is belonging to a true sub server and true main
server. This whole procedure is shown in figure 31
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Figure 32 Server Authentication

8) After Login into the system, user can able to perform the following operation, i.e. It can
encrypt, upload, download, decrypt, factors and Logout.
9) Suppose a user wishes to send some data to another user present in different networks,
then firstly he has to encrypt the data by selecting the file he wishes to send, for
encryption of data we utilizes NTRU algorithm which is a asymmetric encryption
techniques. When encryption is performed successfully, then we upload this file on the
server by integrating with some code, which is only known by the intended users, only
that user is able to decrypt that file. If any user wishes to download the files present in the
main server, if that file is not for that the intended user then it will not able to decrypt that

file.
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Figure 34 File Uploading
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10) Furthermore, when the file will be uploaded by the child server then we are able to
compute the factors, encryption Cost, Authentication Cost, Key Generation Cost, Key

Validation Cost, Throughput and Overall System Delay.
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Figure 35 Factor Computing.

11) Suppose, any user share any file with me than 1 am able to download that file, by just
clicking on that file to set the location and that file will be saved into my system. This is
shown in figure 36, 37.

12) We can able to perform a delete operation, i.e. suppose | have uploaded some file and
later on 1 would like to delete that file. | can perform this operation, by just clicking on that
file and select delete option and that file will be deleted from everywhere, i.e. from the
server. This is shown in figure 38, 39.

76



On Reduced Cost and Attack Proof Secure Authentication for
Multioperator domain of WMN using the Asymmetric Cryptographic

[ dlientreg - NetBeans IDET.

Projects # ‘ Services ‘

=] & dientreg

&) Navigator Gh

File Edit View Navigate Source
D S [

Select A File For Download

Technique

Qp Search [t

‘f_mainsewer.java H‘ Downloadfileselect java HSample_Uama H‘@Cnnusewm_Oi_sewe|1_of_mainsewer2‘ﬂua". E]B

& @ MainServer2

= Subsemers
serverl_of
serverl_of

2 @ clientlogin
GetMac java
datejava

2 @ clientreg

@ Reqister java

Mainserver2)

server?_of_mainserver java
server3_of_mainserver java

£il

lientr # o8
onejavaitécal um #3 % |‘i"""“-'[""‘HM & ‘ dientreg (run) ‘
Bl Source Packages —
g @ ChildServers OF Pardhangi Miss Pooja Ft Muzic: [ Decrypt J
WY curPREET
Childserver § r—— Dawnload File
nuliL-lencr ar
Childserver! | T Delete File
Childserver1 Jf| | batindakodi mpd#
Childserver! {ff | Pardhangi Miss Pooja Ft Muzic: 3-6C-C4and2015-05-10and14:37:38
Childserver2 | Login Sucessfully because your are member of this Network but not this server
Childsemer? 44defaaTleSeaTsabd8352Eda
Childserver2 | Back 05-10 , 14:37:32
& @ MainPack
Project_Login
2 Mainsenver [ a0 NGHpri.txtGEURPREIT SINGHpub.txtl
Mainserver,ja)

atfcatfone. javatfcat@one. jevatfcatfone. Javatfoat(Pardhangl Miss Pooja Ft Muzical Doctorz-VipHHAN.CoM.3

arr filesss=[one.javaéfcat, Pardhangi Miss Pooja Ft Muzical Doctorz-VipKHAN.CoM.3gp, GURBREET SINGH.dock#fcat, nullD:‘encrypt)\Pardhangi
selected £ile=>CURPREET SINGH.docxifcat

downloaded file client side;;;

; iselecteddownload

fully file downl

ded~GURPREET SINGH.docx

lecteddownload~Successfully file downloaded

£il

PREET SINGH.docx

Messzge Received form Client Successfully file downloaded
selected £ile=>CURPREET SINGH.docxifcat
downloaded file client side;;;

; iselecteddownload

fully file downloaded~GURFREET SINGH.docx

Figure 36 Downloading a File

Projects % | services |

=] & clientreg
EF lﬁ Source Packages

one javaiticat
Pardhangi Miss Pooja Ft Muzic:

E-E Childservers 0f
H @ Childserve

(&) navigator Th

[ MainPack
B @ Project_Lo
=3 m MainServer
@ Mainserver.
B Mainserver2

=} ﬁ Subservers

@ serverl_of_m,

B[ dientiogin

-6 S

B[ dientreg
@ GatMacjava

B\ Redisteriava

i @ Mainserver2.jji|

@ serverl_of_mg |

Wessage Received form Serever Successfully file downloaded

Select A File For Download

lecteddownload~Successfully file downloaded

(o]

Close

PREET SINGH.docx

java H‘@ Sample_1java %
tl (run}#3 % | clentreg (run) #4 i | clentreg (un) #5 & ‘

Childserver1_Of_server]_of_mail java,

€C-C4and2015-05-10and14:37:38

in Sucessfully because your are member of this Network but not this server
defBa70e5ea758bdB352fods
-10 , 14:37:38

INGHpri.txt@CURPREET SINGHpub.txt@

==
@ server2_of_mainserver.java
- @ server3_of_mainserverjava

8

client read

arr filesss=[one.javafcat,

Toadwone.

one. javaticatfone. ]

_javabfca

Miss Pooja Ft Muzical Doctorz-VipKHAN.CoM.3

Pardhangi Miss Booja Ft Muzical Doctorz-VipKEAN.CoM.3gp, GURPREET SINGH.docxtfeat, nullD:\emcrypt'Pardhangi

selected £ile=>GURPREET SINGH.docxki#fcat

downloaded file client side;;

;iisel load~

ully file downl 1 T SINGH.doecx
£il 1 Load~, ully file downloaded~ T SINGH.docx

Message Received form Client Successfully file downloaded

selected file=>BURPREET SINGH docxifcat

dewnloaded file client side;;;; fpiiisel 1 ully file downl 1 T SINGH.doex
£il 1 1 ully file downloaded T SINGH.docx

Figure 37 Message Received when Downloading is Performed.

77



On Reduced Cost and Attack Proof Secure Authentication for

Multioperator domain of WMN using the Asymmetric Cryptographic

) diientreg - NetBeans IDE 7

File Edit View Mavigate Source

DENEES

Projects & \ Services \

= & clientreg
L@ Source Packages

27 Navigator Lh

E @ MainPack
- B Project_Logie
g @ MainServer
H @ Mainserver.j
9 @ MainServer2

B subservers
- @ server]_of |
@ server_of |

= @ clientlogin

~ L GetMacjava
- @ date java

E @ login.java
= @ clientreg

- @ GatMacjava

@ jNeo

=[5 chitdsenvers_0f §
@ Childserver1
- @ Childserver1
- @ Childserver1
@ Childserver1
- @ Childserver2 |
- @ Childserver2 |
@ Childserver2 |

@ Mainserver2,

“ 8 Register,ava

- @ server2_of_mainserver java
@ server3_of_mainserver java

Technique

Search (Ctrl+[)

Select A File For Download

java H‘ java li| Sample_1 java H‘@[mmuwm_Di_umn_nf_mamsele)ava..‘ EBE

ur) #31 | clentreq (un) #4_ | clentreg (run} #5 % |

one java#fcat
Pardhangi Miss Pooja Ft Wuzic Decrypt
GURPREET SINGH.doca##cat

nullDencryptiPardhangi Miss

batindakodi. mp4#|
Pardhangi Miss Poj

] 3015-05-10and15:01:13
Download File

Delete Fil

Login Successfully
44def8aT0e5ea758bdE35 2 f0dE
05-10 ,
2$#cat@one. javadécasone. i

15:01:13~cat~nat

_javags rdhangi Miss Pooja Ft Muzical Doctorz-VipKEAN.CoM.3

gi Miss Pooja Ft Muzical Doctorz-VipKHAN.CoM.3gp, GURPREET SINGH.docxfcat, mullD:\encrypt\Pardhangi

Figure 38 Deleting a File.

_Subservers

_Of_server1_of_mainserver
_Of_server1_of_mainserver
_Of_server2_of_mainserver
_Of _server3_of_mainserver
_Of_server1_of_mainserver| =
_Of _server2_of_mainserver
_Of_server3_of_mainserver

n_Register.java

ava

Jjava

1ainserver.java
1ainserver2,java
ainserver.java
1ainserver.java

" |mmu‘lm % |mm‘lqll“ll)ﬂ ® |mmlﬂlm“ H“-"‘:““"QU“W"“ E |mmll“ll)ﬁ) Hl

»
=
]

2015-05-10
con=com mysql_jdbe_JDBC4Comnection@SfaZfb

Recive Client Reguest===loginwcatenat~132 168_0.101~nulland2015-05-10and14:58:17
Send MSE To Client===Login Successfully

Your Encrypted Username is d077£244defBa70eSeaT583bda352 feds

Your login date and time is 2015-05-10 , 14:58:17~-cat~nat
con=com.mysql.jdbe. JDBC4Connection@l11£551

Waiting for client on port 222Z_.._

date

date

com.mysql.jdbe. JOBC4Connection@ EbbSEs

2015-05-10,14:58:17

Waiting for client on port 223Z...
login

login

2015-05-10

con=com_ mysql_jdbe_JDBC4Connection@773a1

Recive Client Reguest===loginwcatenat~132 168_0.101~nulland2015-05-10and15:01:13
Send MSE To Client===Login Successfully

Your Encrypted Username is d077£244defBa70eSea7Sobda3s2ceds

Your login date and time is 2015-05-10 , 15:01:13~cat~nat
con=com.mysql.jdbe. JDBC4Connection@l0a5ale

Waiting for client on port 222Z_.._

download

com.mysql.jdbe. JOBC4Connection@l721686

Send MSG To Client=—— load~one.javagfcat@one.javaifcatlone . javagfcat@one. javagécat@Pardhangi Miss Pooja Ft Muzical Doctorz-VipKHAN. Co
download
Waiting for client on port 222Z...
delet
I delet
sssssbatindakodi mpéffcat
truename=batindakedi. mpd
com_mysql _jdbe_JDBC4Connection@leseasd
Waiting for client on port 2222 ..
coder
-
”—‘ D ] 1. 3

clientreg (run) #5 | 14 mare...) @| 3338 |

Tl e T T ol e N N EREE——

Figure 39 Terminal Messages

78



On Reduced Cost and Attack Proof Secure Authentication for
Multioperator domain of WMN using the Asymmetric Cryptographic

Technique

13) After accessing the network if any user wishes to become inactive, then it can

acomplished this by simply log out of that server.
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Chapter 5 Results and Discussions

This chapter gives the detail discussion about the results. In which we have focused on some
parameters like Encryption Cost, Authentication Cost, Throughput, Key Generation, Key
validation and System Delay. Now in this section | would like to discuss the various computation

results in the form of graphs.

Encryption is the technique in which, any message is converted into an unreadable format, i.e.
Ciphertext. This will be very helpful if any entity wishes to send some confidential information
to any other party, i.e. before sending data it has to encrypt the message so that only the intended
user can able to read the message. A lot of research work is going on this field. Figure 41 shows

that the different encryption cost of different file size.
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Figure 41 Encryption Cost

Authentication is an action, that ensure other party that they were communicating to the
legitimate user, this can be accomplished by adopting different authentication technique.
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Authentication cost as its name indicates it is the cost or time required to authenticate a particular

user in the network. In our case any client can able to move from one network to another. If this

happen then server perform above discussed technique to authenticate the user.
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Figure 42 Authentication Cost
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A lot of research work is going on this field. Figure 42 shows that the different Authentication

cost of different file size.

Network delay is one of the important parameters of performance of any type of network. We
can define the network delay as the time needed to send bits of data to be traveled in the network
from egress to ingress node. Delay is dependent on the location of nodes from the source to the
destination node. A lot of research work is going on this field. Figure 43 shows that the different

encryption cost of different file size.
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Figure 44 Throughput

Throughput is referred as a number of bits or units of data is transferred or system is able to
process in a given unit of time span. It can also be defined as a rate of successful transfer of
information with the help of some channel. A lot of research work is going on this field. Figure

44 shows that the different throughput of different file size.

Key generation as its name indicates that any user is generating keys for further processing in the
network. As we all know to communicate on the network, the public private key pair is more
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important. So in this key generation, we are more focused to calculate the time required to
generate this public private key pair. A lot of research work is going on this field. Figure 45
shows that the different Key Generation time needed for different file size, because here for each

datum or file we compute different public private key pair.
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Figure 45 Key Generation

Key Validation as its name indicates that the truth or correctness of the keys. If any nodes from
one domain to some other domain, then we perform some operation to identify that this user is a
legitimate user from where it belongs. A lot of research work is going on this field. Figure 46
shows that the different key validation of different file size. This field is captured when a node is
moving to some other network than if he wishes to send some data then how much time required

is needed for key validation.
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Figure 47 shows the comparison between Asymmetric cryptographic technique, i.e. RSA with
the proposed technique. This is clearly shown that the SAWMN needed less time for encryption
as compare to the RSA. Firstly, we have taken the files of different sizes, then perform both the
encryption on that file and record the time needed for encryption in milliseconds. Results show

that our technique is much faster than the RSA.
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Figure 48 Authentication Cost Comparison between Kassab and SAWMN.

Figure 48 shows the comparison between Authentication Cost techniques, i.e. Kassab with the
proposed technique. This is clearly shown that the SAWMN needed less time for authentication
as compare to the Kassab. Firstly, we have taken the files of different sizes, then perform both
the authentication on that file and record the time needed for authentication in milliseconds.

Results show that our technique is much faster than the Kassab.
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Chapter 6 Conclusions and Future Works

The aim of this works is to propose a secure authentication approach for WMN. The key features
of our approach are to reduce the overall system complexity and management cost of public key,
which induces the heavy impact on the network performance. In SAWMN, any node (either it
will be a mesh router, mesh gateway and mesh client) to get its own public key has to hand over
its own identity (i.e. Public Key) to the broker. Broker performs some computation and later on
hand over the private key to the node along with the ticket, which defines the lifetime of a
particular node in the network. As the number of mesh client increases, SAWMN reduces
overhead of issuing tickets and private key by the trusted third party using delegation of signing
rights to the mesh gateway and mesh router. The proposed architecture inherits the feature of
delegation signing rights from Trusted Broker to other trusted node in the network. The
authentication scheme is based on ticket, so it is best suited for various types of roaming i.e.
Inter-Domain. Intra-Domain and Inter-Operator domain. Furthermore, we have incorporated the
identity based [60] [61] encryption technique for secure information exchange among nodes
(Mesh Client, Mesh Router and Mesh Gateway) in WMN. We also incorporated the privacy by
utilizing fast HMAC into the account. Further, we have shown the verification of SAWMN by
the simulated result on AVISPA SPAN [62] [63][64].

Furthermore, we have extended the previously proposed technique in [65][66]. The goal of our
proposed technique is to reduce the overall system complexity and overhead of the public key
management. In this paper we have shown the secure authentication in the Multi - Operator
domain. The proposed architecture inherits the feature of delegation signing rights from Trusted
Broker to other trusted node in the network. The authentication scheme is based on ticket, so it is
best suited for various types of roaming i.e. Inter-Domain. Intra-Domain and Inter-Operator
domain. Furthermore, we have incorporated the identity based encryption technique for secure
information exchange among nodes (Mesh Client, Mesh Router and Mesh Gateway) in WMN.
We also incorporated the privacy by utilizing fast HMAC into the account. Further, we have
shown the simulated result which shows the how authentication is performed while roaming to

some other network.our comparison result is also shown that, the overall authentication cost,
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system delay throughput and encryption cost is improved as compared to one of the previous

proposed technique.

The result shows that this technique enhanced the authentication cost, the encryption cost of the
network. Authentication protocols generally used for the assurance of the identity of the user to
whom | am communicating. We have also considered the other parameters like securely
generation, so that an attacker not able to do any type of attack in the network, apart from that we
have also considered to reduce the overall delay in the network. There is some topic which we
can focus in future, i.e. hand of management , key agreement and storage requirement, etc. so

this can be done in future work.
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Chapter 1:Introduction.Overview of Cryptographic Techniquesin a networking environment, communication plays a vital role. As we all know network is a
collection of various computers connected via the internet or with the help of some channels. When two or more than two computers sharing certain
confidential information by sending messages, security emerges as an important issue. There are many possible attacks are possible while sending
messages. To protect information from various attacks, many symmetric and a symmetric algorithm is already developed. In symmetric cryptography, both
the sender and the receiver share a common key called secret key for both encryption and decryption. It means that each device in a network has to
share a key with other nodes in a network. Total Keys might be known by each device. Consequently, in Asymmetric cryptography we use two keys,
private keys which are known by the node itself and a public key which is known by other nodes. Here total keys are to be known by a node is

to . As far as security and computation is concerned we get attracted toward public key cryptography [1].There are numerous PKC techniques has
evolved like RSA, diffie Hellman , elliptic curve cryptography etc, but in our proposed approach we are focusing on elliptic curve

technique because of several reasons like it relies on the difficulty of discrete logarithmic problem (ECDLP), its inverse operation

difficult to compute and due to small key size it can easily work in resource constraints environment. This technique can also be used with other

public key cryptographic techniques, i.e. RSA and Diffie Hellman Key exchange. ECC provides three way security mechanism, it means that it provides
authentication to sender, privacy by using encryption techniques and digital signature to ensure message integrity. In Computer networks

conversation amongst nodes plays a significant role. Wireless mesh network appears as an auspicious concept to solve the challenges of the current
scenario and represents a cost effective solution to service providers by incurring adaptive, self-configured and self-organized features

Cryptography SymmetricAsymmetricSingle Key (Secret Key)Public KeyPrivate KeyFigure 1 Cryptography TaxonomyWireless Networks.Now a day wireless network
is more popular, as user demands to have wireless connectivity irrespective of their position. Wireless networks attract users and allow them to

transfer and communicate information to another party, without using any physical (Wired Connection) medium. Wireless applications and devices mainly
give emphasis to on WLANs (Wireless Local Area Networks). This classified into two types of operation, In the existence of the Control Module (CM

also identified as Base Stations and Ad-Hoc connectivity (it's not utilizing any Control Module)[2] . Ad-Hoc networks do not determine by the fixed
structure, to take out their operations. The performance mode of such network independent, or possibly will be incorporated with one or multiple

sockets or networks to offer internet and connect to cellular networks. These networks show the various challenges which are similar to wireless
communications [3] (Bandwidth limitations, transmission quality and problems related to reporting).NetworksBefore accomplishment of the facts of
wireless network, important to know what is a network and poles apart categories of existing networks today. Some assemblages of devices, computers
attached to each other with the help of some communication channels, which aid the users to share resources and talk with other users. There are
principal cases of network (wired & wireless networks). Wired NetworksWired networking is those networks in which computer devices attached to

with the help of wire. The wire is employed as a medium of communication for transporting information from one point of the network to another point

of the network. Wireless NetworksA Wireless networks is the network in which, various network devices talk to each other without the utilization of

wire. The channel through which any two devices may communicate is wireless. When a device in a network requests to connect with another device, the
location of destination devices must positioned within the radio coverage of each other[4]. Any two devices can able to interchange data with the

help of electromagnetic waves. Wireless network becomes popular just because of some important parameters, i.e. cost effective, flexible, inexpensive
and easy. As shown in figure 2.Figure. 2 Communications in Wireless Networks\Why Wireless networks?Wireless networks are most widely utilizes because
of some features like cost effective, agile, cost effective and easiest. A wireless network allows any users to be independent of a wired connection
nowadays users can able to wander easily while interconnected to the network. Ace of the significant representation of wireless network is agility
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which is exceptional amongst the traditional wired networks. This feature lets user to wander freely, while associating to the network. We can easily
mount Wireless network as related to wired networks. Wireless networks are deliberate agreeing to the demand of the users. It can set out from the
lesser figure of users to more full organization networks. Wireless networks are very valuable for regions where the cable cannot be put up like

hilly areas. On the base of coverage region the wireless network is characterized into following categories. a) Personal Area network b) Local Area
Network c) Wide Area Network Personal Area networkPersonal area network is utilized for communication between computer devices adjacent to one node
Several personal area networks like Bluetooth, sensor networks and Zigbee. Bluetooth remains one of the cheapest wireless connections that can link

up devices [5]. These devices usually work within 10 ms, with an access speed of 721 Kilobytes. This skill is broadly utilized

devices like Computer accessories, i.e. keyboard, Mouse, printers, PDAs and mobile phones. This is Important to be noted that Bluetooth is not

wireless because it not execute the identical work, rather used as a wireless substitute for cable in order to plug in devices. Bluetooth

at 2.4 Gigahertz and might have hindered by LAN components (802.11g, 802.11b). Local Area NetworkWireless local area network (WLAN) is

by the IEEE. Local area network comprises with nodes that are interconnected with each other in local range, i.e. a construction of a campus

Wireless LANs is considered as the one of the substitute of traditional wired LANs. Wireless LAN consists of wireless medium that is pooled by the
devices inside the LAN. Wireless LANs have received a large amount of acceptance.The mobility feature, of LAN they are employed in mobile devices
like PDAs, Mobile and Laptops etc. Wireless LAN utilizes wireless IEEE 802.11 extensions and Ethernet Protocol is used. Wireless LAN is

utilized for the assembling with internet. The data rate of Wireless LAN is small, ranges from 11 & 54 Megabits when it is

LAN ranges from 100-1000 Mbps. This indicates that if an activity that needed high bandwidth, will give best performance on wired network as

to wireless.Wide Area Network Wireless wide area network shelters a geographically bigger area as compare to local area network. The WAN contain of
one or two LANs. Examples of Wireless WAN are Satellite Systems, Paging Networks, 2G and 3G Mobile Cellular.1.3 IEEE Standard for

IEEE describes the principles that are related to technologies. IEEE well-defined three key effective principles for wireless LAN (IEEE 802.11a

b and 802.11g). The whole three principles have its place of IEEE 802.11. In 1999 802.11a principle was approved by the IEEE. The

insignificant data rate of 54Megabyte, nevertheless the authentic data rates differ from17 to 28Mbps [6]. The most well-known and often deployed
wireless network standards have been 802.11b. Mostly all of the public wireless "hot spots" use this standard. It functions in the

range and the insignificant data transmission is 11 Megabytes. Practically, about 4 to 7 Megabytes is the authentic data

by this principles.1.4 Wireless Mesh Networks.Wireless mesh network is the emerging technology, consist of radio nodes connected in such a way forms
a mesh topology. It is one of the variants of Wireless Ad-Hoc network. A wireless mesh network (as shown in figure 3) consists two types of nodes

Mesh Router (MR) which supports routing capability and turn as a backbone in mesh networks and Mesh Client (MC). Mesh routers provide flexibility
features by having multiple interfaces of same or different access technologies. Mesh router has less mobility, thus it is considered as a stationary

node in a network and it does not have any power and resource constraints like mesh clients which is mobile and have a power constraint. In addition

to the networking capability of mesh router, some mesh routers are designed as a mesh gateway which adds functionality in the mesh network, i.e. It

is used to connect others mesh networks. Mesh clients can access WMN by direct linking to nearest mesh router or in a multiple Ad-Hoc manner (Ad-Hoc
networking) [7]. The coverage area of any mesh router (nodes) acts as a single network and also known as a Mesh Clouds.Figure 3 Wireless Mesh
Network Architecture and Critical Design Factors1.4.1.1 Network ArchitectureAs is discussed above, WMN comprises of two types of nodes, mesh router
and mesh clients. Other than routing capabilities, these nodes have some additional features like it has some other additional functions that

provision mesh networking. In order to increase the flexibility in a mesh network, the mesh router furnished with multi interface built in various

networking devices, because of this feature, it enables a mesh router to achieve same coverage clients also perform some functions in mesh networking, compare
to mesh router, it has only one interface. Mesh client devices are. Laptop,

phone, PD, etc. The Architecture of wireless mesh network is characterized into three categories:Infrastructure ArchitectureClient WMNHybrid
WMNInfrastructure Architectureln this architecture mesh router, play a vital role, it forms an infrastructure for the mesh clients. Just refer the

figure 4. Plane and dotted line show the wired and wireless connections. This infrastructure can be formed with the help of various

technologies, mostly they use IEEE 802.11 technologies. Here mesh router having the gateway functionality, using this functionality, it connects

to the internet. This networking it also called as Infrastructure meshing, it offer an backbone to connect mesh clients to the network madeup of mesh
router having the functionality of mesh gateway. This infrastructure is most commonly used technique, in which mesh router resides on the top which

act as an access point for the mesh clients that resides in its coverage area.

network forms between mesh clients. In this category of WMN clients plays a vital role, they constitute to form a network that can able to perform
routing and structure the various features along with that it provide end user communication. Mesh router is not used in this type of infrastructure
Figure 5 Client Meshlin figure 5 it will be very clear that client WMN is made up only one type of nodes or devices. Is any node wishes to

particular information to any destination node in a network, then it will be routed to the destined node with the help of various intermediate nodes

or devices. However, in this type of network end user demands more functionality as compare to infrastructure architecture because in this network
the client has to perform the functionality of mesh client as well as the features of mesh router.Hybrid WMNHybrid WMN combines the features of
both

above discussed architecture, i.e. it combine the connectivity (outside the network) feature of Infrastructure architecture and with client WMN it
improves the connectivity (inside the network) and coverage area of mesh clients inside the any network.Figure 6 Hybrid WMN1.4.2 Characteristics of
WMNThis section consists of characteristics of WMN.Multi-Hop Wireless Network:Multi-Hop wireless network is generally used to enhance the
coverage

area of WMN without degrading the other parameters like channel capacity. One other objective of this is to offer non-line of sight connectivity
between the users, without direct line of sight.[85]. This achieves higher throughput without disregarding others parameters, i.e. , coverage area
interference, frequency reuse.Support for Ad-Hoc networking:WMN improves the overall network performance of the network, this is due to the
flexible

network structure, self healing and self organization, fault tolerance and its connectivity. Just because of this feature it requires a low capita
income for initialization of the network and it can grow easily as required.Mobility Dependence:Mobility means movements, if we talk about mesh
nodes

mesh router has less mobility , so consider them as a trust able node and mesh client has more mobility.Dependence of power Consumption
Constraints

If we talk about power consumption then there is no such restriction on power consumption for mesh router, but mesh clients have such type of
restriction. So we have to develop such mechanism to take care of this feature.1.5 Routing techniques in Wireless Mesh Network.Wireless sensor
networks consist of minute nodes with detecting, reckoning, and wireless communications abilities. Several routing, control, supervision, and data
dissemination protocols have been mainly considered for WMNs where vigor consciousness is a vital enterprise distress. Routing protocols in WMNs
might be at alteration dependent on the application and network architecture. The routing techniques are classified into three categories based on
the fundamental network structure [8]: flat, hierarchical, and location-based routing. Furthermore, these protocols can be classified into multipath
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based, query-based, negotiation-based, QoS-based, and coherent based depending on the protocol operation.In flat-based routing, all nodes is
characteristically assigned equal roles or functionality. In hierarchical- based routing, nodes will play different roles in the network. In location

based routing, sensor nodes' positions are exploited to route data in the network. A routing protocol is considered adaptive if certain system
parameters can be controlled in order to adapt to current network conditions and available energy levels. Furthermore, these protocols can be
classified into multipath-based, query-based, and negotiation- based, QoS-based, or coherent-based routing techniques depending on the protocol
operation. In addition to the above, routing protocols can be classified into three categories, proactive, reactive, and hybrid, depending on how the
source finds a route to the destination[9]. In proactive protocols, all routes are computed before they are really required, while in reactive

protocols, routes are computed on demand. Hybrid Protocols use a combination of these two ideas. \WWhen sensor nodes are static, it is preferable
have

table-driven routing protocols rather than reactive protocols. A major amount of energy is used in route discovery and setup of reactive protocols
Another class of routing protocols is called cooperative. In cooperative routing, nodes send data to a central node where data can be aggregated and
may be subject to additional processing, hence reducing route cost in terms of energy use. Many other protocols rely on timing and location
information [10] [11].1.6 MotivationIn the field of cryptography is observed that data security, influence of processor types used and

means that, if we develop an algorithm that provide a great level of security, this algorithm is better in terms of security, but apart from that we

have to also consider the resource required, Computation cost, speed and memory usage. To provide Authentication, confidentiality and to work in a
resource constrained environment, we adopt a more efficient method of public key. There were already many cryptographic algorithms are introduced
that provide a better security, but the disadvantage with these algorithms is that they utilize the large key size and not suitable for resource
constrained environments. E.g. a wireless sensor network. Generally Public key cryptography consumes more memory; they require memory for
various key

computations, etc. Apart from that it requires additional memory to maintain public-private key pair. So here we are focusing to reduce this
additional memory, needed to maintain this public-private key pair.Multi-Operator WMN consist of various different operator domains, each having
different security policies, which makes security, Key agreement, authentication and access control more complicated.When the number of mesh
client

s increases in the network, the overall system complexity get increases, because each mesh clients has gotten its own private public key pair from
the trusted third party. This issue is addressed by delegating signing rights to trust able nodes, i.e. in our case we utilize WMN, in WMN mesh
router and mesh clients is considered as a treatable node because of their less mobility.Key management schemes for Wireless mesh networks
raised a

scalability issue.1.70bjectivesSecurity is the one of the open challenge, during setting up a wireless mesh network because of the static network
topology and distributed architecture of WMN [12]. Today to deal with security challenges, multiple operators is used to manage WMN. Each mesh
has to register with any operator present in the network. Mutual authentication and key agreement are yet an unresolved challenge for the secure
roaming of the mesh clients in the network. These security challenges give an invitation to attackers and to launch an attack on the network.In mesh
network, information is sent from one node to another node with the help of more than one mesh router, but an important issue is to maintain the
privacy of data while traversing more than one router and client [13]. However, these schemes don't work efficiently with large network because it
was first designed small network, i.e. MANET (mobile adhoc network) [14-15]. Thus to prevent the network from the various types of attacks, a
strong

authentication and key agreement mechanism are used. A strong authentication is needed, so that two party validate the authenticity of each other
and

a strong key management is needed, so that after validating the authenticity, both the parties now generate a secret key between them so that
integrity and confidentiality is maintained.Figure 6 Wireless Mesh Networkln literature, proposed authentication techniques have been falling under
two categories: i) home based authentication scheme and ii) broker based approach. In home based approach, the mutual authentication has been
taking

place between mesh clients, foreign (visiting) network and home network. In this mesh client permanently registered in their home networks. When a
client is moving from one network to another network, WMN is managed by another operator. The disadvantage of this approach is that the overall
computation increases as the number of clients in a network increases [16]. While in broker based authentication scheme, mutual authentication
taken place between mesh client and WMN, without the involvement of the home network (client), due to which overall authentication latency is
reduced

This feature helps to support real time services. In general both the broker based and home based scheme is not appropriate for secure access in a
multi operator WMN.The Wireless Mesh Network is an emerging technology, its fast, inexpensive network deployment, easy internet connectivity
features

makes it a popular choice for Wireless ISP (Internet Service Provider). WMN represents the combination of Wide area cellular network and high
Wi-Fi networks. Nevertheless, without any security in WMN, it is impossible to securely exchange any information. [17-18]. Various research works
are

in progress.At present there are no formal methods to authenticate the network in WMN. Security is an open challenge in WMN. In recent times lot of
research work is in progress. (Santhanam) [19] Proposed an authentication scheme grounded on Merkle tree. There whole consideration is
authenticate the client, irrespective of the entire security architecture and mesh client roaming. (Fu.et.al)[20] Proposed an authentication scheme

in which he integrate various existing techniques, i.e. Virtual certificate authority, zone based hierarchical structure and multi signature scheme
Zhang et.al) [21] Proposed architecture, in which, if mesh client wishes to roam to another network, then it requires a pass from trusted third party
Thesis OverviewWe propose an authentication scheme for multi operator WMN, which is a three tier hierarchy based architecture, where the broker is
the trusted party or authority for all the nodes (i.e. Mesh clients, operator and the mesh router) in WMN. In this architecture broker resides on the
top most layer and for security point of view, its task is to issue the tickets to mesh clients and mesh routers. In the proposed architecture, we

are using identity based encryption, which reduces the system complexity and management cost of the public key and efficiently manage the
certificates. Our proposed scheme efficiently works when the number of clients gets increases because of this, broker delegates its signing rights
along with ticket and certificates to the less mobility or stationary node, i.e. Mesh router and mesh gateway, so because of this if any client joins
the network, for his private key instead of retrieving its key from a broker or from the mesh router or mesh gateway. As a result, we have evaluated
the performance of the proposed architecture in terms of security analysis, which indicates our scheme more efficient than other schemes.Our
suggested proposed approach extends above discussed technique in order to accomplish the authentication procedure in Inter-domain and Intra
domain

Here we used one additional server named as Main server, which contain the all related information like IP Address of the sub-module, roaming
information, etc. Main server performs various functionality, like if any mesh client roams from one domain to some other domain, then this activity
is first noticed by main server, which internally hand over the mesh client IP address of the foreign domain. After this foreign domain performs some
authentication process between mesh clients and mesh router.1.9 Organization of ThesisChapter 1: It describes the basic overviews of WMNs,
Network Architecture and Characteristics. After that it describes the motivation, objective, and overview.Chapter 2: It describes the previous
technique use various asymmetric cryptographic techniques in WMNs.it also give the detail of mesh nodes participated in authentication process
Chapter 3: Defines the construction of the problem and the methodology. Proposed framework for secure authentication in Wireless Mesh
Network.Chapter

This chapter describes results and discussion, how this work is better than previous techniques.Chapter 5: This chapter describes conclusion and
future work
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Chapter 2Literature Survey2.1 Security Definition.In this section, we concisely analysis some security theories that are employed in this proposal. For a general
overview to symmetric and public key cryptography as well as for a more complete discussion of security, possessions, cryptographic primitives and
proprieties[25].Refer to Table 2.1 for notations.2.2 Some Cryptographic Primitives.2.2.1Long Term/ Short Term Credentials.Long term credentials contain some
authentication related information,which is used to recognize any nodes, objects in a network, which is valid for long term or long period of time. Where as in short-
term credentials, called ephemeral credentials, it contains the authentication information, but is changed often over time and used for a very short span of
time.NotationsIDildentifier of party iNiNonce chosen by the party iKijSecret key shared between parties i and j SKSession keyEKij()Symmetric encryption under
secret key Kij(Qi , di)Long-term public and private key pair of party i(Ti , ri)Ephemeral public and private key pair of party icertiPublic key certificate of the party i's
public key EQi{}Public key encryption under i's public keySdi()Digital certificate under I's private key.FKij()Keyed KDFf()Un-Keyed KDFh()One way hash
functionHKij()MAC functionSIDSession IdentifierTable 2.1 List of Notations: Authentication and Key Exchange ProtocolsFor example, a session, Long term
Credentials is used by authentication protocols to verify the identity of an entity or node in key exchange protocols, which contain information that is used to derive
the session key. However, if we talk about short term credentials, it is a session key or an ephemeral pair (public and private key pair). It remains valid for a very
short span of time. Generally used to avoid attacks or cryptanalytic attacks in the networks.2.2.2 Hash FunctionA hash function h () convert a randomly long
sequence to a string, are of fixed size ?, i.e. for binary strings h () = {0, 1} * 7 {0, 1} ? a. Any secure hash functions satisfy two properties[26], they are one-way,
i.e. it is impossible to determine input that having their respective (pre-defined) output, and collision free i.e. it is impossible to determine any two or more than two
distinctive inputs having same outputs.2.2.3 Message Authentication Code (MAC)A MAC function converts an input of a key K,a randomly long sequence of string,
are fixed size u, i.e. hK () = {0, 1} * 7 {0, 1} . A MAC function is derived from the hash functions knows as a keyed hash function which is brought up as HMAC
[27]. If we want to compute HMAC for any arbitrary string, we have to consider hash function, string S and the key K as an input, hK (S) where, K denotes an
arbitrary source that generate an arbitrary output.2.2.4 Key Derivation Function (KDF)A key derivation function converts a random long string to a fixed length string
w, . f () ={0, 1} * 7 {0, 1} w. KDF can be created from a hash function. Keyed KDFs accepts an andom inputs string s and a key K fK(s), where K consider as a
arbitrary source hat generate a radom output. One important point to be noticed is that there is a small difference between MAC and keyed KDF even if they
accepts an arbitrary string, key K and a hash function. The difference is that MAC is used for authentication and integrity, purpose, whereas KDF is generally used
to retrieve a key (cryptographic key). 2.2.5 Identity Based CryptographyShamir suggested a model in which he considers user unique identities (IDs) as public keys
[28] and proposed first ID based signature scheme. Utilizing user's identities as a public key suffered from many consequences. IBC techniques are self
authentication phenomena, in which there is no need to restrict the public keys. IBC the unique identity of a user i are denoted as binary string of random length, it
contains some information that uniquely identifies the users. For example, email id, SSN no. and IP address. IDj is to be taken into the consideration, this IDj is
used to determine the public key of j, i.e. Qj=g1(IDj), where g1() is any function. The advantage of this technique is that any user is able to derive the public key of
others devoid of any extra information. The assumption is taken into the consideration with this technique is that,the identities of all the parties or nodes in the
network as well as function g1() is known to all the nodes / parties in the network. Due to this assumption, in order to derive the private key of all the nodes or the
parties in the network, for security purpose there will be need a trusted entity, which securely compute the private key and deliver it to the respected entity.
Otherwise, any user can able to derive its own private key with the help of the public key. From the security point of view, it is not secure enough, because by
doing this any user can able to derive the private key of other users [28]. For this reason IBC requires trusted party, that consider as a key generation center and
key distribution center (private key). Any trusted party computes private key by using its private key or by their master key MK. Suppose there is user IDb having
public key, Qb, then private key can be computed with the help of Db= g2 (Qb, MK), where g2 () is a known function. Trusted party hand over the private keys to
their respective users by using secure channels. Trusted party having some private key generator function,which in take public key of any users, as a result, it
produces private key and securely deliver the key to the user.2.2.6 Authentication and Key Exchange In this segment, we are going to discuss the various
authentication techniques and key exchange protocols.[29] [30].2.2.6.1 Entity Authentication.It is a process of authentication in which an entity Alice gives it
identity proof to another entity Bob, to certain that | am the legitimate user. In order to verify that the Alice is the legitimate user or not, Bob run any authentication
protocol, as a result Bob assured that Alice is communicated to him. Here we discuss some of the authentication techniques. In this thesis work we mention
protocols that offer mutual authentication, i.e. Alice and Bob verify each other. When we perform mutual authentication, we have to be noted that, suppose if any
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two independent authentication protocols is running in one sided direction, this is not appropriate for mutual authentication because there is no common protocols in
each direction and we are not able to know is two communicating parties is participating or not. Thus, to avoid this authentication is performed in both the direction
is added. A usual fashion to provide (mutual) authentication is the challenge-response technique [30] where any node Alice effectively authenticated himself as a
legitimate user to another party Bob. This prevents a number of attacks like replay attack, denial of service attack and modification. One important point to be
noted here is that this authentication technique is susceptible to time synchronization problem, so to avoid this we use the nonces.This challenge response based
mutual authentication technique utilizes nonces require three handshake or three message flows. For implementation they utilize symmetric and any cryptographic
techniques [30]. In a symmetric challenge-response protocol, both parties authenticate each other by providing evidence of their knowledge of a pre-shared key.
For example, the nodes can able to perform encryption or decryption of a particular operation, this whole process can be performed with the help of key K. Some of
the techniques proposed by different authors, they compute the MAC. Whereas the challenge-response based on public key techniques, in which any parties Alice
and Bob prove the ownership of their private keys by performing the decryption operation by their public keys In the other method, Alice and Bob each sign a
challenge using their private keys2.2.6.2 Key ExchangeKey exchange is a method in which a key is shared between two available nodes or parties for further
exchange of information. From a security point of view now a days we are focused to generate a secret key, which protect the communication between two parties.
For example, as we discussed above about long term credential, in which we use some key exchange mechanism, that established key among entities, commonly
called as a session key. This session key plays an important role, it used to derive other keys that used for encryption, integrity and authentication for further
communication in the current session. This technique is based on symmetric, public key cryptography and other existing protocols [29, 30].Protocol 1. EC-DH Key
Exchange ProtocolPROTOCOL FLOW = Table 2.3 EC-DH Key Exchange Protocol2.2.6.3 Diffie Hellman Key Exchange In this section we're going to discuss the
example of a public key exchange protocol named DiffieHelman key exchange protocol [31]. For the more security purpose, we integrate elliptic curve cryptography
with DiffieHellman Key Exchange protocol [32]. Firstly, public key and private key pair are generated and then with the help of this pair we are able to compute the
secure shared session key SK. This protocol is considered as one of the important protocols that is used by many protocols.We familiarize the subsequent
representation, let E (Fq) be an elliptic curve over a finite field Fq. Where q is a prime number and P a generator of E (Fq) [32]. Now two nodes Alice and Bob are
implementing an EC-DH key exchange, where both the parties try to find out an ephemeral public key with and , respectively, where , ? Fq are randomly chosen
and consider as ephemeral private keys. After computing public and private key pair, they exchange their public key with each other and then they compute the
DiffieHellman session key as SK= = .Protocol 2. MAC based Authentication Key Exchange ProtocolProtocol Flow :Table 2.4 MAC Authentication Key Exchange
Protocols2.2.6.4 Authenticated Key ExchangeFor mutual authentication among entities we use a key exchange protocol for insurance that the computed keys are
trustworthy, i.e. the party that are communicating with each other, they know to whom they are communicating. Any protocols that offer above functionality is
considered to be authenticated key exchange protocols (AKE). This authentication, key exchange protocols can be configured using public key cryptographic
techniques. Author proposed in the paper [33], we differentiate three approaches that offer authentication, key exchange, i.e. MAC , Digital Signature, public
encryption. As we all know session key can be computed using public key cryptography. A MAC function converts an input of a key K,a randomly long sequence
of string, are fixed size u, i.e. hK () = {0, 1} * 7 {0, 1} 2. A MAC function is derived from the hash functions knows as a keyed hash function which is brought up as
HMAC [34]. If we want to compute HMAC for any arbitrary string, we have to consider hash function, string S and the key K as an input, hK (S) where, K denotes
an arbitrary source that generate an arbitrary output. In Digital Signature We familiarize the subsequent representation, let E (Fq) be an elliptic curve over a finite
field Fq. Where q is a prime number and P a generator of E (Fq) [31]. Now two nodes Alice and Bob are implementing an EC-DH key exchange, where both the
parties try to find out an ephemeral public key with and , respectively, where , ? Fq are randomly chosen and consider as ephemeral private keys. After computing
public and private key pair, they exchange their public key with each other and then they compute the DiffieHellman session key as SK= = .Protocol 3: Signature-
Based Authentication key Exchange Protocols ,Table 2.5 Signature Based Authentication Key Exchange ProtocolsFollowing are the authentication key exchange
protocol properties. This protocol prevents some common attacks, like denial of service attacks, modification, non-repudiation attacks. This protocol is run by all
the entities, that are willing to communicate with each other. Any two parties that run this protocol achieve two followings necessary properties:Mutual
Authentication among entities.Mutual implicit key authentication.CompletenessPoint first ensures that any two parties jointly authenticate each other. Second point
indicates that key established will be known by only two parties, for example session key or shared key.it will be noted that the key will be fresh, if a selected key
is not fresh then there will be a possibility that it will susceptible to attacks. Third point ensures that both the parties having same session key (derived key) after
the effective accomplishment of protocol.Following are the some other additional property that needs to be followed by this protocol:Known Key Security: this is a
security requirement property that needs to be followed by this AKE protocol. This property guarantees that even if two or more session key get expires, an intruder
is not able to make an attack based on the previous session keys apart from that it will not able to know the new session key.Unknown Key Share Resilience: this
prevents from identity misspending attacks. An attacker not able to fool to another entity to think that he shares the key with attackers that was originally
established by the two entities. Hence, after the execution of protocols both the parties ensure that they share a session key.Key Control: this property ensures
that the all the communication entity needs to compute the session key, by this way it follow all the above discussed properties, by doing this it will be very clear
that all the communicating entity having the fresh session key. Deniability: Denialbility is the antonym of non-repudiation which is attained by any party Alice runs a
protocol with some other party Bob, and claiming that he has the person talked with Bob. Key Compromise Impersonation Resilience: In Key Compromise
Impersonation Resilience attack, firstly private key of any user Alice is compromised. After that the attacker impersonate the other user Bob that it he is
communicating with Alice. But this KCI fails or not able to impersonate if the party present in some other network.Perfect Forward Secrecy: perfect Forward
Secrecy is attained, when the private keys of the some users or nodes is compromised and a session key that was previously established between the users are
not compromised. This is achieved by using Diffe-Hellman key agreement rather than any symmetric primitives.Trusted Third Party-Perfect Forward Secrecy: one
of the strongest notion of the perfect Forward Secrecy is ID based schemes. In this master key is compromised and this key is only known by trusted third party,
but after having the knowledge of master key of trusted third party it will not able to find out the expired session key.Non- Redudiation: it is different from
deniablitity, in which it guarantees that the parties involves in the communication. It is not able to identify that the particular request is not initiated by the one party.
So this ensures that Non-Repudiation indirectly provides integrity and authentication of the message.Replay Resilience: in this an attacker is not able to replay a
particular message again and again that was happens in the previous session.2.2.6.4 Pre-AuthenticationPre-authentication is also known as Initaila exchange or
pre-shared credentials. During pre-authentication, we prerequisite performs key exchange protocols for authentication purpose. If we talk about Symmetric
authentication key exchange protocol, both the parties have to share a session key before communication and if we talk about public key cryptography based
authentication technique both the party needs to exchange public key. The similar durable authorizations are employed in all authentications and/or key exchanges
between identical pairs of nodes. The effort of delivering pre-authentication is built on the difficult by forming a secure channel for secure credential interchange
devoid of sharing any credentials. Note that "secure" refers to authentic for interchanging public keys and trustworthy and stable for exchanging secret keys. We
will argue approaches of offer protected channels for pre-authentication. Pre-authentication in MANETSs can either happen through a network or node
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initialization.2.2.6.5 Key DistributionDissemination of single and pre-shared keys by a Trusted third party as part of node and/or network creation.2.2.6.6 Key
RevocationKey revocation is the kind of attack in which attacker tries to find out the expired session or any keys and make those facts public to all the nodes
presents in the network.this revocation information is available in the form of list, for example a list comprise all the revoked certificates with useable certificates.
This list is created and generated by the certificate authority and hand over all the nodes are made available to nodes that forms the network. If you are
communicating with some other entity, there may be possible for authentication purpose other party request you certificates from the certification

authority. Certification revocation is widely used by X.509 certificates. Which contain a blacklist of certificates assigns by the Certification authority and it makes
this list public or available to available repositories. Nodes that presents in the network area allowed to access this repository when needed. As the number of
nodes increases in the network this list will also increase, thus there are many schemes were already introduced to reduce this size of the list. In one of the
proposed technique, there were only providing the updated list this type of technique is known as Delta CRLs. In Online Certificates Status revocation technique
[35] any node present in the network can able to make a request to know the status of particular certificates and Certification authority in response returns the
requested certificates which is duly signed by itself. We can notice that these results need a stable setup, such as a Certification authority and/or public
depositories, to produce and allocate the revocation facts. Consequently, network nodes that want to authenticate whether a credential is revoked must have
admitted to this set-up. Hence, present revocation solutions that are extensively utilized for substructure networks such as LANs and WLANSs are not appropriate
for an arrangement in MANETS. In fact, as long as a certificate or key revocations in MANETS is one of the best interesting problems in all MANETSs that utilizes
public key.2.2.6.6 Key RenewalKey renewal as its name indicates that it is a process or mechanism of getting a new key after the expiration of previous one.
Therefore a key renewable algorithm plays an important role and necessary to accompaniment revocation schemes.Traditionally, infrastructure based network any
nodes gets its own new from the certificate authority by re-authenticate the certification authority or other trusted third party. Nevertheless, only key renewal is not
as forthright in WMN and the results depend on the availability of trusted third party.2.2.6.7 Key EscrowA body that is in possession of some private keys in the
network. Key escrows are able to decrypt data and may be able to impersonate nodes. For example the KGC in IBC schemes is a key escrow. This property is
measured as a weakness, but at times observed at as an appropriate property.Paper 1:Asha Rani Mishra, Anju Gera Bhawna Chauhan "Secure key pre-Distribution
and Mutual Node Authentication protocol In WSN using ECC" International Journal of Computer Applications Vol. 89(10), (2014).A.S Mishra, A Gera and B
Chauhan [36] proposed a scheme in which they deal with pre-distribution of keys using ECC. In which each node assigned with a head key which is a point on
elliptic curve and it also generate a private key pool for performing the point addition and point doubling operation on head key. Their proposed approach classified
into three categories, i.e. key generation, key pre-distribution and key agreement. In key generation phase base station generates the elliptic curve and its
associated parameters and with the help of this information they determine Head Key. In pre-distribution phase, each node determines head key in the previous
phase and in this phase they were generating a pool of private key and in key agreement phase two nodes can communicate with each other with the help of
common secret key and if they didn't share any key they will find a secure path between them i.e. via some intermediate nodes.Sensor Node ASensor Node
ByRequest for Authentication by Node Alf H(IDA)match?Accept request for authentication by node BFigure 7 Verification of node Registration before
AuthenticationFigure 2 Authentication between two Sensor nodesSensor Node ASensor Node B1. Select a Random Number KA, PKA and computes CA=KA *
PKAZ2. Transmit (CA, TS)3. Check if (TC-TS)> delay) to Accept/Reject Authentication4. Select a random number KB,,PKA and compute CB=KB * PKA5. Transmit
(CB, TS)6. Check if (TC-TS)>delay) to Accept/Reject Authentication7. Compute a Common Secret key SAB= KA *CA*CB8. Transmit SAB9. Compute a common
secret key SBA=KB*CB*CA. if (SAB= SBA)Then Authenticate SuccessfulFigure 7 Authentication between two Sensor nodesPaper 2:Robert Steven Owor, John
Hamilton "An Elliptic Cryptographic Algorithm For RF Wireless Devices" proceedings of the Winter Simulation Conference IEEE conference, pp. 1424-1429, (2007
Washington, DC).R.S Owor and J. Hamilton[37] proposed a new asymmetric algorithm named (HOOD CRYPT) which is based on ECC. They are trying to encrypt
the OFDM i.e. based on a Radio frequency wireless system using ECC. OFDM (orthogonal frequency division multiplexing) in which single channels utilize multiple
carriers and these subcarriers overlap each other in order to maximize spectral efficiency. Orthogonality ensures no interference even if sub carriers are
overlapped.Paper 3:Wael Adi "Fuzzy Modular Arithmetic for Cryptographic Schemes With Applications For Mobile Security"
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=7031EUROCOMM 2000. Information System, IEEE Conference.Wael Adi [38] proposed a new
scheme named Fuzzy Modular Arithmetic. The key idea behind this scheme is "do not compute the result exactly”. The essential feature behind this is just want to
perform only a partial reduction. In this reduction there is no division operation, i.e. the division operation is replaced by continually subtracting some random values
i.e. the value of m. In this scheme a complex modular computation can able to transform from low complexity unit to high computation system units. The important
feature of this scheme is that it saves the computational power, system complexity. If this scheme is used, then it can be possible that we can change the
computation power as needed for some system units. Figure 8 Fuzzy Modular ArithmeticPaper 4:Huan-Chung Lin and Yuh-Min-Tseng "A Scalable ID Based
Pairwise Key Establishment protocol for Wireless Sensor Networks" Journals of Computers, Vol. 18(2), 2007Huan-Chang Lin and Yuh-Min Tseng [39] in wireless
sensor network nodes are configured in an environment where they can susceptible to various types of attacks. Although the sensor network has constrains
regarding having low power, less storage space, low computation power and short communication range. There are many existing protocols has been evolved, but
they have some inherent drawbacks. Author proposed a scalable method i.e scalable id based pairwise key establishment protocol that allow nodes to share a
session key with its neighbors. By comparing with the other protocol, the proposed protocol offers two advantages: 1) requires constant memory. 2) Secure
communication between sensor nodes. A protocol has been classified into four categories:- 1) manufacture phase 2) network deploying phase 3) re-keying phase
and 4) Adding new node phaseManufacture PhaseThere is a one centralizes server names Registration server (RS), which issue keys to each sensor node in
wireless sensor network. In this phase a node submits its ID first to RS, and RS performs following computation.Generate a random integer Ti ? Zp.Compute
Pi=TiG and Si=Ti+ Srsh( IDi|| x(Pi)) mod q.RS issue G, q, PRS, Pi and Si to the node. Where Pi and Si are the public and secret key.Node I(Vi, Pi, IDi)(Vj, Pj,
IDj)Node jRandomly choose RiRandomly choose RjVi=Ri*GVj=Rj*GWi= Ri+ Six(Vi)mod qWj= Rj+ Sjx(Vj)mod qZJ=Pj+h(IDJ||x(Pj))PRSZi=Pi+h(IDI||x(Pi))PRSKij=
Wi+ (Vi+x(Vj) ZJ)Kji= Wj+ (Vi+x(Vi) Zi)Table 2.5 Key Agreement ProtocolNetwork Deploying Phaseln this phase, each node has to establish a secure link with its
neighbor and share a secret key between them. This reduces the overall computation.Figure 9 Network Deploying PhaseRekeying Phaseln this phase after a
certain period of time each node chooses another pair of key from its storage and broadcast (Vi, IDi) to the adjacent node.after receiving all the messages from its
adjacent nodes the node j only needs to compute Kijand Sij.this is because each node stored its adjacent nodes variable Zj.this will reduce the overall computation
in this phase.Adding new Node Phaseln this phase ,whenever adding new nodes or compromised, we replace that node. Many protocols has been evolved, but
either of one not provide this phase. Author provide an algorithm for this , according to author only the added new node and the adjacent node perform the network
deploying phase to establish a secure connection.Paper 5:Gopinath Ganapathy and k. Mani "Maximization speed in Elliptic Curve Cryptography using Fuzzy
Modular Arithmetic over Microcontroller based Environment " World Congress on Engineering and Computer Science, Vol. 1,(2009 San Francisco, USA). Gopinath
Ganapathy and K. Mania [40] In this scheme author integrate the two concepts or technology (ECC + Fuzzy Modular Arithmetic). As we all know two basic
operations are performed while implementing Elliptic Curve Cryptography, one is Point addition and another is Point doubling or scalar point multiplication i.e. (kp)
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mod m. In order to speed up this operation various trail division operations are used and if we implement this trial operation, hardware cost increases because it is
a slow operation. To speed up this operation author used fuzzy modular arithmetic, in which instead of executing a modular operation we repeated subtraction is
used. If we run an algorithm on a general computer, then the computer is only physically secured ,but the software that implements cryptographic algorithm in order
to bring security, is not secured. So hardware encryption performs cryptographic security with high speed and in secure form.Figure 10 Adding new node
PhasePaper 6:Yiliang Han and Xiaolin Gui "Multi-recipient Signcryption for Secure Group Communication" http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?
punumber=50893354th IEEE Conference on http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=5089335Industrial Electronics and Applications ICIEA,
pp. 161 - 165, <(25-27 may 2009).Yiliang Han and Xiaolin Gui [40]In an adverse environment, there is a need of security in order to protect against various types of
attacks. To achieve authenticity and confidentiality, we have to perform two operations mainly, encryption and digital signature. Traditional approaches have many
disadvantages:-1) Heavy overhead.2) Lack of Security.Zheng proposed an approach named signcryption in which both encryption and digital signature operation are
a single primitive. However the concept proposed by Zheng is unpractical for scalability point of view, i.e. MRES (multiple recipient encryption scheme).the overall
computation overhead in single message multiple recipient and multiple message multiple recipient include encryption and decryption operation of sender and
multiple receiver respectively and the broadcasted cipher text.Single message multiple recipientp: a large prime.q: a large prime factor of p - 1.g: an element of Zq
of order g.Hash: a one-way hash function.KH: a keyed one-way hash function.(E;D): the_ encryption_ and_ decryption_ algorithms_ of _ a_symmetric_key_cipher.?
SenderyBroadcast ChannelRecipient 1Recipient 2Recipient nFigure 11 Architecture of Multi-Recipient SigncryptionKeys Generation.Sender's keysxa: Sender's
private key, xa ?Zq.ya: Sender's public key, ya = gxa mod p.(xa,ya).Receiver's keysxb: Receiver's private key, xa ?Zq.yb: Receiver's public key, ya = gxa mod p.
(xai,ybi)Signcryption. Sender randomly chooses xR Zq, then setsBeginFor i=1, ., n,End ForEndSender sends (c1,c2,.,cn; r; s) to receivers.Designcryption.
Receiver computest2i = t1To obtain the plaintext message, then checks whether KHk2(m) = r for signature verification. Each signcryption text can be verified
publicly after receiver publishes the triplet (m; ri; si).Multiple Message Multiple recipientBeginFor i=1-n,End ForEndSender sends to receivers.Designcryption.
Receiver computes To obtain the plaintext message, then checksWhether for signature verification. Each receiver has a different message and each signcryption
text can be verified publicly after receiver publishes the triplet The above proposed technique reduces total overheads sharply by providing high security, secure
communication, secure routing and high performance. As in security, authentication and privacy is one of the open challenges in wireless mesh network. There are
many such algorithms already have been developed, and still researcher work in this area extensively. This section includes previously proposed approach for
secure authentication and privacy, later on proposed architecture are discussed in details.Paper 7:Arunesh Mishra and William A. Arbaugh, "An Initial Security
Analysis of the IEEE 802.1X Standard", Computer Science Department Technical Report CS-TR-4328, University of Maryland, USA (2002).Arunesh Mishra and
William A. Arbaugh [41] proposed a mechanism for client authentication, which ensures the flexibility and transparency for all users present in the WMN. In their
proposed technique, they were focusing on two attacks in the networks, i.e. Man in the middle attack and forging session key. The largest trouble with this plan of
attack is node mobility, particularly when there is real traffic.Paper 8:Mohamed Kassab, Abdelfettah Belghith, Jean marie Bonnin and Sahbi Sassi, "Fast Pre-
Authentication Based on Proactive Key Distribution for 802.11 Infrastructure Networks". Proceedings of the 1st ACM Workshop on Wireless Multimedia Networking
and performance modeling, pp. 46-53 (2005).Mohamed Kassab, Abdel fettah Belghith, Jean Marie Bonnin &Sahbi Sassi [42-43] proposed a technique in which they
overcome the disadvantage of [44] i.e. Client mobility. The author proposed two authentication schemes one is proactive key distribution and other is PKD with
IAPP caching. With this arrangement they were trying to fasten the secure the authentication Procedure between mesh network and station.Paper 9:Prasad, A. R.
and Wang, H, "Roaming Key Based Fast Handover in WLANs", Proceedings of IEEE Wireless Communications and Networking Conference (WCNC 2003), Vol. 3,
pp. 1570-1576(2005).Ben salem, N and Hubaux, J.-P, "Securing Wireless Mesh Networks. IEEE Wireless Communication" , Vol.13(2), 50-55 (2006).As in security,
authentication and privacy are the main focus of the authors, but Operator backbone security is a one of the open challenge. Here in this paper author develop a
model which incurs three features in individual frameworks, i.e. Firstly, their model is secured in two cases of attacks (denial of service attacks and adversary
corruption of data), secondly their model provides a secure routing and fairness among the various nodes (Ben Salem, N. & Hubaux) [45].Paper 10:Omar
Cheikhrouhou, Maryline Laurent-Maknavicius and Hakima Chaouchi, "Security Architecture in a Multi-Hop Mesh Network", Proceedings of the 5th Conference on
Security Architecture Research, (2006).Omar Cheikhrouhou, Maryline Laurent-Maknavicius and Hakima Chaouchi [46], proposed a technique in which they were
working on two problem i.e. Data protection in mesh networks and access mechanism. For authentication they utilize IEEE 802.1X and to avoid the rejection of
new mobile in a network due to lack of IP address, they integrate the two techniques i.e. PANA (Protocol or carrying Authentication for Network Access and
IPsec.Paper 11:Parthasarathy, "Protocol for Carrying Authentication and Network Access (PANA) Threat Analysis and Security Requirements.", RFC 4016,
(2005).M Parthasarathy [47] elaborate a technique, which define how a client can securely access the network along with confidentiality. In this technique, they use
PANA and PAA agent, which are used to authenticate the client and build a tunnel into the network which helps to achieve confidentiality, integrity and also secure
the exchanged confidential information.Paper 12:S.Zhu, S.Xu, S.Setia and Jajodia, "LHAP: A Lightweight Hop-by-Hop Authentication protocol for Ad-hoc
Networks", Proceedings of the 23rd IEEE International Conference on Distributed Computing Systems Workshops (ICDCSW'03), 749-755 (2003).S. Zhu, S. Xu,
S.Setia and Jajodia, "LHAP: A Lightweight Network Access Control Protocol for Ad Hoc Networks" , Ad Hoc Networks, Vol. 4 (5), pp. 567-585 (2006).Moustafa,
"Providing Authentication, Trust, and Privacy in Wireless Mesh Networks. Security in Wireless Mesh Networks." Zhang et al. (eds.), CRC Press, (2007).Zhu. And
Mustafa [48-49-50], work on a technique named Light weight hop by hop access protocol. The idea behind this is to authenticate mesh client and prevent the
network from the resource consumption attack. In this authentication concept, the user's data are authenticated at each intermediate node before forwarding. LHAP
best suited to adhoc network and resides between the data link layer, network layer and offers high grade protection.Paper 13:Zhu H, Lin, X, Lu, R, Ho, H.P and X.
Shen, "A Secure Localized Authentication and Billing Scheme for Wireless Mesh Networks", IEEE Transactions on Wireless Communications, Vol. 7 (10), pp.
3858-3868 (2008).Zhu.Et.al [51] proposed a secure localized authentication and billing schemes, in which they offer a guaranteed security in WMN. They improve
performance, resistance to system compromise and easily handle the workload of brokers when it is roam to some other mesh. Nevertheless, it offers many
characteristics, but not able to provide secure routing.Paper 14:B.He, S.Joshi, D.P.Agrawal and D.Sun, "An Efficient Authenticated Key Establishment Scheme for
Wireless Mesh Networks", Proceedings of IEEE Global Telecommunications Conference (GLOBECOM'0), pp. 1-5 (2010).He.et.al [52], proposed a distributed
architecture technique (authentication key establishment scheme over hierarchical based multivariable symmetric function). Generally authentication in distributed
architecture minimizes the authentication latency by distributing the trusted party over a network that have a signing rights on the authentication server. The author
proposed a scheme in which mesh client and mesh router construct a mutual pairwise key without any intervention of any central authentication server.Paper
15:J.Sun, C.Zhang, Y.Zhang and Y.Fang, "SAT: A Security Architecture Achieving Anonymity and Traceability in Wireless Mesh Networks", IEEE Transactions on
Dependable and Secure Computing, Volume 8 (2), 295-307 (2011).Tianhan Gao, Nan Guo and Kangbin Yim, "Delegation-based mutual authentication scheme for
multi operator wireless mesh networks". In proceedings of (IMIS2012), 143-147 (2012).[53-54] Proposed a secure authentication scheme named SAT, in which they
enhanced the security by hiding the network access, location details and the communication path while maintaining the integrity and confidentiality. Basically, they
resolve two conflicts, i.e. tracking the misbehaving user and anonymity of legitimate users.Paper 16:Summit R. Tuladhar, Carlos E. Caicedo, James B.D. Joshi,
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Inter-domain authentication for seamless roaming in heterogeneous wireless networks, in:SUTC '08: Proceedings of the 2008 IEEE International Conference on
Sensor Networks, Ubiquitous, and Trustworthy Computing, SUTC 2008, IEEE Computer Society, Washington, DC, USA, 2008, pp. 249_255.(Summit R.)[55]
Proposed a token based authentication scheme, in which token is utilized for verification purpose. Token works same as that of digital signatures by integrating
public key with subjects ID and it's also verifies the authenticity of subject ID in the issuer realm. This protocol reduces the time required for authentication and
also somehow restricts the communication between the home network to the roam or foreign network, but it requisite a roaming credential that will be shared among
servers this incurs some cost for supervision.Paper 17:Ford Long Wong, Hoon Wei Lim, Identity-based and inter-domain password authenticated key exchange for
lightweight clients, in: AINAW '07: Proceedings of the 21st International Conference on Advanced Information Networking and Applications Workshops, IEEE
Computer Society, Washington, DC, USA, 2007, pp. 544_550.(Ford)[56] Proposed a key agreement protocol based in identity based encryption technique. This
scheme overcomes the above discussed problems, i.e. the administration cost. One of the biggest drawbacks of this scheme is that, it cannot guard the user's
privacy.Paper 18:Her-Tyan Yeh, Hung-Min Sun, Password authenticated key exchange protocols among diverse network domains, Computers & Electrical
Engineering, 31 (3) (2005) 175-189.(Yeh and Sun) [57] Proposed a four party based, password based authentication technique and key establishment protocol. To
accomplish all this feature, there will be a requirement of public key infrastructure for the distribution and confirmation of server's public key to the clients. But the
problem with this approach is that it is not well suited for lightweight computing domain.Paper 19:Ren-Junn Hwang, Feng-Fu Su, A new efficient authentication
protocol for mobile networks, Computer Standards & Interfaces 28 (2) (2005) 241-252.(Ren-Junn) [58] Proposed an authentication scheme, which utilizes
symmetric encryption technique and hash function.Paper 20:Catherine Meadows, Formal methods for cryptographic protocol analysis: Emerging issues and trends,
IEEE Journal on Selected Areas in Communications 21 (2) (2003) 44_45.(Hung-Yu Chien) [59] Proposed an authentication scheme, which utilizes a public key
encryption technique. Instead of using certificates, they utilize hash function, which decreases the management cost of certificates. To accomplish this feature
additional server is required, which somehow increases the time delay.
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Chapter 3:Proposed FrameworkThis chapter gives an overview of problem formulation and proposed solution for that particular problem. We propose a framework
for secure authentication in wireless mesh network, which consider this entire basic goal:Secure Key Authentication and Key management.Security from
Intruders.Reduce the overall cost of computation.Efficiently work in the Multi-Operator Domain.3.1 Overviewln the above state-of-art various previously proposed
approaches has been deliberated. Generally, their Authentication protocols are classified into two categories broker based approach and home foreign based
approach. In home foreign based methodology, mesh client in WMN first registers to its home network. If mesh client wishes to roam in WMN, then this natural
action is done by another operator. Authentication between mesh clients is achieved by the involvement of mesh client, home network and the roam network. Even
so, it incurs disadvantage, when the number of clients may get increases and they frequently perform an activity of roaming to another network then authentication
in this case incurs a huge operating expense. Therefore, it is not suited for real time application. Broker based methodology, somehow reduces the authentication
overhead, i.e. Authentication between mesh client and the roaming network is achieved without the involvement of the home network. Therefore, it is best fitted for
real time application, but it also incurs drawbacks i.e. Lengthy interpret authentication is exist when mesh client is roam from one operator to another operator's
network. Thus, both home foreign based and broker based is suitable for authentication in WMN. In this paper, we propose a SAWMN hierarchical broker based
architecture for multi operator WMN. SAWMN is best fitted for real time application because as the number of mesh client get increases in the network, it is quite
slow to perform authentication among mesh nodes to overcome this overhead, SAWMN utilizes delegation rights phenomenon (broker delegated it signing rights to
its mesh gateway and mesh router instead of contacting trusted third party mesh clients directly get authenticated with the help of network router).3.2 SAWMN
ArchitectureOur suggested approach is based on broker based three tier hierarchical architecture for wireless mesh network as shown in figure 2. Wireless mesh
network holds two types of nodes, i.e. mesh router and mesh client. In addition to the networking proficiency among mesh client and mesh router, mesh router has
mesh gateway functionality which enables to connect a WMN to other networks. Further, these multiple mesh networks are managed by administrative domain.
Agreeing to our approach the broker or trusted party is residing the top level in the architecture. Mesh gateway resides on the second level, which plugs into the
backbone of WMN to the internet (wired). The third level consists of network router, which works as an access period to demonstrate communication between
network nodes. The whole architecture is depicted in figure 10.In our proposed approach, any client that desires to be a part of a network, firstly nodes have to
contact with a broker. Equally, we are using an identity based encryption [27-28], in which each node has to place forth its own public key, i.e. Its own identity of a
broker agent. A trusted party or a broker used its own secret key to generate a private key for that node. As we all know mesh gateway and network router has less
mobility, and so we consider them as a stationary node. As explained earlier our approach is grounded on three tiers hierarchical architecture, which incurs a great
disadvantage that as the number of nodes in a network increases, it is quite tedious job and computationally inefficient, that each node has to make contact with
the broker in order to know its private key. So to overcome this disadvantage, broker delegates it's signing rights to a mesh gateway by issuing certificates. Mesh
gateway computes its proxy rights and assigns its own rights to mesh router by issuing tickets and generates a certificate by signing the ticket using a proxy
signature key.Figure 12 SAWMN Architecture3.3 Flow Diagram of SAWMN WorkingNow we have elaborated the authentication algorithm SAWMN. Which
incorporates the identity based encryption and ticket based authentication scheme. Further, we have shown the step by step execution of SAWMN.Firstly brokers
choose a random number R i.e. Private Key and compute its public key.Suppose a mesh gateway is a newly entered node, as shown in figure 11 firstly mesh
gateway handover its own public key, i.e. Its own Identity to broker. The broker has a private key generator which generates a private key to the gateway, it
delegates its signing rights to gateway and securely transfer it to the mesh gateway. The whole operation is shown in step 4-5.Terminologies usedGateway ID
(public key)Gateway private keyBroker signing rightsMesh router ID (public key)Mesh router private keyGateway signing rightsClient ID (public key)Client private
keyValid communication sessionTable 3.1 Terminologies Used in Figure 13Figure 13 Flow Diagram of SAWMNAs mesh gateway already receives broker signing
rights, now onwards gateway performs the same operation like a broker. For e.g. In figure 11 mesh router gets its own private key from gateway instead of bringing
up from a broker, but mesh router has less mobility so it also considers as a stationary node (trusted party), thus while sending private key for router, gateway also
delegates its own and broker signing rights to mesh router. The whole operation is elaborated in step 6-7.Now onwards mesh router has rights to perform the same
operation like a broker and gateway. Any mesh client instead of getting its own private key from broker they can directly get it from mesh router. As shown in figure
3 i.e. Mesh client first hand over its public key to the router and router generate a private key for the client and transfer private key along with tickets to the mesh
client.3.4 Theoretical Modeling of SAWMNStep 1: First we define two group field, and two hash function .Step 2: Broker randomly chooses an integer and
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computes its own public key, with the help of the following equation.Step 3: Broker defines Param Field, this field is an output by taking k security parameter as an
input. Param field consist of message Space M, group field , And two hash function .This param field is publicly recognized by the others while the private key is
known by the secret key generator.Step 4: Suppose any node A want to join the network, so its request for his private key to the broker. , To calculate the private
key for node a broker needs A's Identity or the public key.After calculating private key, This key is securely delivered it to the Node A using BLS (short signature
scheme) signature.Step 5:Broker also generates Certificates and send it to the Node A.Step 6: As | explain earlier mesh gateway and mesh client has less
mobility, and broker delegates its signature to this node. Assume Node A is the Mesh gatewayStep 7: After performing above operations, Broker already sent its
delegation writes to mesh gateway and then mesh gateway after receiving delegation rights from a broker, it generates a ticket and gives its delegation rights to
mesh router..3.5 Strength of Proposed Approachin order to achieve a secure communication in the network, various authentication algorithms have been
developed. Mutual authentication in wireless mesh network is a one of the hottest topics and various researches has been going in the future also. This section
defines why our proposed algorithm is effective. SAWMN incurs a number of features and provide a secure communication between mesh clients, mesh router-
mesh clients, etc . SAWMN reduces the overall system complexity and also the price needed for the management of public key, which induces a heavy impact on
the net. In earlier literature works, a node that wants to be a part of the network, firstly he has to choose an integer value from a particular range, then computes its
own public key, so here apart from private key it also maintains its own public key while in SAWMN, as explained earlier in SAWMN, nodes that wishes to join in
the network, firstly it has to get its own private key from the broker by handling its own public key or identity. Here in SAWMN, user identity act as a public key for
the node and for private keys, broker performs private key generation operation in place of nodes, thus the overall computation complexity of the system is
reduced.In SAWMN, broker act as a trusted third party, this authenticates and issue tickets to the nodes. As SAWMN is a three tier hierarchical based
architecture, as the number of clients in the network increases, it is computationally inefficient for the client to always contact to the broker for the private key and
increases the overhead. In SAWMN, broker delegates its signing writes to the mesh gateway or to the mesh router, which enables a mesh router or mesh gateway
to act like a broker and assign private key from a newly joined client. Our suggested proposed approach extend above discussed technique in order to accomplish
the authentication procedure in Inter-domain and Intra domain. Here we used one additional server named as Main server, which contain the all related information
like IP Address of the sub-module, roaming information, etc. Main server performs various functionality, like if any mesh client roams from one domain to some
other domain, then this activity is first noticed by main server which internally hand over the mesh client IP address to the foreign domain. After this foreign domain
performs some authentication process between mesh clients and mesh router.Figure 14 Block Diagram of Authentication Network3.6 Inter-Domain
AuthenticationWhen mesh client roams from broker 2 domains to broker 1, Inter domain authentication has been taking place between the mesh router and the
mesh client. Following an authentication process will be followed by and.: = = {,,1)}.: = = {}. : =.: = .Figure 15 Inter-Domain AuthenticationThe mesh router
periodically broadcasts message 1 to its coverage area. When mesh client roams from broker 2 to broker1 called inter domain. After receiving message 1 following
operations are performed.lt first checks the freshness of the Expiration or validity of the ticket.Retrieve broker 1 public key and from broker's public key, it verifies
the signature of gateway 1.After verification, it computes shared key = e (), where = Mesh client now sends a message (2) to mesh router 1. After receiving the
message (2) it performs following tasks.Check for the expiry date on the Client ticket and make certain that it is not expired.Retrieve broker 2 public key and from
broker's public key, it verifies the signature of gateway 2.After verification, it computes a shared key Mesh router 1 generates tickets for newly entered nodes, i.e.
Mesh client. .Before sending to the mesh client, mesh router 1 sign the ticket with HMAC, .Mesh router 1 now sends a message (3) to mesh client. After receiving
the message (3) it performs following operations.Check the newness of timestamp and the expiry of the ticket.Verify the ticket Using shared key (Computed by
mesh client). If the verification of ticket is done successfully, then mesh router is considered as an authentic router or trustable router.Generate a timestamp and
create a signature on it, by signing it with the shared key .Mesh client now sends a message (4) to mesh router 1, after receiving a message (4) it perform the
following operations.Check the newness of timestamp and the expiry of the ticket.Verify the timestamp using a shared key (Computed by mesh router 1). If the
verification of the timestamp is done successfully, then mesh client is considered as an authentic user or trustable user.Latter on Mesh client and mesh router 1
generate a session key 3.7 Intra-Domain AuthenticationWhen mesh client roams from mesh router 1 to mesh router 2, Intra domain authentication has been taking
place between the mesh router and the mesh client. Following an authentication process will be followed by and. = .: = {, , ,, Sig (mesh router 1)}. : = .: = .Mesh
router 2 periodically broadcast message 1 to its coverage area. When mesh client roams from mesh router 1 to mesh router 2 called intra domain. After receiving
message 1 following operations are performed.|t first checks the freshness of the Expiration or validity of the ticket.Retrieve broker 1 public key and from broker's
public key, it verifies the signature of gateway 1.After verification, it computes a shared key = e (), whereFigure 17 Intra-Domain AuthenticationMesh client now
sends message (2) to mesh router 2. After receiving the message (2) it performs following tasks.Check for the expiry date on the Client ticket and make certain
that it is not expired.Retrieve mesh gateway 1 public key and from mesh gateway public key, it verifies the signature of mesh router 1.After verification, it
computes a shared key Mesh router 2 generates timestamp and Before sending to the mesh client, mesh router 2 signs the timestamp with HMAC = {} .Mesh
router 2 now sends message (3) to mesh client. After receiving the message (3) it performs following operations.Check the newness of timestamp and the expiry of
the ticket.Verify the timestamp using a shared key (Computed by mesh client). If the verification of the timestamp is done successfully, then mesh router is
considered as an authentic router or trustable router.Generate a timestamp and create a signature on it, by signing it with the shared key .Mesh client now sends a
message (4) to mesh router 2, after receiving a message (4) it perform the following operations.Check the newness of timestamp and the expiry of the ticket.Verify
the timestamp using a shared key (Computed by mesh router 1). If the verification of the timestamp is done successfully, then mesh client is considered as an
authentic user or trustable user.Latter on Mesh client and mesh router 2 generate a session key 3.8 Inter-Operator AuthenticationFigure 18 Inter-Operator
DomainWhen mesh client roams from mesh router 1 in One domain to mesh router 3 in another domain, Inter Operator authentication has been taking place
between the mesh router 3 and the mesh client. Following an authentication process will be followed by and. = .: = {, , ,, Sig (mesh router 1)}. : =.: = .Mesh router
3 periodically broadcast message 1 to its coverage area. When mesh client roams from mesh router 1 to mesh router 3 called an inter Operator domain. After
receiving message 1 following operations are performed.lt first checks the freshness of the Expiration or validity of the ticket.Retrieve broker 1 public key and from
broker's public key, it verifies the signature of gateway 1.After verification, it computes a shared key = e (), whereMesh client now sends a message (2) to mesh
router 3. After receiving the message (2) it performs following tasks.Check for the expiry date on the Client ticket and make certain that it is not expired.Retrieve
mesh gateway 1 public key and from mesh gateway public key, it verifies the signature of mesh router 1.After verification, it computes shared key Mesh router 3
generates timestamp and Before sending to the mesh client, mesh router 3 signs the timestamp with HMAC = {} .Mesh router 3 now sends message (3) to mesh
client. After receiving the message (3) it performs following operations.Check the newness of timestamp and the expiry of the ticket.Verify the timestamp using
shared key (Computed by mesh client). If the verification of the timestamp is done successfully, then mesh router is considered as an authentic router or trustable
router.Generate a timestamp and create a signature on it, by signing it with the shared key .Mesh client now sends a message (4) to mesh router 3, after receiving
a message (4) it perform the following operations.Check the newness of timestamp and the expiry of the ticket.Verify the timestamp using a shared key (Computed
by mesh router 1). If the verification of the timestamp is done successfully, then mesh client is considered as an authentic user or trustable user.Latter on Mesh
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Chapter 4:Simulation FrameworkIn this chapter, we discourses the simulation of the projected algorithm. It also describes the framework for simulation for the
proposed scheme.4.1 Simulation Background4.1.1 Verification of Results against Forgery of Key and Intruder AttackslIn this section we have recorded the
performance results of proposed approach i.e. SAWMN. We execute SAWMN on AVISPA SPAN and shown the how the communication has been taken place
between entities. We tested the SAWMN security assets using a model checker AVISPA SPAN, which offer a correct resilient of proposed security
protocol.4.1.1.1 HLPSL Code- Control flow pattern for SAWMNHLPSL is a high level protocol specification language, which will be utilized for modeling a protocol,
whose semantics is based on Lamport's temporal logic specification [29-30-31-32]. AVISPA takes HLPSL code as an input and describe the security principles and
also put down their respective security features. HLPSL described protocols in the form roles. Each protocol has their respective roles, which elaborate the
intended action to be performed by the protocol. Each function is depicted in the form of state, which contain variables. These variables or parameters are
responsible for state transitions, i.e. establishing communication among roles via channels, retrieving information. Listing 1 shows the SAWMN HLPSL
Code.4.1.1.2 HLPSL2IF Coding - HSPSL to Intermediate FormatWhen a protocol is molded in HLPSL Code, AVISPA transform high level language into a low level
language, i.e. the intermediate language format IF with the help of HLPSL2IF translator. This intermediate language format is executed at the backend by the tool
OFMC, CL-AtSe. figure 12 shows the SAWMN HLPSL2IF Coding.Figure 19 HLPSL2IF Coding.4.1.1.3 AtSe- flow detection code for SAWMN CL-AtSe is backend
tool which takes a HLPSL2IF code as an input for analysis purpose. It does not used to find out the attacks in protocol rather than it is used to list out the
preliminary intruder information, is intruder is able to forge the private key or not and initial features in the sets. [33]. Listing 3 and figure 13, 14 shows the CL-AtSe
(Flow detection code for SAWMN).Figure 20 AtSe (Flaw detection code for SAWMN)4.1.1.4 < OFMC (Protocol falsification and bounded Verification of
SAWMN)OFMC is the backend tool, which tales HLPSL2IF intermediate code as an input. OFMC is a protocol verification tool generally used to encounter out the
attacks in the protocol. As in SAWMN listing 4 and figure 15, figure 16, figure 17 and figure 18 shows that, there is no attack is found in SAWMN and it is safe from
intruder attacks.Figure 21 Protocol falsification and bounded Verification of SAWMNFigure 22 Protocol Simulation without IntrudersFigure 23 Protocol Simulations
with Intruders and Its ParametersFigure 24 Protocol Simulations with IntrudersFirst of all we run the main server (Broker), sub server (Mesh Router) and then
Childserver (Mesh Client). After passing all the server or by producing a whole network, now we will more interested to run our proposed technique. Now | would like
to explain you the step by step process these are as follows:After creating a network, we run Project_Login_Register.java class. Whose function is to present GUI
which contain two buttons, i.e. Login and Register. If the User is newly entered User then before entering into the network it has to register itself. After Figure 25
User Registration and Login PageRegistration its details are saved in child server (Mesh Client), Subserver (Mesh Router) and Mainserver (Broker). Now newly
entered, the user is now able to perform any function after Login. After registration or already registered user is now able to login into the network.Figure 2 shows
the User registration page which is only applicable for the node which is a newly entered node. They have to fill all the required details. After filling all the details
user has to press register button, then pop up message comes i.e. Data Inserted Successfully. Furthermore an entry will in inserted into the client server, sub
server and main server database.
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Chapter 5Results and DiscussionsThis chapter gives the detail discussion about the results. In which we have focused on some parameters like Encryption Cost,
Authentication Cost, Throughput, Key Generation, Key validation and System Delay. Now in this section | would like to discuss the various computation results in
the form of graphs.Encryption is the technique in which, any message is converted into an unreadable format, i.e. Ciphertext. This will be very helpful if any entity
wishes to send some confidential information to any other party, i.e. before sending data it has to encrypt the message so that only the intended user can able to
read the message. A lot of research work is going on this field. Figure 41 shows that the different encryption cost of different file size.Figure 41 Encryption
CostAuthentication is an action, that ensure other party that they were communicating to the legitimate user, this can be accomplished by adopting different
authentication technique. Authentication cost as its name indicates it is the cost or time required to authenticate a particular user in the network. In our case any
client can able to move from one network to another. If this happen then server perform above discussed technique to authenticate the user.Figure 42
Authentication CostFigure 43 System DelayA lot of research work is going on this field. Figure 42 shows that the different Authentication cost of different file
size.Network delay is one of the important parameters of performance of any type of network. We can define the network delay as the time needed to send bits of
data to be traveled in the network from egress to ingress node. Delay is dependent on the location of nodes from the source to the destination node. A lot of
research work is going on this field. Figure 43 shows that the different encryption cost of different file size.Figure 44 ThroughputThroughput is referred as a number
of bits or units of data is transferred or system is able to process in a given unit of time span. It can also be defined as a rate of successful transfer of information
with the help of some channel. A lot of research work is going on this field. Figure 44 shows that the different throughput of different file size.Key generation as its
name indicates that any user is generating keys for further processing in the network. As we all know to communicate on the network, the public private key pair is
more important. So in this key generation, we are more focused to calculate the time required to generate this public private key pair. A lot of research work is
going on this field. Figure 45 shows that the different Key Generation time needed for different file size, because here for each datum or file we compute different
public private key pair. Figure 45 Key GenerationKey Validation as its name indicates that the truth or correctness of the keys. If any nodes from one domain to
some other domain, then we perform some operation to identify that this user is a legitimate user from where it belongs. A lot of research work is going on this field.
Figure 46 shows that the different key validation of different file size. This field is captured when a node is moving to some other network than if he wishes to send
some data then how much time required is needed for key validation.Figure 46 Key ValidationFigure 47 Encryption Technique Comparison between RSAFigure 47
shows the comparison between Asymmetric cryptographic technique, i.e. RSA with the proposed technique. This is clearly shown that the SAWMN needed less
time for encryption as compare to the RSA. Firstly, we have taken the files of different sizes, then perform both the encryption on that file and record the time
needed for encryption in milliseconds. Results show that our technique is much faster than the RSA.Figure 48 Authentication Cost Comparison between Kassab
and SAWMN.Figure 48 shows the comparison between Authentication Cost technique<, i.e. Kassab with the proposed technique. This is clearly shown that the
SAWMN needed less time for authentication as compare to the Kassab. Firstly, we have taken the files of different sizes, then perform both the authentication on
that file and record the time needed for authentication in milliseconds. Results show that our technique is much faster than the Kassab.
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Chapter 6Conclusions and Future WorksThe aim of this works is to propose a secure authentication approach for WMN. The key features of our approach are to
reduce the overall system complexity and management cost of public key, which induces the heavy impact on the network performance. In SAWMN, any node
(either it will be a mesh router, mesh gateway and mesh client) to get its own public key has to hand over its own identity (i.e. Public Key) to the broker. Broker
performs some computation and later on hand over the private key to the node along with the ticket, which defines the lifetime of a particular node in the network.
As the number of mesh client increases, SAWMN reduces overhead of issuing tickets and private key by the trusted third party using delegation of signing rights to
the mesh gateway and mesh router. The proposed architecture inherits the feature of delegation signing rights from Trusted Broker to other trusted node in the
network. The authentication scheme is based on ticket, so it is best suited for various types of roaming i.e. Inter-Domain, Intra-Domain and Inter-Operator domain.
Furthermore, we have incorporated the identity based encryption technique for secure information exchange among nodes (Mesh Client, Mesh Router and Mesh
Gateway) in WMN. We also incorporated the privacy by utilizing fast HMAC into the account. Further, we have shown the verification of SAWMN by the simulated
result on AVISPA SPAN.Furthermore, we have extended the previously proposed technique in [6]. The goal of our proposed technique is to reduce the overall
system complexity and overhead of the public key management. In this paper we have shown the secure authentication in the Multi - Operator domain. The
proposed architecture inherits the feature of delegation signing rights from Trusted Broker to other trusted node in the network. The authentication scheme is based
on ticket, so it is best suited for various types of roaming i.e. Inter-Domain. Intra-Domain and Inter-Operator domain. Furthermore, we have incorporated the identity
based encryption technique for secure information exchange among nodes (Mesh Client, Mesh Router and Mesh Gateway) in WMN. We also incorporated the
privacy by utilizing fast HMAC into the account. Further, we have shown the simulated result which shows the how authentication is performed while roaming to
some other network.our comparison result is also shown that, the overall authentication cost, system delay throughput and encryption cost is improved as
compared to one of the previous proposed technique.The result shows that this technique enhanced the authentication cost, the encryption cost of the network.
Authentication protocols generally used for the assurance of the identity of the user to whom | am communicating. We have also considered the other parameters
like securely generation, so that an attacker not able to do any type of attack in the network, apart from that we have also considered reducing the overall delay in
the network. There is some topic which we can focus in future, i.e. hand of management , key agreement and storage requirement, etc. so this can be done in
future work.
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