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Note: All questions are compulsory. Carrying of mobile phone during examrn?@ oné WF”
be treated as case of unfair means. 'y, 4
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a) How will you test the efficacy of a block symmetric @;ﬁaﬁih@ﬁr‘? b
b) What is cryptanalytic attack? iszfw b
¢) Define authentication as a security service. N »
d) List required properties of stream ciphers. ‘%;; mit
e) Differentiate between confusion and difﬂyéﬂoﬁ roperties of block

symmetric ciphers. ;%’55 \ ‘ia::‘mi
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Q.2. [2.5 marks] Discuss in detanf %h@?‘ﬁﬁs‘ngn principles of block
symmetric ciphers. @% }%Ei sgj h,
% &
Q.3. [2.5 marks] Describe t%he‘tgag rity framework as given in ITU-T-X800.
Q’ ‘%n ¥§
Q.4. EZ 5 marks] Discuééﬁ téﬁe Encryption aﬁgornthm of
Standard. i,
$* EE§;
Q.5. 2.5 marks] Expﬂam the key expansion algorithm used in Advanced
Encryptnorg Sﬁ?’ﬁﬁ‘ayd
ht

Q.6. Eg&? mé!rké] Explain the general structure of a stream cipher. How is
it reaji*zei&gn RC-4?
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Q.1. [ 2.5 Marks. Each part is half mark]
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