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ABSTRACT 
 
 
 
 

"IOT is one of the emerging technology in today's era. In this day to day "physical 

objects" connects by the means of various technology that are existing today. IOT is 

developing very rapidly. But there has been always uncertainty about the securities and 

privacy which affect the sustainability of IOT. This Project involves analyzing and 

implementing the Sinkhole attack in RPL. 

 
 

We implement the attack on any of the node in the network. The attacked node will try to 

attract more traffic than regular. By decreasing the parent rank in the code, once is enable 

to derive the traffic on one of the node. We will analyse the performance in attack and 

without attack scenario on the basis of  "change in network topology, power consumption 

analysis, average radio duty cycle analysis and the sensor graph." 
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CHAPTER 1 
 

INTRODUCTION 
 
 

1.1 The Internet-of-Things 

 

1.1.1 About IoT 
 

"The Internet of things  is the interconnection of physical contraptions, vehicles 

(moreover insinuated like "associated devices" & "smart devices"), structures & diverse 

things—installed with gadgets, software's, sensors, actuators, & framework arrange that 

enable these articles to accumulate & exchange data."IoT is fundamentally associating 

every one of the gadgets of our everyday life to the internet in order to make our life less 

dem&ing. 

 
 

"Things," in IoT alludes to each gadget from lights to vehicles & so on of our everyday 

life. 

 
 

These things are associated with a system in order to improve our labor. 
 

 

Scientists look "Things" as an "indistinguishable mix of equipment, programming, 

information, & administration ". These gadgets assemble data from the adjacent 

condition. 

 
 

IoT is the main research subject as these days center is moving towards omnipresent 

registering from conventional figuring. 

 
 

Iot covers distinctive parts of transportation, development, therapeutic sciences, home 

machines, shopping encounters & so on. 
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Image 1.1 IoT Application 
 
 

1.1.2 Growth of the IoT 
 

IOT is one of the recent technology & an expansive number of individuals approximately 

87% have even not known about it. In any case, From ATM's in 1980's, IOT is being the 

part of life of us. In future, by 2020 we will have approximately 1 Billion articles 

associated to IOT and Web. 

 
 

Market of  smart watches has grown rapidly in the past few years showing the integration 

of IOT. 

 
 

It is obvious that IOT is look after & gadgets associated with web will increment 

definitely. 
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Image 1.2 IoT Growth 

 
 

1.1.3 Long time to value 
 
 

IoT assignments can take quite a while. From business case change or change to check of 

thought for full-scale rollout, every time of the technique can be burdened with 

inconveniences. In light of our work with clients, we suggest that affiliations take after a 

five-sort out strategy to confine the time required to pass on their IoT specialists, while 

improving the entry on these activities. 

 
 

In today scenario, there are lots of project involved in IOT in government and private 

sector. The plans of smart cities, Free Wi-Fi zones .  

 

1.1.4 Scalability 
 

 

Another snag associations keep running into is the trouble of growing their IoT venture 

after some time. Numerous organizations effectively execute an answer with a couple of 

hundred gadgets in a single area, just to find that it won't scale to help several thousands 

or even a great many gadgets crosswise over a wide range of areas. 
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1.2 Problem Statement 
 

Analysis & Implementation of Sinkhole Attack & examination of change in radio 

environment, power analysis & topology change in normal radio duty cycle 

 

 

1.3 Aim 
 

The objective  is to implement Sinkhole Attack & analyze the attack on lossy & low 

power  network in RPL. 

 

 

1.4 Methodology 
 

Stimulate the attack in perspective of  the RPL. The simulation is performed on a LINUX 

based test system COOJA Simulator. The strategy is - attack on the nodes that makes a 

route brokenly by responding fake system information to the information source & 

squares data through the broken route. 
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CHAPTER 2 
 

LITERATURE SURVEY 
 
 
 

A literature review is a way to assess & decipher all accessible source significant to a 

specific research question. Its fundamental point is to show a reasonable assessment of 

the examination territory of enthusiasm by leading a thorough & auditable philosophy. 

The primary motivation behind writing audit is to locate the applicable writing about the 

SinkHole Attack on Low Power and Lossy Networks & their system conventions with the 

end goal of foundation think about, abridge the current work & recognize the hole in the 

flow explore. 

 
 
 
 

2.1 6LoWPAN 
 

"6LoWPAN, pronounced slowpan, is an acronym of IPv6 over Low Power Wireless 

Personal Area Network. It is the name of a concluded working group in the internet area 

of IETF." 

 
 

It has encapsulation and mechanism of header that enables the IPv6 to receive and deliver 

packet over IEEE network. Main work horses for the LAN, MAN and WAN are the IPv4 

and IPv6 for the data delivery. 

 

 

2.2 RPL 
 

"RPL is a Distance Vector IPv6 routing protocol for low power & lossy networks that 

manage the Destination Oriented Directed Acyclic Graph (DODAG) building process 

utilizing a target work & an arrangement of measurements/limitations." The target work 

utilizes a mix of measurements & requirements to Image the 'best' way. 

 
 

The target work is the key towards the development of the DODAG in light of some 

system imperatives. 
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2.2.1 Process of Building DODAG 
 
 

The way of developing the DODAG graphs starts at the end node or  parent node, that is 

designed by framework overseer. The routing algorithm steering convention gives an 

arrangement of the new Internet Control Message Protocol packets to inhibit graph 

related data through various hubs. The 4 DODAG messages or packet are down below :- 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

The  building of the diagram process begins when the sink node begins broadcasting its 

data utilizing the DODAG Information Object (DIO) message. The adjacent hubs shall 

get & process DODAG Information Object (DIO) messages from every single node & 

settle on their choice whether to interface or not founded on specific standards. Once the 

hub has joined a diagram it has a course toward the chart root. The diagram sink is named 

as the 'parent' of the hub. At that point, the hub registers its 'rank' which determines its 

situation in the system. On the off chance that it's anything but a leaf hub then it shall  

send DODAG Information Object messages again to its adjacent nodes. On the off 

chance that the hub is a "leaf hub", it just joins the diagram & doesn't send any DIO 

message. This procedure will proceed until the point when the leaf hub is come to. This 

undulating impact fabricates the diagram beats from the root to the leaf hubs where the 

procedure ends. In this development, every hub of the diagram has a directing passage 

towards its parent & the leaf hubs can send an information parcel the distance to the base 

of the graph by simply sending the bundle to its prompt parent. 
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Image 2.1Building  of DODAG 

 
DODAG Destination Advertisement Object packets are utilized to transmit  data of a 

node upward towards its root node(parent's node). As every node gets the DODAG 

Destination Advertisement Object  packet, it forms data & includes a section in the 

steering table. This procedure proceeds till the point when a data achieves the sink & an 

entire way till the sink.. 

 
 

The routing algorithm additionally underpins "P2P correspondence to any node to some 

another hub." The hub sends a bundle to other node inside to system,  parcel ventures up 

to a typical root & soon thereafter it is sent in the 'downside' course goal. 

 
 
 
 

2.2.2 Storing Nodes & Non - Storing Nodes 
 

In General, there are 2  nodes type : -  

1.Storing Nodes 

2.Non-Storing nodes. 
 

Non Storing Nodes doesn't store the routing entries in the table due to memory constraints 

where as the Storing Nodes are able to store the routing entries in the routing table of 
every single node. 
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It can be achieved by setting the mode in RPL packet header MOP bit. The 4 bit of MOP 

is as below: -  

 

 

 

 

 

 

 

 
Table2.1 Description of MOP Field 

 
 
 
 
 

2.2.3 Avoidance and Detection in Loops 
 
 

In General, Loops are the sequential instruction that are performed continuously until a 

specific condition is reached. Therefore it  is an good practise to locate the loops. They 

are mainly in shape due to missing of synchronization among the nodes 

 
 

The two principles determined in are: 
 

 

• Max_DeptaRule, whichaexpresses thataaanodeacan'tamakeaaanode its parent if its 

rank is greater thanapresentanode 

 
 

• No node can change its rank itself in order to gain more traffic than usual. 
 

 

2.2.4 Repair Mechanism 
 
 

In General, we have 2 mechanism of repair which are supported in RPL  

 Global Repair 

  Local Repair 
 

Local Repair - It is performed at the time of failure of the links or when there is no path 

among the hubs or node. Where as Global Repair is performed after the launch of Local 

Repair.  
 

While Global Repair is executed after Local repair. Global repair is repair mechanism 

that builts the graph from the very beginning. It is executed after the Local Repair to keep 

monitoring and maintaining the shape of graph.  
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2.3 TaxonomyaofaAttacksainaRPLabasedaInternetaofaThings 
 

Talked about that the RPL convention intended for IPv6 is presented to a wide assortment 

of assaults & for the most part separated into three classes. The main classification of 

assaults focuses on the depletion of system assets, for example, memory, vitality & 

power. The second class of assaults in RPL focuses on the system topology. The assaults 

on topology is additionally partitioned into two classifications: sub-advancement assaults 

& segregation assaults. The third classification focuses on the RPL arrange movement.. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Image 2.2 RPLaAttacksaTaxanomy 

 
 
 

 

2.3.1 Sinkhole Attack 
 
 

In this, the main aim of the attacker is to make a node defected or attacked so that it can 

attract more traffic than it would have attracted in the normal environment. In LLNs, this 

attack can easily implemented by altering the ranks of the node. If we can decrease the 

rank of a node, we are able to attract more traffic on the given node. Thus this attack is 

called as Sink Hole Attack. The attacked node is chosen as parents by many of the child 

nodes present in the environment.  
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CHAPTER 3 
 

SYSTEM DEVELOPMENT 
 
 
 

3.1 Use of RPL Network 
 
 

In this, the main aim of the attacker is to make a node defected or attacked so that it can 

attract more traffic than it would have attracted in the normal environment. In LLNs, this 

attack can easily implemented by altering the ranks of the node. If we can decrease the 

rank of a node, we are able to attract more traffic on the given node. Thus this attack is 

called as Sink Hole Attack. The attacked node is chosen as parents by many of the child 

nodes present in the environment. 

 
 
 

 

3.2 Topologies 
 
 

There are basically two types of network topology : -  

 

1. RandomaPlacementaof aNodes 

2. LinearaPlacementaof aNodes 

 
 
 

3.2.1 Random Placement of Nodes 
 
 

 We create 20 nodes in the environment. 19 are the sender nodes and 1 will be the sink 

node. We placed 20 nodes randomly in the radio environment. The attack is executed on 

the node 16. We can control the ranks by changing the code by decreasing the parent 

rank. The attacked node will attract more traffic.  
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                       Image 3.1 Randomly Placed Nodes  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

       Image 3.2  Radio Environment of Randomly Placed when attack   
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3.2.2 Linear Placement of Nodes 
 
 

We create a new simulation having linear placement. We create 9 sender nodes from node 

2 to node 10. We create sink node as node 1. We executed sinkhole attack on this linear 

placement and change the node 5 as the new sink node by changing the rank in the 

function. Node 5 attracts more traffic than usual. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Image 3.3 Linearly nodes placed environment  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
                   Image 3.4 Radio Environment when attacked 
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  CHAPTER 4 

  

PERFORMANCE ANALYSIS 

 
 

 

We analyzed network in 2 different topology:- 

1.  Random Placement of Nodes  

2.  Linear Placement of Nodes 

 

After the implementation of Sinkhole Attack, we analyse the performance on 

following categories: -  

1. Sensor Map 

2. Avg. Power Consumption(PC) 

3. Avg. Radio Duty Cyle(RDC) 

4. Historical Power Consumption(HPC) 

5. Detection of Sinkhole Attack 

 

  

  

   

   

   

   
 
 

 

4.1 AttackaonaRandomaPlacementaofaNodes 
 
 
 

4.1.1 SensoraMapaAnalysis 
 

Senor Map shows the relation between the ChildaNode & the ParentaNode 
 

 In the below scenario, we have Nodea1 and Node 16.Node - 1 is the Sink node & Node 

16 is a child node having no child. The parent of  Node 16 is Node 18 as depict in Image 

below 
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Image 4.1Normal Network without Sink Hole Attack  
 
 

 

We implemented Sink Hole attack on node 16. We can see from the Image 4.2 that Node 

11 has become Node 21 and now have 3 child which are Node 3, Node 12 and Node 20 

as its child. This shows that attacked node has more traffic and the network topology has 

been changed. This shows the successful  implementation of attack. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Image 4.2 Network after Attack on node 16 
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Table 4.1 Nodes with packets received with and without attack 
 

Node Without Attack With Attack 
   

1 0 0 
   

2 15 12 
   

3 12 14 
   

4 11 11 
   

5 12 12 
   

6 12 12 
   

7 12 12 
   

8 12 12 
   

9 11 12 
   

10 13 14 
   

11 11 12 
   

12 12 12 
   

13 9 13 
   

14 12 10 
   

15 11 14 
   

16 12 13 
   

17 13 13 
   

18 12 11 
   

19 13 14 
   

20 13 10 
   

 

 

This table shows that packet the number of packet received by Node 16 has increased by 

1 i.e. from 12 to 13. Thus Node 16 is attracting  more traffic in the attacked mode as 

compared to the without attack environment. 
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4.1.2 AverageaPoweraConsumptionaAnalysis 
 

“The PC profiling can be defined as a method of  Parametering  the nodes PC in 

accordance to their workload.” 
 

In the table below, the power of Node 16 is 1.2265mW. There is no attack 

implemented. 

 
 

           Table 4.2PC Analysis without attack 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
 
 
 
 
 
 
 
 
 
 
 

16 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

           Image 4.3Avg. PC of each node without attack 
 
 
 

In the Table given below, we have attack implemented on Node 16. We can see that 

power consumed by it is 1.342mW . This shows that Power consumption has increased 

by 0.116mW of  Node 16. 

 
 

                       Table 4.3  PC Analysis  when attacked 
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       Image 4.4 Avg. PC of each node with Attack 
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4.1.3  AverageaRadioaDutyaCycleaAnalysis 
 

“Duty Cycle is the ratio of the transmitted signal's on the air time to the total operating 

time during the measurement period. It is essential since it identifies with top and normal 

power in the assurance of aggregate vitality yield..” 

 
 

The average radio duty cycle from the figure below comes out to be 1.04 of  node 16 

when there is no attack on it. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
                          Image 4.5 Avg RDC without attack 

 
 

 

When we implement sinkhole attack on Node 16, from the image below we can notice 

that its radio cycle changes from 1.04 to 1.2. 

So we can observe that Avg. RDC of attacked node  incremented  by 0.16. 
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                        Image 4.6 Avg. RDC  with Attack 
 
 
 
 

 

4.1.4 PoweraHistoryaAnalysis 
 

We have implemented no attack on any of the node, we observe that initial PC of  the 

Node 16 is high as compare to its overall PC. This is due to the fact that this node doesn't 

have any child. 
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             Image 4.7 HPC of Node 16 

 
 
 

When we implement sinkhole attack on Node 16, it gets more traffic attract towards it 

due to the presence of child node. The child node start attracting towards the Node 16 

which makes not only initial PC high but also overall PC high. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  Image 4.8 HPC of Node16 after attack 
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4.1.5 Detectionaof  Sink Hole 
 
 
 

DetectionaAlgorithm 
 
 
  
 
 
 
 
 
 
 
 
 

 

The output can be seen in the mote output window 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Image 4.9 Output without attack 

 
 
 

Output window shows that there is no attack.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

      Image 4.10 Output after attack 
 
 
 

Output window shows that there is sinkhole attack on the  given node. 
 

Therefore, the detection algorithm works.  
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4.2 AttackaonaLinearaPlacementaofaNodes 
 
 
 

4.2.1 SensoraMapaAnalysis 
 

Senor Map shows the relation between the ChildaNode & the ParentaNode 
 

 In the below scenario, we have Nodea1 and Node 5.Node - 1 is the Sink node & Node 5 

is a child node having no child. The parent of  Node 5 is Node 4 as depict in Image 

below 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Image 4.11 Normal Linear Placement  

 
 

 

When we attack the Node 5 by changing the rank in the objective function, the network 

topology doesn't changed as all the nodes wants to be grounded 
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Image 4.12 Attack Linear Placement 
 
 
 
 
 
 
 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Table 4.4 Nodes with packet received with and without attack in LP 
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This table shows that packet the number of packet received by Node 5 has increased by 1 

i.e. from 16 to 17. Thus Node 5 is attracting  more traffic in the attacked mode as 

compared to the without attack environment. 

 
 

4.2.2 AverageaPoweraConsumptionaAnalysis 
 

“The PC profiling can be defined as a method of  Parametering  the nodes PC in 

accordance to their workload.” 
  

From the table we observe that PC of Node 5 is 2.1329mW. 

 
 

              Table 4.5 PC analysis without attack in LP 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The figure below depicts the Avg. PC in the graphical format 
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                Image 4.13 Avg. PC when the node is attacked 
 
 
 

From the table we observe that after attack, the PC of Node 5 has decreased significantly 

from 2.1329mW to 1.234mW. The total decrement is of 0.9089mW. 

 
 

                         Table 4.6 PC Analysis when attacked in LP 
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The figure below depicts the Avg. PC in the graphical format when  there is attack  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
           Image 4.14 Avg. PC in Linear Placement when attacked 

 
 
 
 

 

4.2.3AverageaRadioaDutyaCycleaAnalysis 
 

“Duty Cycle is the ratio of the transmitted signal's on the air time to the total operating 

time during the measurement period. It is essential since it identifies with top and normal 

power in the assurance of aggregate vitality yield..” 

 
 

The average radio duty cycle from the figure below comes out to be 2.35 of  node 16 

when there is no attack on it. 
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              Image 4.15 Avg. RD C without Attack in Linear Placement 

 
 

 

When we implement sinkhole attack on Node 5, from the image  we can notice that its 

radio cycle changes from 2.35 to 1.25. 

So we can observe that Avg. RDC of attacked node  decremented  by 1.1. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  Image 4.16 Avg RDC with attack in Linear Placement 
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4.2.4 PoweraHistoryaAnalysis 
 

The image below depicts the Historical Power Consumption of Node 5 when no attack is 

implemented. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

              Image 4.17 HPC in Linear Placement without attack  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

               Image 4.18 HPC in Linear Placement with attack 
 

 

As there is no change in the network topology, we can observe that HPC of  Node 5 is 

little low when the attack is implemented as compared to the normal scenario. 
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4.2.5 Detectionaof  Sink Hole 
 
 
 

Detection - SinkholeaDetection   
 

 

 
 

  
 
 
 
 
 
 
 
 
 
 
 
 
 

Image 4,19 Window Output in LP 

 

The above figure shows that there is no attack on node.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Image 4,20 Window output in LP when attacked 
 

 

The image above shows that Sink Hole attack is implemented. 
 

Therefore, the algorithm is successfully implemented . 
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CHAPTER 5 
 

CONCLUSION 
 
 
 

5.1 Conclusions 
 

We stimulate the sinkhole attack on Linux based system Cooja Simulator. We perform 

and executed the Sinkhole Attack on 2 topology which are Randomaplacementaofanodes 

& linearaplacementaofanodes & analyzed it successfully. We analyzed the sensoramap, 

power, radioadutyacycle & number of packets, both in the sinkholeaattack environment & 

the normalaenvironment. In Random Placement of Nodes, there is a high shift in the 

network topology. In Linear Placement of Nodes, there is no major change in the 

topology as all the nodes are grounded & all the nodes in Linear Placement has a single 

parent node, so changing the parent rank will not affect all the network as no other node 

will able to make a faulty parent. 

 

We successfully executed the algorithm to detect the sinkhole attack that can be observe 

from the screen of MoteaWindow 
 
 
 
 
 

5.2 Future Scope 
 

Studyaforaunderstandingawirelessanetworkasecurity in Low Power and Lossy 

Networks for attacks will be done in the near future, & research in prevention of Sink 

Hole attack must be done. Cooja Simulation is also an important tool in this network 
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CHAPTER 7 
 

APPENDICES 
 
 
 

7.1 CodeaSnippets 
 

7.1.1 Sender.caFile 
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