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PREFACE 

With the remarkable progress of information and communication technology (ICT), a lot of 

digital information is quickly and easily being created, distributed and transmitted over the 

public networks. However, security and privacy of digital data has been potential issue due to 

attempts of different attacks, when they are transmitted over the network. The attacks include 

illegal use of information and claim ownership, data tempering and leakage. Further, survey 

established that the copyright violation and stolen personal information are the growing and 

dangerous offense. Digital watermarking is the most popular technique used to provide 

protection of digital data from unauthorized users. In this technique, some kind of secret 

digital information is embedded into multimedia document for copyright protection and 

content authentication.  

Present work focuses on security of digital documents to prove authenticity of transmitted 

documents. Starting with examination of all existing methods related with digital documents, 

thesis offers superior robustness, imperceptibility and security of watermark.  

The entire research study has been organized in six chapters.  

Initial contribution of chapter 1 start with overview of digital watermarking and review of 

various robust and secure state-of-the-arts approaches implemented for potential applications. 

In addition, potential characteristics of digital watermarking, important applications, spatial 

and transform domain techniques and major performance parameters are discussed. An 

improved wavelet-based image watermarking using SPIHT is presented in Chapter 2. Main 

focus of this chapter is to improve robustness and acceptable imperceptibility. Chapter 3 

discusses multiple images watermarking using SPIHT in NSCT domain. Aim of this chapter 

is to achieve high capacity, improve robustness and imperceptibility at same time. Encryption 

based multiple watermarking in NSCT domain for securing digital documents in wavelet 

domain is developed in Chapter 4. Main focus of this chapter is to enhance security of digital 

documents. In Chapter 5, we presents the hybrid transforms and error correcting code based 

improved robust watermarking approach at low distortion. Finally, summary of the entire 

work along with findings and scope of further work is given in Chapter 6. 
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CHAPTER 1 

INTRODUCTION AND REVIEW OF LITERATURE 

In recent time, information and communication (ICT) is found to be necessary and cost 

efficient method for transmission of digital documents over open channel [1]. However, 

securing multimedia information/digital documents related with potential applications is 

found to be a big issue over open channel [1]. Any attackers/unauthorized person can alter, 

modify or theft the useful information. In addition various surveys reported that identity theft 

is the main contributors to fraud in India as well as other countries [1-3]. Identity theft 

complaints by different age group as recently reported by Security Solutions India are 

depicted in Fig. 1.1(a) [3]. However, cybercrime comparison of top ten countries as reported 

by American cyber security company Symantec in 2016 is shown in Fig 1.1(b) [4].  

 

 

 

 

 

 

 

 

Fig.1.1: Comparison of (a) identity theft complaint by different age group and (b) cybercrime 

/identity theft across various countries. 

 

Digital watermarking is one of popular method to provide security of digital content for 

various potential applications [5-6]. This technique imperceptibly embeds secret information 

into cover media for copyright protection, content authentication and annotation [7]. Further, 

watermarking should survive for various processes of decryption, re-encryption and 

geometrical manipulation [8, 9].  

It has been seen that robustness, imperceptibility, embedding capacity, security and 

computational complexity are some of major characteristics/requirements of any digital 
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watermarking systems [10]. However, maintaining all requirements simultaneously is very 

difficult for any researchers.  

To secure the transmission of digital data, most of the applications must provide basic 

security components [11]: confidentiality, authenticity, integrity and non-repudiation. These 

components are depicted in Fig. 1.2. The confidentiality refers that only authorized users can 

access to the transmitted data. The authenticity property ensures that the data comes from true 

source and belongs to the correct person. The integrity means data has not been altered by 

illegal person. Non-repudiation refers that proof of the origin and integrity of the data. 

 

 

 

 

 

Fig.1.2: Basic components of security [1] 

1.1 General embedding /recovery process for watermark(s) 

General framework of watermarking is defined in terms of embedding and extraction 

procedure of hidden information. These procedures are depicted in Fig.1.3 [12]. Here initially, 

payload is encoded into cover image (D) to produce watermarked image. Finally, payload is 

detected by decoder. The payload (PL) is secret information or message that is to be embedded 

into cover. Initially payload is embedded inside cover and then whole 

information/watermarked image (DL) is transferred to decoder where payload detection 

process takes place. After detection it decodes the output message. The watermarked image 

(DL) is represented as: 

  DL = E(D, PL 
)            (1.1) 

At receiver end, decoder takes test/watermarked image (DL) and original image (D) as input 

and generate as extracted watermark (PR).Extracted watermark is represented as: 

  PR = I(DL, D)                                                        (1.2) 
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Finally comparator(Y) compares extracted watermark (PR) with original watermark(PL) for 

checking difference (Z) between them. 

 

 

  

 

 

Fig.1.3: Diagrammatical representation of general watermarking systems 

1.2 Importance and necessity of watermarking techniques 

Steganography, watermarking and cryptography, are the popular scheme used to provide 

security to digital documents [12].Main differences between these schemes are illustrated in 

Table 1.1 [13] 

Table1.1 Comparison between steganography, watermarking and cryptography [13] 

Property Steganography Watermarking Cryptography 

Uses of carrier, 

secret information, 

output key   

 

Stego-file is generated by 

embedding payload into digital 

data using key which is optional 

Watermarked image is generated 

by embedding watermark into 

digital media.  

Cipher-text is 

generated by 

encrypting data in 

image or text file   

Cover  option There is no restriction in cover 

selection 

 

Cover selection is restricted  N A 
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for secret communication 
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Robustness is main 
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the  data 

Process of 

detection and 

retrieval 

Data can be fully regenerated 

without requirement of cover  

Cross-correlation is needed for 

data regeneration process. 

Original cover is needed for 

same. 

 

Data is fully retrieved 

without requirement of 

cover  

cover media and 

visibility relation 

Information is commonly not 

associated with cover and is 

imperceptible to human vision 

system  

Watermarks are sometimes 

perceptible to human visual 

system and becomes one of 

feature of cover image. 

Hidden data can be 

easily recognized due 

to encryption. 

However deciphering 

of data is not easy  

 

As compare to cryptography, watermarking technique is useful in protection of digital data 

even after decryption. Thus watermarking helps to avoid illegal use of personal information 

and protect it from unauthorized users. However, cryptography focuses on protection of the 
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contents during transit and not after decryption. Digital image watermarking provides a way 

of embedding digital data into cover digital data for the purpose of annotation, authentications 

and copyright protection [14]. Watermarking should survive under various procedures 

(decryption, re-encryption and geometrical manipulation) [15]. 

1.3 Important characteristics of digital watermarking  

 The major characteristics of digital watermark as illustrated in Fig. 1.4[16] are as follow: 

(i) Robustness: It refers the capability of the hidden data to withstand any kind of 

attacks and thus can be used for copyright protection. 

(ii) Imperceptibility: It refers the watermark should be done in such a manner it does 

not degrade the quality of marked data. 

(iii) Capacity: It refers the amount of data that can be placed inside the cover image. 

Information may be in form of image, text number etc. 

(iv) Security: The security is measured in term of difficulty to eliminate or change the 

hidden watermark without damaging the cover image. 

(v) Data payload: Amount of information hold by watermark is data payload. A good 

watermark should contain all necessary data within it. For watermark of size=n 

bits, there are 2n possible watermark. 

(vi) Fragility: Fragility is reverse of robustness as the main focus is authentication of 

contents. 

(vii) Computational cost: It refers the cost of embedding and extracting data in/from 

cover image. For efficient watermarking, embedding should be faster than 

extraction process [23].  

(viii) Tamper resistance: It is used to check the authenticity of digital images. Due to 

sensitivity of watermark against alteration, integrity of watermark can be checked 

whether it has been ever altered or changed. 
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Fig. 1.4: Major characteristics of the watermark  

 

1.4 Classification of digital watermarks 

In [17], Mohanty introduced various kinds of watermark and its techniques in different ways. 

Fig.1.5 shows various types of watermarking schemes. Digital watermarking is mainly 

divided based on, working domain, document, human and application. Working domain is 

further divided into spatial domain and transform domain. Complexity of former technique is 

low as compared to transform domain technique [1]. However, transform domain schemes are 

more robust [18].On the basis of document, it is divided into text, image, audio and video. 

Based on human perceptual, watermark can be divided into visible and invisible. 

 

 

 

 

 

 

 

 

Capacity 

 

Data Payload 

Imperceptibility 

Fragility 

Security 

 

Tamper resistance 

 

Characteristics of         

digital watermark 

 

Computational cost 

Robustness 



  

6 
 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1.5: Important types of watermarking techniques 

Further invisible watermark is further divided into robust and fragile watermark. Finally 

robust watermarking is distinguished into invertible, non-invertible, private and public. Some 

of the popular spatial and transform domain shames are shown in Fig. 1.6.  
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                                                                            (ii) 

Fig.1.6: (i) Spatial and (ii) transform domain techniques 

1.5 Basic concepts of Spatial and transform domain techniques  

Refer Fig. 1.6, it is interesting to see that least substitution bit (LSB), Correlation based 

technique and Spread Spectrum is some of the basic spatial domain techniques. However, 

DWT, DCT, DFT and SVD are the most popular approaches of transform domain techniques. 

1.5.1 Spatial domain technique: 

The popular spatial domain techniques are given below [143].  
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(i) Least substitution bit (LSB): In this scheme information in form of sequence number 

is hidden by replacing one bit of secret message. However watermark can survive for 

some attacks such as cropping and is unable to survive under noise or lossy 

compression attack. Least significant bit of mantissa is used for floating point 

arithmetic. Size of message is small as compared to the information to be hidden in 

term of bits. 

(ii)  Correlation based technique:  A pseudo-random noise (PN) pattern, WT (e, f) is 

added to cover image C (e, f), according to equation given below: 

 

 CW(e, f) = C(e, f) + α × WT(e, f)                                   (1.3) 

Hereα and CW denotes gain factor and watermarked image respectively. Value of 

α should be selected for improved robustness and imperceptibility simultaneously. 

Watermark is recovered using pseudo-random noise generator algorithm. During 

watermark detection, single bit is set if correlation lies beyond certain threshold T. 

This process is repeated independently for each block of   image. 

(iii) Spread Spectrum:  

It is noted that embedding of watermark into insignificant region leads to easy 

destruction of watermark by common signal and geometrical processes. In spread 

spectrum system larger bandwidth is selected to transmit narrow band signal. 

Similarly watermark’s energy is spread over various frequency components so that in 

each component have small and undetectable energy.   Therefore, using this technique 

watermark is embedded into perceptually significant regions of data and hence is 

robust to common watermarking attacks. Further, in this technique there is less 

requirement of human visual system (HVS), however recovery procedure requires 

original image. Moreover, due to fragility, minor degradation can destroy watermark. 

 

      1.5.2 Transform domain technique: 

       The popular transform domain techniques are given below [143].  
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(i) Discrete wavelet transform (DWT):  

DWT is a filter-based system that decomposes an object into a collection of four 

multi-resolution sub-bands that are non-overlapping. They can be represented as LL 

(Approximation sub band), LH (Horizontal sub-band), HL (Vertical sub-band) and 

HH (Diagonal sub-band). Due to more sensitivity of human visual system towards low 

frequency portion (LL sub-band), it is preferred to embed watermark inside remaining 

three parts to sustain better quality of image. Further, multiple scale wavelet 

decomposition can be obtained by repeating the process. Normally, the majority of the 

image energy is concentrated in the lower frequency coefficient sets LL, so embedding 

watermarks in these coefficient sets significantly degrade the image. However, 

robustness significantly increases, if embedding is done in low frequency coefficient 

sets. In contrast to this, edges and textures of the image are included in the high 

frequency coefficient sets (HH) and the human eye is generally not sensitive to 

changes in such coefficients[7,20,23]. Fig.2[19] depicts the diagrammatical 

representation of 2-dimensional DWT. Here, J(m) and K(m) represents coefficients of 

low and high pass filters respectively.  

 

 

 

 

 

 

 

 

           Fig.1.7. Diagrammatical representation of image decomposition using 2D- DWT 

(ii) Discrete cosine transforms (DCT): 

DCT image is divided into different frequency parts. Embedding into middle frequency 

component leads to increase in resistance against lossy compression without significantly 
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reduces block like appearance (known as blocking artifact) that appears when edges 

between sub-images becomes noticeable. DCT for input image (size: N×N) can be 

represented as: 

        B(i,j) =
1

√2N
E(i)E(j) ∑ .N−1

Z=0 ∑ I(x, y)cos
(2x+1)iπ

2N
N−1
y=0 cos

(2y+1)iπ

2N
                                (1.4) 

E(i),E(j)=
1

√N  
for i, j = 0 and E(i), E(j) =  √

2

N
for i, j = 1,2, … … … N − 1                (1.5) 

Here B(i,j) represents DCT coefficients with row i and column j for DCT matrix 

.However    intensity of image (for pixel with row x and column y) is represented by 

I(x,y)[7, 20]. 

(iii)Discrete Fourier transforms (DFT):  

DFT is used for digital watermarking process due to possibility of controlling frequency 

of cover images. Watermark can be easily embedded by selecting suitable parts of cover 

image to make efficient for watermarking. Significance of discrete Fourier transforms 

over spatial domain techniques are [143]: 

 Resistant against geometrical attacks such as rotation and translation. 

 Stronger watermark can be embedded because watermark information is spread 

over entire image. 

For a square image of size N×N, the two-dimensional DFT is given by [21]: 

F(k, l) = ∑ ∑ f(i, j)e−β2π( 
ki

N
+

li

N
 )N−1

j=0
N−1
i=0                                      (1.6) 

The value of each point F(k,l) is obtained by multiplying the spatial image with the 

corresponding base function and summing the result. Where 𝑓(𝑖, 𝑗) is the image in the 

spatial domain and exponential term (𝑒−𝛽2𝜋( 
𝑘𝑖

𝑁
+

𝑙𝑖

𝑁
 )) is the basis function corresponding 

to each point F(k, l) in fourier space.  

(iv) Singular value decomposition (SVD): 

SVD provides robustness against geometrical attacks and it has been found that 

singular value of image provides rotation, scale and translation invariance. Thus use of 

SVD in digital watermarking improves performance. Basic properties of U, S and V 

are depicted in table 1.2. 
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SVD for rectangular matrix is denoted as: 

A = USVT                                                                 (1.7) 

Where A: M×N matrix 

U: Orthogonal matrices 

S: Diagonal matrix 

     Table 1.2:   Basic properties of U,S and V 

U S V 

Orthonormal matrix 

 

Diagonal matrix Orthonormal matrix 

Matrix not  unique 

 

Contain singular values of 

matrix which are unique 

Matrix not unique 

Always real if matrix is of 

real value 

 

Always real if matrix is of  

real value 

Real if matrix is of real 

value 

NA 

 

Singular values are stable 

against attacks 

NA 

 

1.6 Performance Metrics 

In Section 1.6, it is interesting to see that Peak signal to noise ratio (PSNR), (ii) 

Normalized correlation(NC), (iii) Bit error rate(BER),(iv) Structural similarity index 

measure(SSIM), (v) Number of changing pixel rate(NPCR) and Unified averaged 

changed intensity(UACI) are used as important metric to evaluate the performance of 

most of the watermarking system.  

(i) PSNR: 

It determines the quality of cover after embedding of some secret watermark [22].  

       PSNR(R, S)  = 10log
(255)2

MSE(R,S)
                                           (1.8) 

          Where MSE (mean square error) is represented as: 

MSE(R, S) =
1

L×M
∑ ∑ (Rab − Sab)2M

b=1
L
a=1                           (1.9) 

Where(R, S) are images of size (L × M),   Rab  , Sab are pixel of original and   

watermarked image size, respectively. 

(ii) NC: 

It measures the similarity between original secret data (watermark) and extracted 

data. The NC value may lies between 0 to 1. However, the value more than 0.7 is 

more suitable for most of the applications [22]. 
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           NC =
∑ ∑  M

b=1
L
a=1 (WToriginalab×WTrecoveredab)

∑ ∑ .M
b=1

L
a=1 WToriginalab

2                          (1.10) 

Where WToriginalab and WTrecoveredab are pixels of original and recovered 

watermark respectively. 

(iii) BER: 

BER is measured as ratio among wrongly decoded bits and total number of bits. 

BER is suitable for watermark with random binary sequence [22]. Normally, 

author should keep its value near or equal to zero. 

BER =
Number of incorreclty decoded bits

Total number of bits
                      (1.11) 

(iv) SSIM: 

Visual resemblance among original and watermarked image is known as SSIM. 

Acceptable SSIM value ranges between -1 and 1, Considered images should be 

similar if SSIM=1[22]. 

  

𝑆𝑆𝐼𝑀 (𝑑, 𝑒) = 𝑔 (𝑑, 𝑒) ℎ (𝑑, 𝑒) 𝑖 (𝑑, 𝑒)        (1.12) 

  Where  

g(d, e) =
2µdµe+C1

μd
2 +μe

2+C1
         (1.13) 

h(d, e) =
2σdσe+C2

σd
2 +σe

2+C2
         (1.14) 

i(d, e) =
σde+C3

σdσe+C3
         (1.15) 

 

Here C1, C2 and C3:   Constants with positive values 

g(d, e) ,h(d, e)and i(d, e) : Luminance, contrast and structure comparison functions 

respectively. 

µdµe : Mean luminance of image d and e respectively 

σdσe : Standard deviation of image d and e respectively 

σde : Covariance between image d and e respectively 
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(v) NPCR and UACI : 

NPCR is a rate of changing pixel rate between plain and ciphered image. UACI is 

defined as average intensity differences among plain and ciphered image. As the value 

of UACI increases, crypto system becomes more resistance to attacks [23]. For grid 

(n,p) pixel value in ‘C1’ and ‘C2’ are shown as C1 (n,p) and C2(n,p), respectively. 

NPCR is calculated as: 

NPCR = ∑n,p
T(n,p)

Z
× 100%                                                   (1.16)             

Where ‘Z’ is total number of pixels in cipher text and V(n, p)is defined as: 

V(𝑛, 𝑝)={
0, 𝑖𝑓𝐶1(𝑛, 𝑝) = 𝐶2(𝑛, 𝑝)

1, 𝑖𝑓𝐶1(𝑛, 𝑝) ≠ 𝐶2(𝑛, 𝑝)
                                                 (1.17) 

UACI = ∑n,p
|C1(n,p)−C2(n,p)|

V×Z
× 100%                                               (1.18) 

Here ‘V’ represents largest supported pixel value compatible with cipher text image 

format. NPCR and UACI have critical values as 0.99 and 0.33 respectively [23]. 

1.7 Review of existing Watermarking methods 

In method [24] genetic algorithm (GA) is implemented along with DCT-SVD to embed 

watermark information into host image. Results clearly show superiority of scheme than other 

mentioned techniques. A blind watermarking scheme based on hidden Markov model (HMM) in 

DWT domain is proposed by Amini et al. [25]. Experimental outcomes confirm the robustness of 

method under common attacks and bit error rate is comparably low compared to method [26, 27]. 

Author [28] introduced a robust method using generic algorithm along with DWT and DCT. 

Watermark inside the selected sub-bands of cover image is encoded by random sequence pattern. 

Performance measurement in term of PSNR and NC shows superior performance than other 

referred techniques [29-31]. Further it has been observed that the scheme is expensive than other 

individual DWT and DCT methods. In method [32] a robust scheme is developed using SVD in 

NSCT domain. Combination of NSCT and SVD leads to better reconstruction of image. Further 

for better robustness and security, SVD and Arnold transform is applied respectively. Test clearly 

revealed that the technique is superior to other existing methods [33-35]. Though; computational 

cost of RDWT based scheme is more than that of DWT based techniques. Integer discrete 

wavelet transform (IDWT) and SVD based robust watermarking is proposed by Lei et al.[36]. 

Two watermarks are embedded inside selected sub band of IDWT and SVD for better protection. 
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Next, an artificial bee colony (ABC) is introduced to make good trade-off among major 

performances metrics. Test results clearly show improved robustness of proposed algorithm as 

compared to other mentioned technique [37]. It has been further observed that proposed work 

perform well against brute-force attack. A logistic map-based chaotic encryption algorithm in 

cloud computing environment is presented by Cao et al.[38]. It is clear from experiment that the 

technique provides excellent embedding capacity and robust against common watermarking 

attacks. A robust watermarking technique is introduced by Pan-Pan et al. [39]. In this work, 

watermark is embedded into RGB component of cover. Test outcomes clearly show robustness of 

technique against signal processing attack along with de-synchronization attacks. Further, 

watermark detection rate is found to be better than [40-43]. Furthermore the scheme is found to 

be computationally expensive and has less embedding capacity. Abbas et al.[44] introduces a 

method based on LWT along with Arnold transform. Low frequency sub-band of LWT 

decomposed cover image is selected to embed watermark into cover. Technique is found to be 

survived against various attacks. In technique [45], SVD technique is used to embed tamper 

localization and self-recovery bits into host image. Experimental outcomes show improved 

robustness and image quality than technique [46]. A robust watermarking technique by using 

spatial transform along with transform domain is developed by Ansari and Pant [47]. Further 

principal components of watermark are used to modify the cover image after decomposing with 

SVD. It is evident from results that scheme perform well as compared to other mentioned 

technique under consideration. Author [48] has introduced a method for digital watermarking 

using color images. Initially DWT decomposes ‘Y’ component. Finally, watermark (logo) is 

embedded into ‘Y’(high frequency component). Performance measurement in terms of PSNR, 

SSIM clearly shows better performance than that of [49,50]. Authors [51] introduced a robust 

watermarking method using contourlet domain. Watermark information is embedded in 

contourlet domain using multiplicative secure spread spectrum. Performance of method in term 

of BER is better than other reported techniques[52-54]. A semi fragile watermarking scheme 

based on Fourier transform (DFT) using substitution box is introduced by [55]. Further, 

watermark bits generated by chaotic map are embedded into cover image. Analysis of results 

clearly shows improvement in robustness and security. Further it has been observed that the 

scheme is computationally complex. A robust and lossless algorithm using combination of visual 

cryptography and SVD using wavelet is introduced by Ali et al.[56]. In this scheme, translation 

invariant domain is calculated by combination of wavelet and fractional Fourier transforms. Next, 

watermark information is embedded into pre calculated random position of Fourier transformed 
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matrix. Various simulation results clearly show the superiority of scheme on basis of robustness 

and computational time in comparison with other mentioned schemes [57,120-121]. Author [58] 

introduced a watermarking scheme using DFT along with compressive sensing. Initially, cover 

image is partitioned into most significant (used for encryption) and less significant information 

(used for embedding) using DFT. Method is reported as best in term of PSNR and BER than 

technique [59]. A hybrid multiple watermarking scheme using wavelet transform is described by 

Singh et al.[60]. Further, the robustness and security of watermarks is improved by using suitable 

ECC and common encryption algorithm respectively. Various test results shows resistance 

against attacks along with checkmark attacks. Authors [61] developed watermarking scheme 

using DCT and PCA for e-governance documents. Results outcomes clearly prove the robustness 

of scheme against common watermarking attacks. A DWT based watermarking scheme using 

hybrid multi-watermarking decoder is introduced by Wang et al.[62].Further, watermark 

information in multiple forms is inserted into selected cover image. Results clearly prove the 

robustness of scheme (calculated in term of BER) against common watermarking attacks. A 

chaotic mixture based blind watermarking method is introduced by Author [63]. The encrypted 

version of watermark is embedded into host image. NC and BER performance is better than 

methods suggested in [64-66]. A multiple-watermarking scheme using compressive sensing (CS) 

based dual watermarking is proposed by [67]. In this work; multiple watermarks are embedded 

inside cover using DWT and histogram alteration. Test results clearly prove that the algorithm is 

imperceptible and secure. A watermarking method using three different transform schemes is 

proposed by author [68]. Performance of technique is measured in term of PSNR and NC value. 

Further highest reported PSNR is 42.30dB. However NC value is up to 0.9993. In [69], non-blind 

watermarking scheme is introduced to achieve robustness, imperceptibility, excellent embedding 

capacity and strong security. Experimental results clearly show superiority of algorithm in term 

of robustness and computation time than other mentioned techniques [84,115-117] under 

considered attacks. A GA-particle swarm optimization domain based reversible watermarking 

technique is presented by Naheed et al.[70]. Experimental results clearly show improved 

performance in term of embedding capacity and imperceptibility as developed by the Luo et al. 

method [71]. Author [72] has developed a reversible and separable watermarking method. Host 

image is encrypted with multi-granularity encryption. Further, Pixel shifting technique is applied 

to embed watermark into targeted image. Results in term of PSNR and embedding capacity are 

found to be better than technique [73].However image becomes less imperceptible with increase 

in block size. A DWT and SPIHT based watermarking algorithm is described by author [74].  
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Test result under various attacks clearly shows robustness of scheme against common 

watermarking attacks. A robust and imperceptible technique based on DWT and SVD for 

telemedicine applications is proposed by [75].Watermark is decomposed into two parts which are 

embedded into cover image. Further, various error correcting code are applied on cover image. 

Performance under various attacks shows the robustness of scheme as compared to other 

mentioned algorithm. Bhatnagar et al.[76] introduced a dual watermark embedding scheme using 

SVD along with random extension transforms (RRnET). Initially, cover image is transform by 

RRnET followed by embedding of logo watermark. Next, binary watermark is embedded using 

threshold technique. Technique is found to be suitable for various applications due to robustness, 

security and sensitivity. A multi-scale Gaussian filtering model based robust watermarking 

scheme for de-synchronization attacks is proposed by Ji et al. [77].Further, this model is used to 

take out feature point from host image which are geometrically invariants. In this work, dither 

quantization modulation is used to embed watermarking information. Number of experiments 

performed, confirms the robustness of technique against different watermarking attacks than 

other state-of-art methods [78, 79]. 

In [80], PSO is used to improve the robustness of the watermark. The outcome demonstrated on 

different images showed the usefulness of the method.  

Author [81] has presented a secure watermarking scheme in encrypted domain. A watermark is 

placed inside the encrypted version of the cover image. The result demonstration showed that the 

method is secure. In ref.[41], all affine covariant regions of image are selected to embed 

watermark information. Further, comparison of scheme with techniques [79, 82, 83] clearly 

confirms robustness of scheme against attacks. Results clearly show better performance of 

scheme against various mentioned attacks. In [84], author introduced a transform domain based 

watermarking scheme for directly embedding watermark into singular vector of transformed 

DWT cover image. It is clear from experimental results that the scheme is not only robust against 

attacks, but also computationally low. In method [85] authors has used combination of DWT, 

DCT and SVD along with compressive sensing (CS) and Orthogonal Matching Pursuit (OMP). In 

proposed scheme, firstly SVD is applied on watermark to obtain principal component. Next, 

vector is generated by Gaussian random matrix of DCT coefficients, followed by SVD 

application. Finally watermark is embedded into cover image. Test results clearly prove that 

scheme has better performance against various kinds of attacks. A fragile watermarking scheme 

using chaotic maps is introduced by Nazari et al. [86]. First of all, different blocks of cover image 
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are generated and for security purpose chaotic maps encryption is applied on it. Further, 

according to block mapping procedure, watermark information is embedded into block. Number 

of test has been conducted that clearly prove that the performance of method is outstanding 

against attacks. Further it has been observed that algorithm is best than other mentioned scheme 

[87-89]. Author [90] has introduced a watermarking scheme using CMYK color image. DCT and 

DFT are used to transform the selected components (Y and K). Further, these components are 

selected for data embedding. Experimental results clearly show that technique is robust and 

imperceptible. In [91], a watermarking method using ECC and spiral scanning is developed. 

Experimental results clearly show superiority of scheme against various attacks. Medical images 

based compression and lossless method is developed by author [92]. In this scheme, compressed 

version of watermark is placed inside the RONI portion of host image. Results clearly show that 

the scheme offered higher compression ratio as compared to other mentioned techniques. In 

ref.[93], author has introduced a real time compression for cover image. Initially watermark is 

secured by encryption technique before embedding into BTC compressed image. The outcome 

proved that the scheme is efficient at low computational cost. Further it has been observed that 

scheme is better in term of PSNR as compared to other mentioned scheme [94, 95]. Author [96] 

presented a semi-blind scheme using SVD and chaotic permutation. Initially cover and 

watermark images are divided into fixed size block by using chaotic permutation. Further, SVD 

of watermark is used to modify singular value of cover using code book scheme. Test clearly 

proves that the method is robust as compared to other mentioned techniques [97,98,99,100]. 

Author [101] has developed a watermarking approach in data mining background. The binary 

form of association rule is embedded into singular value of cover image. Number of experiments 

performed on proposed scheme clearly show the superiority against other mentioned techniques 

[50,102,103,104,105]. Author[106] has proposed robust Weibull distribution based watermarking 

scheme using DCT domain. Further, outcome of different distribution techniques are examined 

and found that mid-frequency DCT coefficients are best characterizes by weibull distribution 

(long-tailed). Improved PSNR and BER values clearly prove superiority against JPEG 

compression attacks. In method[107], author introduced a spread spectrum based watermarking 

method in DCT domain. DCT is applied on host image and middle coefficient is selected 

followed by PN-sequence embedding into it. Test clearly proves robustness and imperceptibility 

for common watermarking attacks. Kumar et al.[108] introduced a medical hiding technique for 

securing clinical record on wireless channel. 
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The entire test evaluated in terms of PSNR and BER clearly shows superiority of technique than 

other mentioned scheme. Authors[109] introduced a watermarking scheme using combination of 

transform techniques. The outcomes reveal that the method offered high NC values as compared 

to former approaches[110-111] against common watermarking attacks. In [112], security is 

achieved by embedding multiple watermarks into cover image. In addition, text watermark is 

encrypted via simple encryption prior to embedding into cover. This encryption scheme reduces 

the cost as demanded in selected applications. The outcome shows better robustness of scheme 

against different kinds of attacks. Author [118] has presented a robust and secure watermarking 

scheme. Further, SPIHT and Chinese remainder theorem (CRT) is applied to achieve better 

robustness and security. NC value of method is high as compared to techniques suggested in [58, 

113,114, 119-121]. In [122], author described a robust watermarking using SVD and NSCT. The 

outcome showed that scheme is robust. 

An imperceptible method using NSCT along with scale invariant feature transform (SIFT) is 

explored by Hua et al. [123]. Proposed method offered good capacity and robust results. SPIHT 

based robust watermarking using DWT is introduced by Meenpal [124]. Security of watermark is 

improved by using Arnold scrambling method. Experimental demonstration showed that the 

method is robust against common attacks and found greater NC value than former technique 

[125]. 

A multiple watermarking method for healthcare images using DCT, SVD along with NSCT is 

presented by Singh et al.[126]. Performance results measured in term of PSNR and NC clearly 

prove robustness of method under various attacks. Author [127] has presented a compression and 

back propagation neural network based multiple watermarking methods. Next, watermark 

information in encoded form is embedded inside cover. Proposed technique performs better in 

terms of robustness and imperceptibility.  

With the help of turbo code, encoded version of watermark is embedded inside the wavelet-LSB 

of the cover[128]. The outcome showed that the method offer better trade-off between key 

parameters. A dual watermarking method has been described by Shi et al.[129]. Further image is 

decomposed into fragile, robust and no watermark part before embedding into cover image. 

Various test results proved robustness against different attacks. In ref.[130], author described the 

embedding of two watermarks in the cover. The scheme offer high PSNR as compared to [131-

132] without compromising robustness. 
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1.8 Limitations of previous watermarking schemes and proposed objectives 

The previous section introduced a detail review of wavelet domain watermarking approaches 

using various techniques such as GA, compression, HMM, encryption, ECCs and several 

other transform domain techniques. It is important to notice that robustness, imperceptibility, 

security and capacity are some of the most significant factor of the watermarking system. 

However, there is a trade-off between these factors. Most of the researchers are enhancing any 

one or two factors but they compromise with rest of the other factors. Hence, there is strong 

need of efficient digital watermarking technique that can offer good trade-off between all 

these factors. In this thesis, some techniques are introduced that offer optimal trade-off 

between these factors.  

Therefore, the potential objectives of the present work are as follows: 

(i) To examine the performance of different state-of-the-art digital documents 

watermarking schemes to identify most prospective one. 

(ii) To develop watermarking technique(s) for digital data security that offers better 

performance in terms of significant factors against attacks. 

(iii) To address the issue of robustness, imperceptibility and security of the techniques at 

same time. 

(iv) To determine the performance of developed technique(s) by standard metric against 

well-known signal processing attacks. 

 

1.9 Major contribution of the proposed work 

The initial contribution of the thesis begins with developing a robust and distortion less 

watermarking using transform domain techniques. The method uses DWT to decompose the 

cover image into four non overlapping sub-components. Then, due to excellent energy 

compaction property of DCT, it is applied to lower frequency sub-band of the DWT image. 

Further, SVD is applied on DCT image to produce singular vector of the cover image. The 

scrambled version of the watermark is used to improve the confidentiality. The scrambled 

watermark is further transformed by DCT-SVD.  The method uses singular vector of the 

scrambled watermark to modify (embed) the singular vector of the cover image. The 

imperceptibility and robustness of the suggested technique is tuned at various gain factors and 

bit rates. Finally, compressed watermarked image as obtained via SPIHT is efficiently 

transmitted on open (unsecure) channel.  At the receiver end, user decompresses the 
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information first and then extracts the secret data via appropriate extraction algorithm. 

Performance of technique is evaluated for various gain, bit rate, different cover images and 

potential attacks. In addition, subjective evaluation is also performed for the method. It is 

proved from results, the suggested technique is robust and secure than of other schemes. 

Due to potential importance of dual watermarking in various applications, we have developed 

a dual watermarking scheme in our second contribution. It is established that RDWT and 

NSCT are shift invariant in nature and rich directionality. The method uses redundant discrete 

wavelet transform (RDWT), SVD, Arnold transform and SPIHT to makes it more robust than 

former schemes.  Firstly, the method uses the sub-image having maximum entropy and NSCT 

is applied on it. Next, we apply RDWT to NSCT image to obtain the RDWT image. RDWT 

image is further transform via SVD to obtain the singular vector of the image (cover). The 

method obtained singular vector for both watermarks with similar procedure. Here, the 

signature watermark first scrambled via Arnold transform before SVD applied on it. 

Furthermore, the method uses singular vectors of both watermark to modify (embed) the 

vector of cover image. Finally, compressed version of the marked image is obtained via 

SPIHT is efficiently transmitted on open (unsecure) channel.  At the receiver end, user 

decompresses the information first and, then extracts the secret data via appropriate extraction 

algorithm. The method is extensively estimated for various gain, three different bit rate, ten 

different cover images, seven potential wavelet filters and well known attacks. In addition, 

subjective evaluation is also performed for the method. Furthermore, the proposed scheme is 

also tested for two different forms of the secret data (image and text watermark) instead of the 

same form of the data. 

Another contribution is to increase security of watermark at low complexity. A dual 

watermarking approach in NSCT domain is developed. The idea is same as our previous 

technique (RDWT based dual watermarking in NSCT domain as discussed in the second 

contribution), however, this approach uses secure force (SF) encryption (after compress the 

watermarked image via SPIHT) to provide better security at low cost. It is established that 

secure force algorithm not only provides security, but it has low complexity than other 

encryption techniques. Extensive assessment of the approach confirmed that the method is 

secure, robust, distortion-less and has low computational complexity which outperforms the 

other existing approaches. 
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In our fourth contribution, an error correction code based robust and imperceptible 

watermarking technique is developed to reduce the channel noise distortion. The method 

jointly uses hamming error correction code and Arnold technique to provide robustness and 

security, respectively. In the embedding process of image and text watermarks, the method 

uses DWT to decompose the cover image. Second, the selected component of DWT is 

transform by SVD. The image watermark data is first scrambled by Arnold transform and the 

scrambled data is divided into equal parts. Each part is imperceptibly embedded into the two 

different first level DWT components of the SVD cover image. However, hamming code uses 

to encode the other watermark (in the text form) before embedding into the second level of 

the DWT cover image. Finally, SPIHT used to compress the marked image prior to 

transmission on open network. The extraction procedure is implemented in reverse order. All 

test results clearly confirms that the robustness of our scheme is better than other schemes. 

1.10 Thesis Organization 

The entire research study has been organized in six chapters.  

Initial contribution of chapter 1 start with overview of digital watermarking and review of 

various robust and secure state-of-the-arts approaches implemented for potential applications. 

In addition, potential characteristics of digital watermarking, important applications, various 

transform domain techniques and key performance factors are discussed.  SPIHT based robust 

and distortion control digital watermarking in DWT-SVD-DCT domain is presented in 

Chapter 2. Main focus of this chapter is to improve robustness and acceptable 

imperceptibility.  Chapter 3 discusses RDWT based dual watermarking in NSCT domain. 

Aim of this chapter is to achieve high capacity, improve robustness and imperceptibility at 

same time. Dual watermarking approach through secure force (SF) encryption is developed in 

Chapter 4. This chapter is related with security enhancement related to digital documents. In 

Chapter 5, Improved DWT- SVD based digital image watermarking through Hamming error 

correction and Arnold technique is proposed. Finally, Chapter 6 discusses about conclusion 

and future directions 

The comprehensive survey presented in this chapter has been published in Multimedia Tools 

and Applications, Vol. 77, Issue 3, pp.3597-3622. Springer, mentioned under list of 

publications at the end of the Chapter 6.   
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CHAPTER 2 

SPIHT BASED ROBUST AND DISTORTION CONTROL DIGITAL 

WATERMARKING IN DWT-SVD-DCT DOMAIN 

This chapter presents an improved SPIHT based robust and distortion control digital 

watermarking in DWT-SVD-DCT domain. Firstly, the method uses DWT to decompose the 

cover image into four non overlapping sub-components. Then, DCT is applied to lower 

frequency sub-band of the DWT image. Further, SVD is applied on DCT image to produce 

singular vector of the cover image. The scramble version of watermark image is obtained 

prior to embedding. The scrambled watermark is further transformed by DCT and SVD.  The 

method uses singular value of the scrambled watermark to modify (embed) the singular value 

of the cover image. The imperceptibility and robustness of the method is tuned at various gain 

factors and bit rates. Finally, compressed watermarked image as obtained via SPIHT is 

efficiently transmitted on open channel. At the receiver end, user decompresses the 

information first and, then extracts the secret data via appropriate extraction algorithm. 

Performance of technique is evaluated for various gain, bit rate, different cover images and 

potential attacks. In addition, subjective evaluation is also performed for the method. The 

outcomes show that the suggested technique has a significantly higher robustness and security 

than former schemes. 

2.1. Introduction 

Nowadays users can transmit and download multimedia data like images and video over 

internet [143]. However one of issue related with internet is that, data is not secure against 

copying, storing, deletion or tampering. Some procedure is needed to avoid the unauthorized 

user/uses of data. So watermarking is found to be one of capable technique to protect integrity 

of digital data. However an efficient watermarking scheme is required to maintain 

confidentiality of media contents. In this method, for authentication purpose some data is 

embedded inside cover image. 

Some robust and imperceptible watermarking schemes using multiple transform schemes are 

developed in [109-111]. In [109], author imperceptibly embedded thorax image watermark in 

the transform domain of the cover. The scheme modified the singular value of the cover with 

the singular value of watermark. The results demonstration on selected images showed that 

the technique is robust for dissimilar attacks. Harish et al. [111] described hybrid 
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watermarking method using DWT, DCT and SVD. The principal components of watermark 

are embedded in DCT domain of DWT decomposed host image. Shivani et al.[118] has 

proposed a watermarking technique using DCT and listless SPIHT. Further, security of 

technique is enhanced by using Chinese remainder theorem. Next, SPIHT provides better 

robustness along with good image quality. It has been reported that the technique outperforms 

against common watermarking attacks. A digital watermarking approach using hierarchical 

listless (HL) and discrete Tchebichef transform (DTT) is introduced by Senapati et al.[120]. 

Experimental results in term of PSNR and SSIM clearly prove better performance of scheme 

against attacks. Further, embedding and recovery time of the watermark is less than the DCT 

based watermarking scheme.  

In this chapter, an improved SPIHT based robust and distortion control digital watermarking 

in DWT-DCT and SVD domain is proposed. The main contribution of our work is identified 

as follows : 

 It is evident that combination of DWT-DCT and SVD based watermarking technique 

performed superior to the technique based on DWT, DCT, or SVD individually or the 

fusion of any two of them [18].  

 The scrambled version of watermark image is determined by Arnold transform [134] 

prior to insertion into the cover image. Hence, confidentiality of the secret watermark 

image is improved. 

  To reduce the storage cost, enhance transmission efficiency and better visual quality, 

watermarked data is compressed by SPIHT prior to transmission on the open channel.  

 As results indicated in Table 2.1-Table 2.8, our technique offer excellent performance 

for various attacks and found superior robustness to other DWT based techniques 

[108,118,119,120]. 

 Refer Table 2.9, Subjective method is used to calculate the visual quality of the 

marked image.  

 Watermarking is used to reduce the extra bandwidth demand of digital data and hidden 

data act as keywords for fast retrieval [112]. 

Rest of the chapter is structured as follows. The proposed technique is introduced in Section 

2.2. The outcome and result study is presented in Section 2.3.  

2.2 Proposed SPIHT based watermarking technique 
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Fig. 2.1 shows the complete process of our proposed technique. The combination of DWT-

DCT-SVD and SPIHT is used to provide robust and distortion control watermarking 

technique using digital image. Initially in embedding process cover image ‘Barbara’ is 

decomposed by DWT. Further DCT is applied on selected sub-band of DWT and singular 

value is obtained for DCT cover image. Next, scrambled version of the logo watermark is 

obtained prior to embedding. Further, SVD is used to determine the singular value of the DCT 

scrambled logo image. Finally, the scrambled watermark image is embedded into the cover 

image. Further, compressed watermarked image is obtained after applying SPIHT encoding 

on watermarked image. The recovery of watermark is obtained via reverse of embedding 

process. The reverse process of embedding is used to obtain the extracted watermark. 
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Fig 2.1: SPIHT based watermark (a) embedding and (b) extraction process 

 

2.3. Experimental outcomes 

All the experiments were conducted using MATLAB (ver. 13). In this scheme, cover (size: 

512×512) and watermark (Size: 256× 256) are used for experiments [Internet source: 

https://www.bing.com/images/search?sp=-1&pq=bottlecapswithhinges&sc=1-

24&sk=&cvid=E05E08632494486CB86D9B4FA66D5806&q=Bottle caps with hinges &qft= filterui:license-

L2_L3_L4&FORM=IRFLTR; http://www.juit.ac.in/]. Fig.2.2 represents some samples of our cover 

and watermark images. 
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             (i)                 (ii)                  (iii) 

Fig. 2.2: (i) cover image, (ii) logo watermark (iii) watermarked image. 

 

Standard metrics such as PSNR, SSIM and NC are considered to determine the performance 

of our approach. The detail of the considered metric is presented in Chapter 1. 

The results in terms of standard metric is provided in Table 2.1-Table 2.8. Table 2.1 depicts 

the PSNR, NC and SSIM value (without any attacks) of our method at varying gain and found 

that the value of PSNR, NC and SSIM is above 25.31 dB, 0.9422, and 0.971311, respectively. 

NC and SSIM result under various attacks at gain=0.17 are listed in Table 2.2. It can be seen 

that, highest NC and SSIM results are obtained as 0.9992 and 0.989342, respectively under 

compression attacks. However, SSIM values are poor under rotation attack. Table 2.3 

demonstrates about PSNR, SSIM and NC results for various cover and watermark images. It 

can be observed that highest PSNR, SSIM values are above 28.55 dB, 0.992088, respectively. 

However NC values are poor for Barbara/baboon and Boat/Finger. Table 2.4 depicts the 

performance of proposed scheme against considered cover/watermark at fixed gain (0.07). It 

can be seen that best value of PSNR, SSIM values are above 26.65 dB, 0.976750, respectively 

for different images. However, NC value is poor against Barbara-Baboon images.  

As clearly mentioned in section 2.1, our technique uses fusion of DWT-DCT-SVD along with 

wavelet based compression (SPIHT) to provide better performance than former techniques 

[109, 118, 119, 120]. 

Table 2.5 shows the PSNR, SSIM and NC results for the considered image in comparison 

with similar techniques[118-120], using different bit rate ranges. When the bit rate value high, 

the proposed method achieve high imperceptibility and robustness.  
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Table 2.1: Experimental observation against different gain value 

Gain PSNR(dB) NC value SSIM value 

0.01 38.47 0.9422 0.999954 

0.08 35.35 0.9935 0.997615 

0.09 34.68 0.9950 0.997003 

0.1 34.025 0.9962 0.996330 

0.17 30.07 0.9984 0.989905 

0.3 25.31 0.9990 0.971311 
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Table 2.2: Performance against various attacks 

Applied attacks Variation in Noise Measured NC value 
Obtained SSIM (after 

attacks) 

Salt & Pepper with 

varying noise 

0.001 0.9969 0.985077 

0.003 0.9853 0.97658 

0.005 0.9713 0.968246 

0.01 0.9424 0.949458 

0.02 0.8959 0.912951 

0.1 0.7005 0.677389 

0.5 0.5810 0.190452 

Gaussian Noise  

with changing 

variance 

0.001 0.9874 0.978836 

0.003 0.9502 0.95878 

0.005 0.9219 0.939639 

0.01 0.8569 0.895718 

0.02 0.7906 0.81776 

JPEG- compression 

process 

10 0.9969 0.979408 

30 0.9987 0.986209 

60 0.9988 0.987701 

80 0.9990 0.989342 

100 0.9992 0.989325 

Cropping 
(20 20 400 480) 0.8970 0.789895 

(250 300 550 700) 0.8952 0.789895 

Rotation 

 

300 0.9984 0.295227 

500 0.9984 0.260456 

700 0.9984 0.353285 

1000 0.9984 0.393222 

Scaling 
(0.5) 0.5563 0.707554 

(1.5) 0.5227 0.812598 

Sharpening Mask 

0.1 0.9297 0.946208 

0.3 0.9306 0.94849 

0.5 0.9313 0.950011 

0.7 0.9318 0.951043 

Median Filter- 

Attack 

(4 4) 0.9528 0.976881 

(10 10) 0.9578 0.960935 

(20 20) 0.7936 0.923243 

(50 50) 0.7936 0.923243 

Histogram attack  0.6736 0.719232 



  

30 
 

 
Table 2.3: Performance of proposed method under considered cover images 

Cover/ 

Watermark 

Peak signal to noise 

ratio(dB) 
SSIM NC 

Barbara/ Baboon 32.82 0.994922 0.9846 

Lena/ Cameraman 30.00 0.993811 0.9965 

Boat/ Finger 30.13 0.992587 0.9846 

Barbara/ Juit logo 28.55 0.992088 0.9973 

MRI/ Thorax 34.68 0.995857 0.9950 
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Table 2.4: Experimental results against varying bit rate 

(Cover-Watermark)  Bit rate PSNR (measured 

in dB) 

Structure 

similarity index 

Robustness(NC) 

(Lena-Baboon) 

0.25 32.73 0.992862 0.9705 

0.5 35.03 0.995941 0.9911 

1 36.21 0.996982 0.9892 

1.5 36.55 0.997233 0.9885 

2 36.59 0.997262 0.9896 

2.5 36.70 0.997341 0.9896 

3 36.72 0.997355 0.9902 

(Barbara-Baboon) 

0.25 26.65 0.976750 0.8812 

0.5 29.91 0.989215 0.9827 

1 33.22 0.995107 0.9815 

1.5 34.38 0.996312 0.9878 

2 34.69 0.996582 0.9933 

2.5 34.95 0.996793 0.9933 

3 35.02 0.996845 0.9937 

(Boat-Baboon) 

0.25 29.10 0.982170 0.9491 

0.5 31.76 0.990536 0.9875 

1 33.75 0.994158 0.9860 

1.5 34.46 0.995089 0.9895 

2 34.76 0.995445 0.9902 

2.5 34.82 0.995515 0.9918 

3 34.93 0.995629 0.9918 

 

It has been noted from table that our method obtained PSNR, SSIM and NC value greater 

than 32.73 dB, 0.9929 and 0.9705, respectively. However, former technique [118] has PSNR, 

SSIM and NC value greater than 30.93 dB, 0.8982 and 0.3201, respectively. Further, PSNR, 

SSIM and NC values offered by [119] is greater than 31.24dB, 0.9075, and 0.1317, 

respectively. It can also be seen that the PSNR value is greater than 30.93 dB, SSIM value is 

greater than 0.8974 and NC value is greater than 0.3032, as reported by the method in [120].  

Therefore, one can noticed that proposed method achieves high imperceptibility and 

robustness as compared to other existing approaches [118-120]. 
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Highest NC values as reported by technique [118] are 0.7158, 0.7208, 0.5034, 0.9771, 0.515 

against cropping, noise, sharpening, inverting and histogram equalization attack, respectively. 

However, we have obtained maximum NC as 0.9416, 0.7255, 0.7397, 0.9873 and 0.8165, 

respectively for the same attacks. 

Therefore, it can be seen that the proposed method offer better robustness as compared to 

former technique [118]. 

Further, NC value of the proposed method and other similar approach [109] for well known 

attacks are listed in Table 2.7. The best NC value obtained by the proposed method against 

Poisson attack is 0.9922. However, the minimum NC value is 0.9126 under pepper and noise 

attack. The NC values indicate that the method successfully recover the hidden watermark.  

It is further seen that the highest reported NC value by existing approach [109] is 0.9973 

against Poisson attack. However, lowest reported NC value is 0.8430 against pepper and noise 

attack.  
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Table 2.5: PSNR, SSIM and NC performance comparison between proposed technique and other 

reported techniques 

Considered 

cover 

images 

Applied bit Rate 

(bpp) 

Considered 

Techniques 

Obtained PSNR 

value (in dB) 
Measured SSIM value 

Calculated 

NC value 

 

 

Cover 

image(Lena) 

0.25 

[118] 30.93 0.8982 0.3201 

[119] 31.24 0.9075 0.1317 

[120] 30.93 0.8974 0.3032 

Our method 32.73 0.9929 0.9705 

0.5 

[118] 31.36 0.9292 0.9804 

[119] 31.10 0.9167 0.9848 

[120] 31.31 0.9301 0.9828 

Our method 35.03 0.9959 0.9911 

1 

[118] 31.13 0.9617 0.9804 

[119] 33.87 0.9600 0.9801 

[120] 34.02 0.9621 0.9797 

Our method 36.20 0.9970 0.9892 

1.5 

[118] 34.40 0.9676 0.9149 

[119] 34.35 0.9658 0.9227 

[120] 34.76 0.9677 0.9180 

Our method 36.54 0.9972 0.9885 

2 

[118] 34.90 0.9693 0.9257 

[119] 34.83 0.9686 0.9298 

[120] 34.76 0.9677 0.9180 

Our method 36.58 0.9973 0.9896 

2.5 

[118] 35.44 0.9740 0.9598 

[119] 35.41 0.9738 0.9510 

[120] 35.33 0.9733 0.9517 

Our method 36.70 0.9973 0.9896 

3 

[118] 35.65 0.9739 0.9558 

[119] 35.65 0.9724 0.9490 

[120] 35.52 0.9744 0.9480 

Our method 36.72 0.9974 0.9902 

Lossless at 3.5 

[118] 36.00 0.9750 0.9831 

[119] 35.83 0.9762 0.9841 

[120] 35.68 0.9754 0.9747 

Our method 36.77 0.9975 0.9903 
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 Table 2.6: NC Performance comparison between proposed technique and Shivani et al. method[118] 

Attacks Cropping 
Noise 

attack 

Sharpening 

mask 
Inverting 

Histogram 

equalization 

NC[118] 0.7158 0.7208 0.5034 0.9771 0.5415 

NC(Our scheme) 0.9416 0.7255 0.7397 0.9873 0.8165 

 

 

  Table 2.7: Robustness comparison with technique [109] 

Mentioned 

attacks 

Considered 

Gain(K) 

Noise- 

density 
NC[109] NC(Our scheme) 

 

Pepper &Noise 

attack 

 

 

0.9 

0.01 0.9962 0.9984 

0.02 0.9917 0.9960 

0.03 0.9869 0.9914 

0.06 0.9641 0.9726 

0.08 0.9468 0.9568 

 

 

0.7 

0.01 0.9961 0.9984 

0.02 0.9910 0.9943 

0.03 0.9823 0.9890 

0.06 0.9508 0.9637 

0.08 0.9277 0.9424 

 

 

0.5 

0.01 0.9948 0.9981 

0.02 0.9855 0.9913 

0.03 0.9719 0.9220 

0.06 0.8430 0.9430 

0.08 0.8892 0.9126 

Speckle-attack 

 

 

0.9 

0.01 0.9981 0.9983 

0.02 0.9906 0.9961 

0.03 0.9849 0.9927 

0.06 0.9631 0.9778 

0.08 0.9458 0.9640 

 

 

0.7 

0.01 0.9948 0.9980 

0.02 0.9896 0.9952 

0.03 0.9818 0.9901 

0.06 0.9409 0.9679 

0.08 0.9275 0.9500 

 

 

0.5 

0.01 0.9944 0.9978 

0.02 0.9848 0.9921 

0.03 0.9724 0.9830 

0.06 0.9262 0.9498 

0.08 0.8918 0.9245 

Gaussian-

attack 

0.9 0.01 0.9872 0.9925 

0.7 0.01 0.9841 0.9896 

0.5 0.01 0.9752 0.9831 

Poisson-attack 

0.9 

0.7 

0.5 

0.9981 0.9988 

0.9974 0.9991 

0.9973 0.9992 
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Table 2.8 represent the robustness of the proposed method and former approaches [109-111] 

by performing NC value under popular attacks.  Result indicate that our method obtained 

superior NC value than schemes proposed in [109-111]  

Table 2.8: NC Performance comparison between proposed technique and other schemes [109-111] 

No. of  attacks NC[109] value NC [110] value NC[111] value 
NC(Proposed 

method) 

Gaussian 0.9872 0.9762 0.9690 0.9925 

Salt & pepper 0.9962 0.9894 0.8940 0.9984 

Poisson 0.9981 0.9981 0.9390 0.9992 

Speckle 0.9981 0.9981 0.9890 0.9983 

 

We have further determined the quality of marked image by subjective scheme [135] in Table 

2.9. In this scheme, different people are involved to confirm the quality of marked image. 

From this table, quality of the marked image is satisfactory at all considered gain value except 

the value = 0.3.  

Table 2.9: Quality evaluation of marked image by subjective measure 

Gain Imperceptibility(Quality measurement) 

0.01 Outstanding 

0.08 Very good 

0.1 Good 

0.17 Acceptable 

0.3 poor 

 

 

In this chapter, an improved SPIHT based robust and distortion control digital watermarking 

is developed for concealing scrambled watermark image in DWT-SVD-DCT domain. The 

scrambled watermark offer extra level of security. The developed watermark technique is 

mainly needed for digital document security for various applications. By applying the SPIHT 

compression scheme on the watermarked image, the storage and bandwidth demand is 
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reduced preserving the PSNR performance of the proposed technique. Further, our technique 

has shown better performance as compared to other similar approaches. In our future work, 

DWT and SVD may replace with some more appropriate transform domain techniques for 

dual watermarks to withstand benchmark attacks.  

The work presented in this chapter has been published in Multimedia Tools and Applications, 

pp.1-14.  doi: 10.1007/s11042-018-6177-0 (Springer). This is declared under the list of 

publications at the end of the Chapter 6. 
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CHAPTER 3 

RDWT BASED DUAL WATERMARKING IN NSCT DOMAIN 

This chapter presents a dual watermarking technique using SPIHT in NSCT domain. In this 

technique, two images data (logo and signature) is placed inside the cover. The method uses 

redundant discrete wavelet transform (RDWT), SVD, Arnold transform and SPIHT to makes 

it more robust than other state-of-the-art approaches.  The method is extensively estimated for 

various gain, five different bit rate, ten different cover images, seven potential wavelet filters 

and well known attacks. Furthermore, the proposed scheme is also tested for two different 

forms of the secret data (image and text watermark) instead of the same form of the data. 

Furthermore, the result of the suggested scheme is obtained superior to other existing 

techniques under consideration. 

3.1. Introduction 

Due to continuous and remarkable development of internet people are allowed to easy 

storage, copy and distribution of digital data for various applications [133, 136-138].  

However, copyright protection and digital content authentication are the major issue in the 

recent time [137-138]. Many researchers used digital image watermarking to address these 

issues [137-139]. It is important to see that the transform domain techniques are more popular 

to achieve better robustness than spatial techniques [18]. 

Out of the transform domain techniques, DWT is widely used for image watermarking [140]. 

However, shift sensitivity and poor directionality are some of issue related with DWT that are 

avoided by redundant wavelet transforms (RDWT) [141]. Due to excellent property of RDWT 

[1, 34, 143], most of the information is preserved during forward and backward 

transformation. In addition, NSCT have also shift invariant and rich directional information. 

A blind watermarking approach using RDWT-SVD based on 4× 4  image block is introduced 

by Ernawan et al.[144]. Further, human visual system (HVS) entropy is calculated for cover 

image block. Furthermore, watermark is scrambled by Arnold encryption to produce chaotic 

image prior to embedding into selected blocks of lower HVS entropy. Experimental results 

show that proposed method can survive against most of common watermarking attacks. 

However computational cost of method is high due to presence of RDWT and Arnold 

encryption.  
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In [145], Khare et al. suggested a watermarking technique, which placed a watermark inside 

the RDWT-DCT-SVD domain of the host image. The scheme achieves good robustness for 

various kinds of attacks. An approach based on RDWT and block SVD is proposed by Gaur 

et al. [146]. Two watermarks are embedded inside cover image for additional security. 

Further, second watermark (MNNIT logo) is scrambled by Arnold scheme prior to embedding 

process. The technique found high capacity result. However there is small degradation in 

image quality. A novel watermarking approach based on scale-invariant feature transform 

(SIFT) and non- subsampled transform (NSCT) is introduced by Hua et al.[123]. Initially 

SIFT is used to extract high invariance feature points of image. Finally, extracted feature 

points are placed with secrete data using NSCT. The technique is found to be robust against 

noise and having better capability, good capture quality and tampering resistance. 

Due to rich property of NSCT, RDWT and SVD in image processing applications, a NSCT, 

RDWT and SVD based dual watermarking technique is proposed in this chapter. The 

technique uses combination of NSCT, RDWT and SVD along with SPIHT compression 

scheme to provide robust and imperceptible system for digital document security. The key 

role of the suggested scheme is summarized below. 

 Shift sensitivity and poor directionality are some of issue related with DWT. Use of 

RDWT and NSCT enhance the robustness [141]. Further, SVD provide very stable 

singular value against geometrical attacks which is required for efficient watermarking 

techniques. 

 Uses SPIHT [118] to compress the marked image prior to transmission on open 

channel. This compressed form of the image reduce the storage and bandwidth cost. In 

addition, compression ratio can also be controlled due to presence of exact rate control 

which leads to better reconstruction of image.  

 Dual watermarks are used to improve the security of the scheme.         

 Refer the results indicated in Table 3.6 and 3.11; the NC value of our scheme is 

superior to other similar approaches under consideration [34,141]. 

 Finally, confidentiality of watermark is further maintained by Arnold transform [134]. 

Unauthorized recovery of watermark is not possible even after extraction. 

3.2. Proposed method 

In this work, firstly, the method uses the sub-image having highest entropy and NSCT is 

applied on it. Next, we apply RDWT to NSCT image to obtain the RDWT image. RDWT 
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image is further transform via SVD to obtain the singular vector of the image (cover). The 

method obtained singular vector for both watermarks with similar procedure. Here, the 

signature watermark first scrambled via Arnold transform before SVD applied on it. 

Furthermore, the method uses singular vectors of both watermark to modify (embed) the 

vector of cover image. The inverse of the above process generates a watermarked image.  

Finally, compressed version of the marked image as obtained via SPIHT is efficiently 

transmitted on open (unsecure) channel. At the receiver end, user decompresses the 

information first and, then robustly extracts the secret data via appropriate extraction 

algorithm. The complete process involved in our scheme is presented in Fig. 3.1. 
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Host image (Dimension:512×512)  Logo-watermark (Dimension:256×256)   Signature-watermark (Dimension:128×128) 
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                                                                       Recovered- LOGO                 Recovered-Signature  

  Watermarked-image
                                                                               

 

    

 

   

 

 

 

   (b) 

                                    (ii) 

Fig. 3.1:  Embedding (i) and extraction (ii) process 

  

3.2.1 Algorithm for watermarking embedding 

Embedding of the watermarks involve following steps: 

1.    Sub-sampling of  cover image ‘CI’(size:512×512) 

 

  𝐶𝐼1 = 𝐶𝐼(2µ − 1,2𝛽 − 1) 

         𝐶𝐼2 = 𝐶𝐼(2µ − 1,2𝛽 − 1) 

                                                 𝐶𝐼3 = 𝐶𝐼(2µ − 1,2𝛽 − 1)  

         𝐶𝐼4 = 𝐶𝐼(2µ − 1,2𝛽 − 1) 

𝑤ℎ𝑒𝑟𝑒 µ = 1,2 … … , M/2  and  ′β′ = 1, 2, . … … , M/2 .                               (3.1) 

2. Consider highest entropy as EN and  applying 1st level NSCT on ‘EN’  which produce 

two low frequency and four high frequency sub-bands as given below: 
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                        [𝐸𝑁𝑌1, 𝐸𝑁𝑌2, 𝐸𝑁𝑍111, 𝐸𝑁𝑍112,𝐸𝑁𝑍121,𝐸𝑁𝑍122]          NSCT[𝐸𝑁 ]          (3.2)

   𝐸𝑁𝑌1, 𝐸𝑁𝑌2  denotes low frequency sub bands and 𝐸𝑁𝑍111 

, 𝐸𝑁𝑍112,𝐸𝑁𝑍121,𝐸𝑁𝑍122  represents sub-bands having high frequency.         

      3.   RDWT (first level) on 𝐸𝑁𝑍121 (having sub-band with high frequency). 

       [𝐸𝑁𝐴11, 𝐸𝑁𝐻11, 𝐸𝑁𝑉11, 𝐸𝑁𝐷11 ]         RDWT [𝐸𝑁𝑍121]                         (3.3) 

 Here 𝐸𝑁𝐴11, 𝐸𝑁𝐻11, 𝐸𝑁𝑉11 𝑎𝑛𝑑 𝐸𝑁𝐷11 are the approximations, horizontal, vertical and 

diagonal sub-band respectively 

4.       Calculate SVD for ‘𝐸𝑁𝐴11’ and ‘𝐸𝑁𝐻11’sub-bands. 

[𝑈𝐸𝑁𝐴11,𝑆𝐸𝑁𝐴11,𝑉𝐸𝑁𝐴11]          SVD[𝐸𝑁𝐴11] 

                                                            (3.4) 

[𝑈𝐸𝑁𝐻11,𝑆𝐸𝑁𝐻11,𝑉𝐸𝑁𝐻11]         SVD [𝐸𝑁𝐻11] 

5.   Apply NSCT decomposition (1st level) on both watermarks. Further, apply   

scrambling    on watermark 2 using Arnold transform  

    [𝑊11𝑇11,𝑊11𝑇22,𝑊11𝐵1111,𝑊11𝐵1112,𝑊11𝐵1121,𝑊11𝐵1122 ]        NSCT [W1]           

        

[ 𝐴𝑅𝑊22𝑇11,𝐴𝑅𝑊22𝑇22,𝐴𝑅𝑊22𝐵1111,𝐴𝑅𝑊22𝐵1112,𝐴𝑅𝑊22𝐵1121,2𝐴𝑅𝑊2𝐵1122 ]     

AR1{NSCT[W2]}                                                               

                                                                  (3.5) 

     Where 𝑊11𝑇11 𝑎𝑛𝑑  𝑊11𝑇22, are sub-bands with low frequency and                                                                      

       𝑊11𝐵1111,𝑊11𝐵1112,𝑊11𝐵1121 𝑎𝑛𝑑 𝑊11𝐵1122 are sub-band with high frequency. 

6.    RDWT (1
st
 level) on 𝑊11𝐵1121,and𝐴𝑅𝑊22𝐵1121. 

                            [𝑊11𝐴11,𝑊11𝐻11,𝑊11𝑉11,𝑊11𝐷11,]              RDWT[𝑊11𝐵1121]               (3.6) 
[𝐴𝑅𝑊22𝐴11, 𝐴𝑅𝑊22𝐻11, 𝐴𝑅𝑊22𝑉11, 𝐴𝑅𝑊22𝐷11]       RDWT [𝐴𝑅𝑊22𝐵1121]  

Here

𝑊11𝐴11,𝑊11𝐻11,𝑊11𝑉11,𝑊11𝐷11 and 𝐴𝑅𝑊22𝐴11, 𝐴𝑅𝑊22𝐻11, 𝐴𝑅𝑊22𝑉11, 𝐴𝑅𝑊22𝐷11 d

enotes approximation, horizontal, vertical and diagonal sub bands formed after forward 

RDWT transformation of 𝑊11𝐵1121 and 𝐴𝑅𝑊2𝐵1121 respectively. 

7.    Singular value of 𝑊11𝐴11and 𝐴𝑅𝑊22𝐻11sub-bands for both watermarks 

[𝑈𝑊11𝐴11,𝑆𝑊11𝐴11,𝑉𝑊11𝐴11 ]         SVD [𝑊11𝐴11]                              (3.7) 

[𝑈𝐴𝑅𝑊22𝐻11,𝑆𝐴𝑅𝑊22𝐻11,𝑉𝐴𝑅𝑊22𝐻11 ]        SVD [𝐴𝑅𝑊22𝐻11]      
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8. Singular value of both watermarks modified the Singular value of cover image 

(‘logo’ and encrypted ‘signature’).  

             𝑆111  =𝑆𝐸𝑁𝐴11  + 𝛼 × 𝑆𝑊11𝐴11                                      (3.8) 

             𝑆222  =𝑆𝐸𝐻11  + 𝛼 × 𝑆𝐴𝑅𝑊22𝐻11            

                   Here  ′𝛼′ is considered gain factor value. 

9.       Calculate inverse of the process(see Fig. 3.1) to obtain Watermarked image (IW) 

10.      Implement SPIHT compression technique on watermarked image(IW) 

3.2.2 Watermark recovery algorithm 

Steps are as follow: 

1. Decoding of watermarked image by SPIHT. 

2. Apply sub-sampling on watermarked image ‘IW’ followed by selection of sub-image 

with higher entropy (EW) using Eq. 1. 

3. Apply 1
st
 level NSCT on ‘EW’. Perform RDWT on  𝐸𝑊𝐵1121 as used in Eq. 2. 

              [𝐸𝑊𝑃1,𝐸𝑊𝑄1, 𝐸𝑊𝑅1, 𝐸𝑊𝑆1]        RDWT [𝐸𝑤𝐵1121]                        (3.9) 

4. Calculate SVD of 𝐸𝑊𝑃1𝑎𝑛𝑑 𝐸𝑊𝑄1 

[𝑈𝐸𝑊𝑃1,𝑆𝐸𝑊𝑃1,𝑉𝐸𝑊𝑃1]         SVD[𝐸𝑊𝑃1]                                (3.10) 

[𝑈𝐸𝑊𝑄1,𝑆𝐸𝑊𝑄1,𝑉𝐸𝑊𝑄1] ]        SVD[𝐸𝑊𝑄1]        

5. Image and text watermark 

             SC1 = (𝑆𝐸𝑊𝐴1 −𝑆𝐸𝐴1) /α 

                                                                  (3.11) 

             SC2 = (𝑆𝐸𝑊𝐻1− 𝑆𝐸𝐻1) /α          Where α is gain.  

      6.   Inverse SVD on SC1 and SC2.   

      7.   Inverse of RDWT and NSCT to recover both watermarks. 

      8.   Inverse Arnold on encrypted signature watermark. 

3.3. Experimental results 

To determine the performance of the proposed work, we used MATLAB version 2013b and 

the size of cover Lena image (512×512 pixel) and two watermarks logo (256×256 pixel) and 

signature (128×128 pixel) utilized for testing purpose [Internet source: 

https://www.bing.com/images/search?sp=-1&pq=bottlecapswithhinges&sc=1-
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24&sk=&cvid=E05E08632494486CB86D9B4FA66D5806&q=Bottle caps with hinges &qft= filterui:license-

L2_L3_L4&FORM=IRFLTR; http://www.juit.ac.in/].  

PSNR[137,147,148], NC and SSIM [9] are used as standard metric to evaluate the 

performance of our proposed technique. NC1 and NC2 is the notation used to determine 

robustness of logo and signature watermarks, respectively. Figure 3.2 demonstrates cover 

image, watermarks and watermarked images. However, Figure 3.3 represents recovered 

watermarks. Figure 3.4 demonstrates attacked watermarked and recovered watermarks. The 

PSNR, NC1, NC2 and SSIM performance is depicted in Table 3.1- Table 3.5.  

Table 3.1 depict the PSNR, NC1, NC2 and SSIM values of our technique at varying gain and 

bit rate. We found that value of PSNR, NC1, NC2 and SSIM are above 34.21 dB, 0.9874, 

0.9204, and 0.966211, respectively. PSNR, NC, SSIM results against various cover images is 

shown in table 3.3. Highest value of PSNR, NC1, NC2, and SSIM are 40.97 dB, 1, 0.9495 and 

0.999391, respectively for various considered images.  

NC and SSIM results under various attacks at gain=0.5 are presented in table 3.4. It can be 

observed from table that highest NC’s are obtained as 1, 0.9497, respectively against different 

attacks. However SSIM value is poor against Gaussian noise. 

NC and SSIM performance for various filters is depicted in table 3.5. It has been observed 

from table that highest PSNR, NC1, NC2, values are 36.37 dB, 1, 0.9576 respectively under 

various wavelet filters. However SSIM value is poor under ‘db4’ filter. 

As clearly mentioned in section 3.1, our method uses combinations of RDWT, SVD, Arnold 

transform and SPIHT to make it more robust and secure than other state-of-the-art approaches 

[34, 141]. 

Table 3.6 represent the robustness of proposed method and former approaches [34,141] by 

performing NC value.  Result clearly state that our method achieved 1 score for NC for most 

of the considered attacks. However, minimum NC offered by our method is 0.9378 against 

Histogram-equalization.  

It has been further observed that former technique[34] do not maintain the standard score for 

NC. The highest NC value offered by former technique is 0.9951 against average filtering 

attack. However, lowest NC value is 0.8481 against Gaussian noise attack. Further, best NC 

value for technique [141] is 0.9965 against Gaussian noise attack. However, lowest NC value 

is reported as 0.9902 against histogram-equalization attack. 

http://www.juit.ac.in/
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Therefore, it can be seen that proposed method offer better robustness as compared to existing 

techniques [34,141] with minimum distortion. 

  

       

                        (1)                       (2)                  (3)                     (4) 

Fig. 3.2: (1) cover-image, (2) logo-image, (3) signature-image and (4) watermarked-image. 

                                                         

(1)                                              (2)  

                      Fig. 3.3: Extracted watermarks (logo(1) & signature(2)) 
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Fig.3.4:  Performance under various attacks 

Attacks watermarked image Logo  

watermark 

(Recovered)  

 

Signature 

watermark 
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density=0.01 

  

 

 

Gaussian-

noise(mean=0,var=0.01) 

  
 

Median Filtering [2 2] 
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Quality Factor=50 

  

 

Histogram- equalization 

  
 

Cropping(20 20 400 480) 

  

 

Speckle-noise using 

density=0.05 

   
 

Average-filtering 
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Table 3.1: Performance under bit rate=1, 2, 3 and varying gain 

 

 

 

Table 3.2: Performance under fixed gain (0.5) and various bit rates 

Different bit 

rate values 
PSNR(in dB) NC1 NC2 Obtained SSIM 

1 34.45 1 0.9426 0.995077 

1.5 34.81 1 0.9423 0.995487 

2 35.20 1 0.9424 0.995885 

2.5 35.37 1 0.9423 0.996053 

3 35.54 1 0.9423 0.966211 

 

 

 

 

Bit rate  Gain(k) PSNR (dB) NC1 NC2 SSIM values 

1 

0.01 35.16 0.9880 0.9206 0.995838 

0.1 35.13 0.9998 0.9461 0.995814 

0.5 34.45 1 0.9426 0.995077 

0.9 33.44 1 0.9357 0.993743 

2 

0.01 36.06 0.9875 0.9204 0.996658 

0.1 36.03 0.9998 0.9460 0.996639 

0.5 35.20 1 0.9424 0.995885 

0.9 34.21 1 0.9354 0.994793 

3 

0.01 36.51 0.9874 0.9205 0.997002 

0.1 36.48 0.9998 0.9461 0.996982 

0.5 35.54 1 0.9423 0.966211 

0.9 34.50 1 0.9353 0.995148 
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Table 3.3: Performance results of considered cover images 

Considered 

cover images 

PSNR (in 

dB) 
NC1 NC2 SSIM values 

MRI 35.53 1 0.9410 0.996254 

Barbara 30.52 1 0.9383 0.990362 

Baboon 31.11 1 0.9495 0.989492 

Boat 33.12 1 0.9412 0.992881 

Finger 32.29 1 0.9484 0.981948 

Bird 40.97 1 0.9340 0.997978 

Cameraman 34.38 1 0.9456 0.997526 

Coins 38.89 1 0.9441 0.998765 

Moon 40.18 1 0.9364 0.999391 

Tire 39.40 1 0.9328 0.998987 

 

 

Table 3.4: Performance of proposed technique against various attacks 

Considered attacks NC1 NC2 SSIM 

Salt & pepper(den=0.01 and 0.08) 

1   

& 

0.9996 

0.9409  

& 

0.9497 

0.952470 

 & 

 0.736758 

Gaussian noise(var=0.01 and 0.5) 

0.9959 

 & 

 0.9959 

0.9436 

 & 

0.9436 

0.941818  

& 

 0.181960 

Median filter[2 2] 1 0.9432 0.982875 

JPEG compression (QF=50) 1 0.9426 0.994507 

Histogram equalization 1 0.9378 0.896734 

Cropping(20 20 400 480) 1 0.9430 0.229037 

Speckle noise 0.9998 0.9494 0.829628 

Average filtering 0.9999 0.9485 0.993254 
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 Table 3.5: Reported PSNR, NC’s and SSIM values for different filters 

Wavelet Filters PSNR (dB) NC1 NC2 SSIM 

Sym4 34.63 1 0.9549 0.995285 

db4 34.61 1 0.9552 0.995265 

Bior 4.4 36.37 1 0.9547 0.997038 

Coif4 34.82 1 0.9575 0.995498 

Bior6.8 36.16 1 0.9576 0.996742 

dmey 35.45 1 0.9539 0.996132 

haar 35.54 1 0.9423 0.996211 

 

Table 3.6: Robustness comparison of our technique with [34, 141] 

Attacks on watermarked image Ref.[34] Ref.[141] 

Our scheme 

Using ‘Haar’ 

filter 

 

Using ‘Bior 6.8’ 

filter 

 

NC1 NC2 NC1 NC2 

Salt &Pepper (dens =0.01) 0.9867 0.9912 1 0.9409 1 0.9576 

Salt & Pepper (dens=0.08) 0.9544 0.9905 0.9996 0.9497 0.9998 0.9573 

Gaussian noise( 

mean=0,var=0.01) 
0.8481 0.9965 0.9959 0.9436 0.9999 0.9574 

Gaussian noise(mean=0, 

var=0.5) 
0.8481 0.9865 0.9959 0.9436 0.9975 0.9560 

Median filter(window size[2 2]) 0.9390 0.9949 1 0.9432 1 0.9576 

JPEG (QF-50) 0.9935 0.9951 1 0.9426 1 0.9576 

Histogram-equalization 0.9942 0.9902 1 0.9378 1 0.9575 

Cropping attacks(20 20 400 

480) 
0.9935 - 1 0.943 1 0.9576 

Speckle noise(Den=0.05) 0.9929 0.9948 0.9998 0.9494 0.9999 0.9573 

Average filtering 0.9951 - 0.9999 0.9485 1 0.9574 
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3.3.1 Performance measurement for different form of secret data 

The above proposed scheme is also tested for two different forms of the secret data (image 

and text watermark) instead of the same form of the data (image). In this technique, the text 

watermark is placed inside image watermark to generate dual watermark. The resulted 

watermark is imperceptibly placed inside the cover. The detail description of the process is 

depicted in Fig. 3.5. The method uses text watermark of size 104 bits.  Fig. 3.6 depicts the 

cover image Lena, text watermark, dual watermark(combined) and watermarked images. 

However, both extracted watermarks are presented in Fig. 3.7. The attacked watermark images 

and extracted watermarks are shown in Fig 3.8.  In addition to the other performance metric as 

discussed for above method in section 3.3, bit error rate (BER) [75] is used to determine the 

robustness of the text watermark. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  

51 
 

 

Cover image (512×512)                                                            Logo watermark (256×256)              Text watermark (104 bits)    

                                                                                                                   

  

 

  

    

         

  

 

  

 

  

          
  

 

 

 

                                                                                                                                                              

                

                                                       
                                                                                

                                                    
   

                                                                                    

 

 

 

Fig. 3.5: Proposed embedding and extraction process 
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          (a)                           (b)                 (c)                    (d)                    (e) 

 

Fig. 3.6: (a) Host image, (b) Text watermark, (c) Logo watermark, (d)Generated dual 

watermark, and (e) Watermarked image 

 

 

                                                        
  

(a)                            (b)  

 

 

Fig. 3.7: Recovered watermarks(a)logo and (b) text 
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Fig. 3.8: watermarked (attacked) and watermarks (extracted) images 
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Table 3.7 depicts the performance under varying gain and bit rate value. It has been clearly 

observed from table that value of PSNR, NC, BER and SSIM are greater than 35.68 dB, 

0.9999, 0 and 0.9963, respectively. Due to better performance at gain value 0.5 and bit rate 3, 

all other experiments are evaluated under these values. Further, performance of proposed 

scheme is checked for various cover images in Table 3.8. From this table, the value of PSNR, 

NC and SSIM are above 30.81 dB, 0.9918 and 0.9907, respectively. However, BER value is 

zero for all cover images. Table 3.9 depicts the outcome of the proposed technique for different 

attacks with respect to NC, BER and SSIM. It can be seen that, highest NC and SSIM results 

are obtained as 1 and 0.9946, respectively against different attacks. However, best BER value 

is zero. 

Table 3.10 shows the performance of the suggested scheme for ‘bird’ image at varying bit rate 

and gain = 0.5. It has been clearly noted from table that significant values of PSNR, NC and 

SSIM are 45.78 dB, 0.99990 and 0.9996, respectively at bit rate = 3. 

Further, NC and BER values of proposed method and other similar approach[141] for well-

known attacks are listed in Table 3.11. The best NC value obtained by proposed method is 

0.9999 against median filter, JPEG Compression and Histogram equalisation. However, the 

minimum NC value is 0.9993 under salt and pepper noise and Gaussian noise attack. The NC 

values clearly indicate that method can extract the hidden watermark at low distortion. 

It is further noted that the best NC value obtained by former method[141] is 0.9986 against salt 

and pepper noise. However, lowest reported NC value is 0.9870 against Gaussian noise attack. 

Further, BER values of our technique are less than the technique reported in [141]. 

Therefore, it is established that the proposed method offered better performance as compared 

to its peers. Due to RDWT, SVD, Arnold transform and SPIHT, our method achieves optimal 

trade-off   between imperceptibility and robustness. 
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Table 3.7: Performance measurements under different gain and bit rates 

Bit rate Gain factors PSNR (dB) NC BER SSIM 

1 

0.01 34.56 0.9999 0 0.9952 

0.1 34.56 0.9999 0 0.9952 

0.5 34.57 0.9999 0 0.9952 

0.9 34.57 0.9999 0 0.9952 

2 

0.01 35.31 0.9999 0 0.9960 

0.1 35.31 0.9999 0 0.9960 

0.5 35.32 0.9999 0 0.9960 

0.9 35.33 0.9999 0 0.9960 

3 

0.01 35.67 0.9999 0 0.9963 

0.1 35.67 0.9999 0 0.9963 

0.5 35.68 0.9999 0 0.9963 

0.9 35.68 0.9999 0 0.9963 

 

Table 3.8: Experimental results for different cover images 

Cover images PSNR(dB) NC BER SSIM 

MRI 36.66 0.9918 0 0.9965 

Barbara 30.81 0.9999 0 0.9880 

Baboon 35.52 0.9999 0 0.9907 

Boat 33.68 0.9999 0 0.9913 

Finger 32.80 0.9999 0 0.9793 

Bird 45.83 1 0 0.9996 

Cameraman 34.81 1 0 0.9971 

Coins 41.15 1 0 0.9988 

Moon 42.09 1 0 0.9995 

Tire 43.01 1 0 0.9994 
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Table 3.9: Performance under different attacks for cover image ‘Lena’ 

Attacks NC BER 
SSIM 

 

Salt and pepper noise(density=0.01,0.08) 

1 

& 

0.9996 

0 

&  

0.0096 

 

0.9522 

& 

0.7349 

Gaussian noise(mean=0,variance=0.01,0.5) 

0.9999 

& 

 0.9960 

0.0288  

&  

0.0192 

 

0.8592 

& 

0.1817 

Median filter[2 2] 1 0 0.9837 

JPEG compression (QF=50) 1 0 0.9946 

Histogram equalization 1 0 0.8968 

Cropping(20 20 400 480) 1 0.0192 0.7667 

Speckle noise(Density=0.05) 0.9975 0.0192 0.8291 

Average filtering 0.9999 0 0.9930 

 

Table 3.10: Results for image ‘Bird’ 

Bit rate PSNR NC BER SSIM 

1 45.05 0.9999 0 0.9994 

2 45.47 0.9999 0 0.9995 

3 45.78 0.9999 0 0.9996 
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 Table 3.11: Comparison of proposed technique under various attacks 

 
 

 

 

 

 

 

 

 

 

Attacks 

Singh et al.[141] Proposed method 

NC BER NC 

 

BER 

 

Salt & pepper noise(density=0.1 ,0.5) 

0.9986 

and  

0.9981 

0.0253 

 and 

0.1180 

0.9994  

and 

 0.9993 

0.0096 

and 

0.0288 

Gaussian noise(mean=0,variance=0.01 

and 0.001) 

0.9870 

and  

0.9965 

0.0120 

and 

0.0032 

0.9993 

 and 

 0.9995 

0.0288 

and 

0 

Median filter[2 2] and [3 3] 

0.9950 

and 

0.9949 

0.0132  

and  

0.0131 

0.9999 

and 

0.9999 

0 

and 

0 

JPEG compression(QF=10,50) 

0.9951 

and 

0.9951 

 

0.0178 

and 

0.0126 

 

0.9999 

and 

0.9999 

0 

and 

0 

Histogram equalization 0.9902 0.0098 0.9999 0 

Speckle noise(density=0.05) 0.9948 0.0052 0.9995 

 

 

 

0.0050 
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A dual watermarking using SPIHT in NSCT domain is developed in this chapter. The method 

uses redundant discrete wavelet transform (RDWT), SVD, Arnold transform and SPIHT to 

makes it more robust than other state-of-the-art approaches. Furthermore, the proposed 

scheme is also tested for two different forms of the secret data(image and text watermark) 

instead of the same form of the data. From the results indicated from Table 3.1 to 3.11, it is 

confirmed that the proposed work is suitable for the digital document security for several 

applications. Future works will focus on improving the security of the proposed method at 

low cost. 

The work presented in this chapter has been published in Concurrency and Computation: 

Practice and Experience, pp.1-14, doi: 10.1002/cpe.4912 (Wiley) and second paper published 

in the 5th International Conference on Parallel, Distributed and Grid Computing (PDGC), 

2018, pp.111-114 ,doi: 10.1109/PDGC.2018.8745789. This is declared under the list of 

publications at the end of the Chapter 6. 
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CHAPTER 4 

DUAL WATERMARKING APPROACH THROUGH SECURE FORCE 

(SF) ENCRYPTION 
 

This chapter presents a robust and secure dual watermarking approach in NSCT domain. The 

idea is same as our previous technique (RDWT based dual watermarking in NSCT domain as 

discussed in chapter 3), however, this approach uses secure force (SF) encryption (after 

compressing the watermarked image via SPIHT) to provide better security at low cost. It is 

established that secure force algorithm not only provides security, but it has low complexity 

than other encryption techniques. Extensive assessment of the approach confirmed that the 

method is secure, robust, distortion-less and has low computational complexity which 

outperforms the other existing approaches.  

4.1 Introduction  

Presently, digital data gradually become important references for a variety of notable 

applications[137]. Due to popularity of internet tools, these data are easily and quickly 

exchanged via network. However, it is important to see that security of intellectual property 

and digital information needs more attention for practical applications [138]. For this sake, 

remarkable encryption, steganography and watermarking schemes have been introduced 

[138]. Many researchers used joint encryption-watermarking scheme to protect the digital 

contents and intellectual property [147-149]. 

A hybrid technique using cryptography and watermarking is introduced by Sonali et al.[147]. 

After embedding, watermarked image is encrypted by secure force encryption algorithm. The 

method found good MSE result. However, the PSNR was low. A dual watermarking approach 

using LSB and DCT along with hybrid cryptography is introduced by Singh et al.[148]. 

Security is further enhanced by converting text watermark into QR code.  The outcome 

showed that the technique is secure. A robust technique using DWT and SVD is proposed by 

Kaur et al.[149]. Further, visual cryptography is applied to generate two shares of watermark 

image. Finally, one share is embedded into cover image and another is shared with users for 

watermark extraction. Technique is found to be robust and secure against various attacks.  

In this chapter, an encryption based multiple watermarking technique in NSCT-RDWT 

domain is developed. The major role of the work is recognized as follows : 
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 RDWT provides shift invariance which is required for significant embedding and 

extraction of watermark. Further, NSCT also provide good directionality along with 

shift invariance which helps in better reconstruction of images. However SVD 

provides robustness against geometrical attacks [141]. 

 SPIHT is optimized for progressive image transmission. It converts the image into 

sequence of bits based on priority of transform coefficient of image. Most significant 

coefficient are transmitted first which helps in bandwidth efficient transmission [118]. 

 Multiple watermarks are placed inside the cover image to increase the security. 

Simulation results clearly prove better performance of scheme than other similar 

approaches under consideration [142]. 

 Used secure force (SF) encryption on compressed watermarked image to provide 

better security at low cost.  

4.2 The proposed method 

Our work aim is to provide better authentication of the data. In this work, firstly, NSCT is 

used to apply on sub-image containing maximum entropy. Next, we apply RDWT to NSCT 

image and the resulting image is further transform via SVD to obtain the singular value of the 

cover image. We also obtained the singular value of both watermark by same process. Here, 

the signature watermark first scrambled via Arnold transform prior to SVD applied on it. 

Furthermore, the method uses singular vectors of both watermark to modify (embed) the 

vector of cover. The inverse of SVD, RDWT, NSCT and inverse sub sampling generates a 

watermarked image.  Further, compressed watermarked image is obtained to reduce the 

bandwidth needs by the channel. Finally, a secure force (SF) encryption is applied on 

compressed watermark to provide better security at low cost. At the receiver end, user 

decrypts and decompresses the information first and, then robustly extracts the secret data via 

appropriate extraction algorithm. The proposed algorithm is depicted in Fig 4.1.  

4.3 Experimental results 

All simulations are performed with MATLAB 2013b and cover image (‘512×512’), logo 

(‘256×256’) and signature (‘128×128’) are considered for experiments [Internet source: 

https://www.bing.com/images/search?sp=-1&pq=bottlecapswithhinges&sc=1-

24&sk=&cvid=E05E08632494486CB86D9B4FA66D5806&q=Bottle caps with hinges &qft= filterui:license-

L2_L3_L4&FORM=IRFLTR; http://www.juit.ac.in/]. All results are measured using PSNR, NC, 

NPCR and UCAI. All these performance metric have discussed in Chapter 1. In this work, 

http://www.juit.ac.in/
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NC1 and NC2 is the notation used to determine robustness of logo and signature watermarks, 

respectively. Fig.4.2 depicts the cover images, logo and signature watermark, and 

watermarked image.  Fig. 4.3 shows the recovered hidden data. The attacked watermarked 

and recovered watermarks images are shown in Fig. 4.4. Test results under different gains and 

bit rates are demonstrated in table 4.1. Peak value of PSNR is reported as 36.50 dB. 

 

Cover image (512×512)                           Logo watermark (256×256)                       Signature watermark (128×128) 
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Recovered logo watermark          Recovered signature watermark 
      

                                                                                                                                                                       
      

 

   

 

 

 

 

       (b) 

Fig. 4.1:  Diagram representing (a)embedding(b)extraction procedure. 

 

                                    

                        (a)                             (b)                           (c)                               (d)  

  

Fig. 4.2: (a) cover image, (b) logo & (c) signature watermark, and (d) watermarked image 

 

                        
 

(a) (b) 

Fig. 4.3: Recovered (a) logo & (b) Signature, watermark 
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Type of attack 

Attacked 

watermarked 

image 

Recovered 

watermark 1 

Recovered 

watermark 2 

Salt and pepper 

noise(density=0.01) 

 

 

 

 

 

 

Gaussian 

noise(mean=0,variance=0.01) 

  
 

Median Filter Attack[2 2] 

  
 

JPEG compression(QF=50) 

  
 

Histogram equalization 

  
 

Cropping(20 20 400 480) 

  
 

Speckle noise(Density=0.05) 

  
 

Average filtering[9 9] 

  
 

 

 

Fig. 4.4:Watermarked(attacked) and watermarks(extracted) images 
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Lowest value for PSNR is reported as 35 dB (at gain=0.9 & rate=1). Although best NC1=1 

against various gains and bit rate. Next, minimum value for NC1 is reported as 0.9873. 

However, the value of NC2 is greater than 0.8555. From this table, we further seen that the 

proposed method offer best results at gain =0.5. Table 4.2 demonstrates PSNR, NC1 and NC2 

values under different cover images at gain = 0.5 and bit rate =3. Best obtained PSNR is 45.83 

dB for cover image ‘Bird’. However, highest noted NC1 =1 for cover image ‘Bird’, 

‘Cameraman’, ‘Coins’, ‘Moon’ and ‘Tire’ , respectively. Minimum NC1 is 0.9918 for ‘MRI’ 

image.  

Table 4.3 represents the robustness performance with respect to NC1 and NC2 against 

geometrical and signal processing attacks. It is clear from table that best reported value of 

NC1=1 under most of the attacks and lowest value of NC1=0.9960 for Gaussian noise. 

Further, maximum and minimum values of NC2 are reported as 0.9551 (for Histogram 

equalization) and 0.9080 (for Gaussian noise attack), respectively.  

Table 4.4 illustrate the assessments of NC, NPCR and UACI value for image ‘bird’ at varying 

rate and fixed gain (0.5). It is noted from table that highest PSNR value is 45.83 dB. 

However, lowest PSNR = 45.06 dB. Further it has been observed that highest NC1= 0.9999 

against all considered bit rates. Best NC2 =0.9553 at bit rate=1 and 3. However, smallest NC2 

value is 0.9552. Furthermore, highest NPCR value is reported as 0.9994. However, maximum 

and minimum values of   UACI are 0.3011(against at bit rate=1) and 0.3006(against at bit 

rate=3), respectively. 

As clearly mentioned in section 4.1, our technique uses combination of RDWT, NSCT and 

SPIHT along with secure force encryption scheme to provide higher robustness and security 

at very low cost. 

Table 4.5 represents the better performance of our method as demonstrated by comparing its 

results in terms of NC values with that of the former approach [141]. Highest NC result 

offered by the approach [141] is 0.9965 against Gaussian noise attack. However, our method 

maintains the standard score for NC (i.e. 1) for salt and pepper, median filter, JPEG-

compression and histogram-equalization attacks.  

It can be clearly seen from NC values that the proposed method offer better robustness as 

compared to former technique [141]. 
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Table 4.1: PSNR, NC1, NC2 values for proposed method 

Bit rate Gain PSNR  (dB) NC1 NC2 

1 

0.01 35.16 0.9879 0.8555 

0.1 35.14 0.9998 0.9385 

0.5 35.08 1 0.9426 

0.9 35 1 0.9553 

2 

0.01 36.06 0.9874 0.8555 

0.1 36.04 0.9998 0.9383 

0.5 35.98 1 0.9547 

0.9 35.90 1 0.9552 

3 

0.01 36.50 0.9873 0.8555 

0.1 36.49 0.9998 0.9382 

0.5 36.42 1 0.9546 

0.9 36.33 1 0.9552 
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Table 4.2: Performance of various images against gain=0.5 and bit rate =3. 

Cover-images PSNR(dB) NC1 NC2 

MRI 36.66 0.9918 0.8567 

Barbara 30.81 0.9999 0.9548 

Baboon 35.52 0.9999 0.9513 

Boat 33.68 0.9999 0.9548 

Finger 32.80 0.9999 0.9468 

Bird 45.83 1 0.9553 

Cameraman 34.81 1 0.9537 

Coins 41.15 1 0.9539 

Moon 42.09 1 0.9547 

Tire 43.01 1 0.9551 

 

 

 

 

Table 4.3 : Implementation of various attacks on cover image ‘Lena’ at constant gain=0.5 

 and bit rate=3. 

Attacks NC1 NC2 

Salt & pepper (den=0.01,0.08) 

1 

& 

0.9996 

0.9546 

& 

0.941 

Gaussian noise(mean=0,var=0.01,0.5) 

0.9999 

and 

0.9960 

0.9491 

and 

0.9080 

JPEG compression (QF=50) 1 0.9548 

Histogram equalization 1 0.9551 

Cropping(20 20 400 480) 1 0.9545 

Speckle noise(den=0.05) 0.9975 0.9169 

Average filtering 0.9999 0.9515 
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Table 4.4:  Performance of considered host image ‘Bird’ at gain=0.5 and changing bit rate. 

Bit rate 

values 

PSNR 

(measured in 

dB) 

NC1for 

image 

watermark 

NC2 for text 

watermark 
NPCR UACI 

1 45.06 0.9999 0.9953 0.9994 0.3007 

2 45.50 0.9999 0.9552 0.9994 0.3006 

3 45.83 0.9999 0.9553 0.9994 0.3011 

 

Table 4.5: Performance of proposed method against technique in ref.[141]   

Attacks 
Singh et al. 

[141] 

 

NC1 

 

NC2 

Salt-Pepper noise(Dens=0.01, 0.08) 

0.9912 

and 

0.9905 

1 

and 

0.9996 

0.9546 

and 

 0.9410 

Gaussian-noise(Mean=0,Var=0.01, 0.5) 

0.9965 

and 

0.9865 

0.9999 

and 

0.9960 

0.9491 

and 

0.9080 

Median- filter[2 2] 0.9949 1 0.9550 

JPEG-compression(QF=50) 0.9951 1 0.9548 

Histogram-equalization 0.9902 1 0.9551 

 

This chapter described embedding of dual watermark in NSCT-RDWT-SVD domain. In this 

method, NSCT is applied on highest entropy sub-part of the cover image. The resulting image 

is further transformed by RDWT-SVD to obtain the singular component. Same operation is 

performed for watermark images. Then, both watermarks are placed inside RDWT domain of 

the image. Finally, we have applied secure force (SF) encryption algorithm on compressed 

watermarked image to increase the security of the image and reducing the bandwidth demand 

during transmission. Extensive assessment with respect to PSNR, NC, NPCR and UACI 

confirmed that the method is secure, robust, distortion-less at low computational complexity. 

The results also confirmed that our technique is superior to former schemes. In the future, it 

would be interesting to develop a more robust and secure algorithm for digital documents. In 
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addition, how to adapt the proposed framework to solve the noisy channel problem efficiently 

would also be investigated in future work. 

The work presented in this chapter has been published in 2
nd

 International Conference on 

Advances in Computing, Control and Communication Technology, University of Allahabad, 

India, September – 2018, pp. 92-96.  doi: 10.1109/IAC3T.2018.8674013 (IEEE). 
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CHAPTER 5 

IMPROVED DWT-SVD BASED DIGITAL IMAGE WATERMARKING 

THROUGH HAMMING ERROR CORRECTION AND ARNOLD 

TECHNIQUE 

In this chapter, an improved DWT-SVD based watermarking approach is developed. The 

method jointly uses hamming code and Arnold technique to provide robustness and security, 

respectively. In the embedding process of image and text watermarks, the method uses DWT 

to decompose the cover image. Second, the selected component of DWT is transform by 

SVD. The image watermark details first scrambled by Arnold transform and the resulted data 

is divided into equal parts. Each part is imperceptibly embedded into the two different DWT 

components of the SVD image. However, hamming code uses to encode the other watermark 

(in the text form) before embedding into the second level of the DWT cover image. Finally, 

compressed-watermarked image is obtained after applying SPIHT technique. The extraction 

procedure is implemented in reverse order. Testing with dual watermarks on ten different host 

images and under various attacks demonstrates that our scheme yields improved robustness 

with less distortion than competing methods.  

5.1 Introduction 

Due to the remarkable growth in internet technologies, large amount of multimedia data is 

easily generated, transmitted and distributed over the computer networks [70]. However, 

secure transmission of digital data is one of the major issues related with it. For this sake, 

image watermarking is a best tool to protect ownership and integrity of digital data [1]. Many 

digital watermarking techniques have been developed in past decade, and many of them 

embed only single watermark in spatial or transform domain. However, single watermarking 

techniques have very limited purpose. Recently, dual watermarking schemes are very 

promising and have great potentials for many applications [9,48,75,130]. 

It is established that dual watermarking is more suitable for copyright protection and content 

authentication at the same time. In [130], Shen and Chen introduced the three different ways 

of dual watermarks embedding into cover image. In first, fragile watermark is placed inside 

robust watermark to produce new watermark. The resulted new watermark data is placed 

inside the cover image. According to second method, watermarks may be inserted one after 

another dynamically. In third, we can embed two watermarks simultaneously. 
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Further, it can be seen from [130], the third method of dual watermarking is more suitable for 

quality of the watermarks. 

Singh et al. [9] has introduced a dual watermarking method in LWT and DCT domain. In this 

work, color cover image is considered and two different watermarks (patient report and 

signature) are embedded inside the same. Results clearly prove that the technique is highly 

robust against attacks and there is less degradation in quality of watermarked image. Further, 

it is observed that technique is also computationally low. 

In [48], Liu et al. described a watermarking technique for color images. Further ’Y’ channel 

of ‘YCbCr’ host image is decomposed by DWT to embed robust watermark. However RGB 

model is selected to embed fragile watermark in watermarked image using spatial domain 

method. Finally, the outcome against different color images showed that technique is highly 

imperceptible, robust and is found to be appropriate for copyright protection.   

Singh et al.[75] has described a dual watermark embedding method for telemedicine 

applications. Further, image watermark is partitioned into two parts and same are embedded 

into different sub-bands of cover image. However, text information is encoded with error 

correcting code before embedding into cover image.  Test results prove that scheme is not 

only robust but there is less distortion in watermarked image. 

In this chapter, an error correction code based watermarking technique in DWT-SVD domain 

is developed. The method uses fusion of DWT and SVD to embed multi-watermarks into 

single cover. The watermark is scrambled and text watermark data is encoded by hamming 

code prior to embedding into the cover. The key role of the work is recognized as follows : 

 Robustness is improved using SPIHT along with DWT and SVD. SPIHT [118] has 

properties of generating bit string that is beneficial for storage and proficient 

bandwidth transmission. 

 The method embeds dual watermarks simultaneously. Hence, the quality of both 

watermarks is preserved. 

 Dual watermarking used to enhance the security of the proposed technique. 

 Finally, confidentiality of watermark is further maintained by Arnold transform [134]. 

Unauthorized recovery of watermark is not possible even after extraction. 

5.2 The proposed method 
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In this work, two watermark logo (size: 256×256) and signature (size: 96 bits) are embedded 

into cover. SVD is applied on coefficients obtained by application of second level DWT on 

host image. Further, logo watermark (scrambled) is obtained by applying Arnold transform. 

Next, scrambled watermark is partitioned into two sub parts (size: 128×128 each). Further, 

encrypted subparts are placed inside LH and HL sub-band of 1
st
 level DWT respectively. 

However text information is placed inside diagonal sub-band of 2
nd

 level DWT after applying 

hamming code. Finally inverse SVD and DWT are applied on watermarked image followed 

by application of SPIHT to obtain compressed watermarked image. However in extraction, 

whole process is applied in reverse order. Fig. 5.1 demonstrates the process of watermark 

embedding and extraction.  

5.2.1 Algorithm for watermarks embedding 

The main steps for imperceptibly embedding the watermarks algorithm as follow: 

Step 1: Variables are declared as: 

Lena (X_z) : cover image 

Juit(K_z) : ‘logo’ watermark 

k: Scale factor 

B1d, B2d, B3d, B4d  : cover image(1st level DWT coefficient) 

B1d1, B2d1, B3d1, B4d1 :  cover image (2
nd

 level DWT coefficients) 

Rd1: diagonal matrix for B2d 

Rd2: diagonal matrix for B3d 

Qd1&  𝑷𝒅𝟏
𝑻 ∶Orthonormalmatrix for B2d 

Qd2& 𝑷𝒅𝟐
𝑻 : Orthonormal matrix for B3d 

𝒁𝒛
𝒂: modified values of Rdk 

𝑸𝐝𝐳
𝐚  and 𝐏𝐝𝐳

𝐚𝐓: Orthonormal matrices for Zz
a 

𝑹𝐝𝐠
𝐚 : Diagonal matrix for Z𝑧

a 

Zamodi: DWT coefficient (modified) 

Zd: Watermarked image 

Zc: Compressed watermarked image 
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Zr: Uncompressed watermarked image 

Z_g : Encrypted watermark image 

 

Step 2: Input cover and watermark image 

X_z        Lena.bmp (512×512) 

K_z        Juit.bmp (256×256)                                        (5.1) 

 

Step3: Scramble the watermark by Arnold encryption technique  

A_g Arnold_transform(K_z)                                      (5.2) 

 

Step4: DWT (2
nd

 level) on ‘Lena’  

 

[ B1d,B2d,B3d, B4d]       DWT (X_z,wavelet filter); 

[ B1d1, B2d1, B3d1, B4d1]         DWT(B1d,wavelet filter);                 (5.3) 

 

Step5: Calculate singular value  

// Sub band B2d and B3d   are selected  

If (SVD on B2d)  

𝑄𝑑1𝑅𝑑1𝑃𝑑1           
𝑇 SVD(B2d) 

End if; 

If (SVD on LHd)  

𝑈𝑑2𝑆𝑑2𝑉𝑑2
𝑇                SVD(B3d) 

End if;                                                           (5.4) 

Step6: Covert string to binary. 

𝑏𝑡𝑒𝑥𝑡            𝑏𝑖𝑛𝑎𝑟𝑦(𝐶ℎ𝑎𝑛𝑑𝑎𝑛𝑘𝑢𝑚𝑎𝑟);                               (5.5) 

Step7: Apply hamming error checking technique  
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Zn        error correcting code (𝑏𝑡𝑒𝑥𝑡 )                                 (5.6) 

Step8: Replace ‘(0, 1)’ with ‘(-1,1)’  

//If L is length of string then bit stream is changed to Z(1) Z(2)……. Z(L) by changing 0 by -1 

& 1 by 1 

Step9: Embed encrypted Watermark (s)  

// scrambled watermark is divided into two parts Z=Z1+Z2, singular values is modified in B2d and B3d 

sub band with half of the watermark image 

For k             0.01:0.1 

Rda+µZa=𝑍𝑧
𝑎

; a, z=1,2                                              (5.7) 

 

// HHd1 sub-band is selected to embed text watermark 

For k      0.01:0.1 

Step10: Calculate singular value for modified coefficients of DWT  

If(SVD on 𝑍𝑧
𝑎)then                                                (5.8) 

[𝑄𝑑𝑧
𝑎 𝑅𝑑𝑧

𝑎 𝑃𝑑𝑧
𝑎𝑇] 𝑆𝑉𝐷(𝐺𝑧

𝑎)                                        (5.9) 

End if; 

//modified DWT coefficient 

𝑍𝑎𝑚𝑜𝑑𝑖                     𝑄𝑑𝑎
𝑎 𝑅𝑑𝑧

𝑎 𝑃𝑑𝑎
𝑇        (5.10) 

Step11: watermarked image 

Zk           InverseDWT [LLd1,HLd1,LHd1,Zn,wavelet filter];        

Zd               InverseDWT (Zk, 𝐺1
1,𝐺2

2,HHd, wavelet filter);                  (5.11) 

end:   

Step12: watermarked image is compressed by SPIHT technique  

Zc SPIHT (Zd) // Zcis compressed watermarked image 
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5.2.2 Watermark recovery process 

The main steps for robustly extracting the hidden watermarks algorithm are as follow: 

Step 1: Variable declared as : 

k: Scale-factor 

WB1d, WB2d, WB3d,WB4d:Sub-bands(Watermarked image) 

𝑅𝑑𝑧1: Matrices (Orthonormal) for sub-band WB2d 

𝑅𝑑𝑧2: Orthonormal matrices for WB3d 

Qdz1 and    𝑃𝑑𝑔1
𝑇   : Orthonormal matrices for   WB2d 

Qdg2 and   𝑃𝑑𝑔2
𝑇   : Orthonormal matrices for   WB3d 

DZ: Altered singular value of cover image 

Ga: Recovered watermark image 

Step 2: SPIHT decoding followed by DWT  

SPIHT (Zc)        Zr 

[WB1d, WB2d, WB3d, WB4d]       DWT (Zr, wavelet filter);                  (5.12) 

Step 3: SVD onWB2d, WB3d sub-bands 

If (SVD on HLd) then 

𝑄𝑑𝑧1𝑅𝑑𝑧1𝑃𝑑𝑧1
𝑇        SVD(WB2d) 

End if; 

If (SVD on LHd) then 

𝑄𝑑𝑧2𝑅𝑑𝑧2𝑃𝑑𝑧2                  
T SVD (WB3d)                                       (5.13) 

Step 4: Calculate value of DZ 

DZ Qdz
z RdzaPdz

aT;z=1,2                                           (5.14) 

Step 5: Extract sub-image 1 & 2 and combine them 

Za= 
Dz−Rda

k
 ; a=1,2                            (5.15) 
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end; 

//Text watermark extraction 

Zrb=
fr(p,q)−
ʹ f(p,q)

µf(p,q)
; fr(p,q)

ʹ  represents DWT coefficients  

Zeb       Positive or negative sign (Zrb);                                   (5.16) 

Step6: Measure ECC for Zeb 

// Final watermark is obtained by replacing’ (-1, 1)’ by ‘(0, 1)’. 

Zfb         Ecc(Zeb)                                                    (5.17) 

Step7: Original watermark is extracted by converting the watermark bits into text  

Originaltext           convert (watermarkbits)                             (5.18) 

Step 8: Final logo watermark is applied by applying inverse Arnold transform 

end: 

 

5.3 Experimental results and analysis 

In this work, ten different types of cover images (with dimensions: 512×512), one watermark, 

with dimension ‘256×256’ and other text watermark of size 96 bit are considered for 

experiments [Internet source: https://www.bing.com/images/search?sp=-1&pq=bottlecapswithhinges&sc=1-

24&sk=&cvid=E05E08632494486CB86D9B4FA66D5806&q=Bottle caps with hinges &qft= filterui:license-

L2_L3_L4&FORM=IRFLTR; http://www.juit.ac.in/].Considered cover and watermark images are 

presented in Fig. 5.2. Extracted logo and signature watermark is demonstrated in Fig. 5.3. Fig. 

5.4 represents extracted watermarks and watermarked image after applying attacks.  

Table 5.1 depicts the PSNR, NC and SSIM value (without any attack) of our technique at 

varying gain and bit rate and it has been found that value of PSNR, NC and SSIM is above 

30.21 dB, 0.8818 and 0.9864, respectively. However BER is reported as zero in all cases. 

PSNR, NC, SSIM and BER results are listed in Table 5.2. It can be seen that highest NC and 

SSIM values are obtained as 0.9950 and 0.9929, respectively. However BER is zero for all bit 

rates. Table 5.3 depicts PSNR, NC and BER results for different images and fixed gain values 

and it is found that value of PSNR, NC and SSIM are above 28 dB, 0.9428 and 0.9913, 

respectively. However, BER is zero for all considered images. NC, SSIM and BER results 

under various attacks and gain=0.5 is listed in Table 5.4. It can be seen that highest NC and 
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SSIM are 0.9966 against average filtering and Median filter respectively. However BER is 

poor under cropping attack. Table 5.5 depicts the PSNR, NC and BER value against 15 and 

24 characters and found that value of PSNR, NC and SSIM are above 29.3564 dB, 0.9180 and 

0.9855, respectively.  

As clearly mentioned in section 5.1, our technique uses fusion of DWT and DCT along with 

wavelet based compression (SPIHT), hamming error correction and Arnold technique to 

provide better performance than former techniques [75,118]. 

Table 5.6 represent the robustness of the proposed method and former technique[75] by 

performing NC and BER scores. 

Highest NC value reported by proposed method is 0.9969 against JPEG compression attack. 

However, minimum NC value is reported as 0.4158 against salt and pepper noise attack. 

Further, proposed method achieved 0 scores for BER value for most of the considered attacks. 

NC and BER values clearly prove successful recovery of hidden watermarks.   

It has been further noted that the highest reported NC value by former method [75] is 0.9950 

against JPEG compression attack. However, minimum reported NC value is 0.3011 against 

salt and pepper noise attack.  

Table 5.7 represent the robustness of proposed method and former technique [118] for well 

known attacks. The best NC value obtained by proposed technique is 0.9914 against Gaussian 

noise attack. However, the minimum NC value is 0.6357 against histogram equalization 

attack. Therefore, it can be seen that the proposed technique offer better robustness as 

compared to former method [118]. 

It is further seen that highest reported NC value reported by existing approach [118] is 0.9771 

against Invert attack. However, lowest reported NC value is 0.5034 against sharpening attack. 
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(I)  (II)                 (III)                       (IV) 

 

Fig. 5.2: (I) Host image, (II) logo (III) signature, and (IV) watermarked image 

 

 

                                

                (I)                                                (II) 

 

                 Fig. 5.3:Recovered watermarks, (I) logo and (II) Signature 
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Type of attack 
watermarked 

images(after attack) 

Logo watermark          Signature watermark 

(extracted)                       (extracted) 

Salt-pepper(density=0.01) 

 

 

 

 

Gaussian 

noise(mean=0,var=0.01) 

  

Median filter [2 2] 

 
 

Jpeg compression(with QF=50) 

  

Histogram Equalization 

  

Cropping-attack(20 20 400 480) 

  

Speckle-noise(having 

density=0.05) 

  

Average filtering attack 

  

 

Fig.5.4: Watermarked (attacked) and watermarks (extracted) 
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 Table 5.1: Performance under various gain factors 

Bit rate 

values 
Gain (µ) PSNR (in dB) NC BER 

SSIM 

values 

1 

0.01 36.79 0.8904 0 0.9968 

0.04 35.11 0.9935 0 0.9957 

0.05 34 0.9939 0 0.9946 

0.1 30.21 0.9936 0 0.9864 

2 

0.01 36.93 0.8828 0 0.9944 

0.04 35.32 0.9925 0 0.9959 

0.05 34.37 0.9935 0 0.9949 

0.1 30.25 0.9965 0 0.9865 

3 

0.01 36.97 0.8818 0 0.9969 

0.04 35.35 0.9919 0 0.9959 

0.05 34.39 0.9931 0 0.9909 

0.1 30.27 0.9963 0 0.9866 

 

 

Table 5.2: Performance against fixed gain value (0.05)  

Bit rate PSNR NC BER SSIM 

1 33.15 0.9950 0 0.9929 

2 32.49 0.9775 0 0.9924 

3 32.52 0.9777 0 0.9925 

 

 

    Table 5.3: Performance evaluation for various cover images 

Images PSNR NC BER SSIM 

MRI 32.52 0.9777 0 0.9925 

Barbara 28 0.9838 0 0.9926 

Baboon 29.6 0.9246 0 
0.9533 

 

Boat 29.91 0.9482 0 0.9567 

Finger 28.90 0.9428 0 0.9622 

Bird 32.45 0.9935 0 0.9834 

Cameraman 29 0.9936 0 0.9913 

Coins 30.69 0.9947 0 0.9913 

Moon 33.20 0.9804 0 0.9974 

Tire 32.79 0.9962 0 0.9955 
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Table 5.4: Performance for image ‘Lena’ against various attacks. 

Attacks NC values BER 

 

SSIM 

 

Salt & pepper noise attack( with 

density=0.01,0.08,0.001) 

0.5377,0.5175, 

0.9914 
0 0.9481,0.9462,0.9933 

Gaussian noise-

attack(mean=0,variance=0.01,0.001,0.002) 

0.3765,0.7171,0.5

065 
0 0.8944,0.9822,0.9687 

Median filter[2 2],[3 3] 0.8981,0.8132 0.9432 0.9938,0.9966 

JPEG compression (QF=50& QF=80) 0.9871& 0.9959 0 0.9936& 0.9938 

Histogram equalization 0.6357 1.4286 0.4363 

Cropping(20 20 400 480) 0.7891 4.76 0.2290 

Speckle noise attack(at density=0.01, 0.02 

&0.005) 

0.7421, 0.6119 & 

0.8709 
0 

0.9857, 0.97750 

&0.9899 

Average filtering 0.9999 0.9485 0.9932 

 

Table 5.5: Performance evaluation for different sized characters under different gain values 

and fixed bit rate=3. 

Gain 

factor(µ) 

24 characters 15 characters 

PSNR NC BER SSIM PSNR 

 

NC 

 

BER 

 

SSIM 

 

0.01 36.8822 0.9320 0 0.9964 37.72 0.9180 0 0.9969 

0.05 34.1801 0.9958 0 0.9939 34.61 0.9960 0 0.9945 

0.1 29.3564 0.9918 0 0.9855 29.49 0.9916 0 0.9859 
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   Table 5.6: Comparison of experimental results against author [75] 

 

 

 

 

 

 

 

 

 

 

Attacks 

 

Author[75] 

 

Proposed method 
% 

improvement 

(NC) 
NC BER NC BER 

JPEG 

Compression attack at 

(QF-100, 60&20) 

0.9950,0.9325,

0.9653 
0 

0.9969,0.9852,  

0.9704 
0 0.0019 

Sharpening mask 

attack 

under 

threshold=0.1, 

0.3, 0.5, 0.7 &0.9 

0.6073,0.6257, 

0.6390,0.6486,

0.6556 

0 
0.6705, 0.6815, 

0.6948,  0.6985 
0 0.0654 

Median filtering 

[2 2] and [3 3] 
0.9116,0.8885 0 0.8991,0.8132 0 -0.0137 

Scaling factor 2&2.5 0.7075,0.6500 0,1.0126 0.7445,  0.6850 0,2.3810 0.0523,0.0538 

Gaussian-LPF 

having standard 

deviation value= 0.6 

0.8780 0 0.8789 0 0.0010 

Gaussian noise 

(with  mean = 

0 & Var = 0.001, 

0.05) 

0.7012,0.3150 0,8.5714 0.7171,0.4257 0, 2.3810 
0.0227, 

0.3514 

Salt & pepper 

(0.001,0.1) 
0.7553,0.3011 0 0.9914,  0.4158 0 0.3126 

Histogram 

equalization attack 
0.5880 1.4286 0.6357 2.3810 0.0811 

Cropping 

attack(20,20 400,480) 
0.7451 4.5714 0.7891 4.7619 0.0590 
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Table 5.7: Performance of proposed scheme against technique [118]  

Attacks applied Cropping Noise Sharpening Invert-attack 
Histogram-

Equalization 

NC[118] 0.7158 0.7208 0.5034 0.9771 0.5415 

NC(proposed work) 0.7891 0.9914 0.6985 0.9821 0.6357 

Improvement in 

percentage 
0.1024 0.3754 0.3876 0.0051 0.1739 

 

 

In this chapter, we developed an improved DWT-SVD based watermarking technique. In our 

technique, multi-watermark data are placed inside the selected sub-bands of the cover image. 

The image watermark is scrambled and text watermark data is encoded by hamming code 

prior to embedding process. Result demonstrations showed that the method is not only robust 

for various attacks, but also offered superior performance to other competing techniques. In 

future, we will test the performance of the proposed system for other benchmark attacks such 

as StirMark, CheckMark, Optimark and Certimark.  

 

The work presented in this chapter has been published in Multimedia Tools and Applications, 

doi: 10.1007/s11042-019-08314-5 (Springer). 
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CHAPTER 6 

CONCLUSION AND FUTURE DIRECTIONS 

In this thesis, we have suggested some improved methods of digital watermarking in wavelet 

domain. The motivation of this research was to propose some watermarking techniques that 

produce optimal trade-off among major performance parameters because it is not simple to 

have any watermarking scheme that produce optimal balance among these parameters.   

Initial contribution of chapter 1 start with overview of digital watermarking and review of 

various robust and secure state-of-the-arts approaches implemented for potential applications. 

In addition, potential characteristics of digital watermarking, important applications, and 

different techniques of spatial as well as transform schemes and key metric are discussed.   

Chapter 2 presented an improved SPIHT based robust and distortion control digital 

watermarking for concealing scrambled watermark image in DWT-SVD-DCT domain. Main 

focus of technique was to improve robustness at acceptable imperceptibility.  The scrambled 

watermark offer extra level of security. By applying the SPIHT compression scheme on the 

watermarked image, the storage and bandwidth demand is reduced while preserving the visual 

quality of the image. Performance of technique is evaluated for various gain, bit rate, different 

cover images and attacks. In addition, subjective evaluation is also performed for the method. 

Robustness (NC value) of proposed method is up to 0.9992. 

A dual watermarking technique using SPIHT in NSCT domain is discussed in Chapter 3. Aim 

of this chapter was to achieve high capacity, improve robustness and imperceptibility at same 

time. The method is extensively evaluated for various gain, different bit rate, ten different 

cover images, seven potential wavelet filters and well known attacks. In addition, subjective 

evaluation is also performed for the method. Robustness (NC value) of proposed method is up 

to 1.  

Furthermore, the proposed scheme is also tested for two different forms of the secret data 

(image and text watermark) instead of the same form of the data. Robustness (NC value) of 

proposed method is up to 1. 

 Chapter 4 presented an encryption based multiple watermarking in NSCT domain. Main 

focus of this chapter was to provide enhance security of digital documents at low cost. 

Extensive assessment of the approach confirmed that the technique is secure, robust, 
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distortion-less and has low computational complexity which outperforms the other existing 

approaches. Robustness (NC value) of proposed method is up to 1. 

 In Chapter 5, we developed an improved DWT-SVD based watermarking technique. In our 

technique, multi-watermark data is placed inside selected sub-bands of the cover image. The 

image watermark is scrambled and text watermark data is encoded by hamming code prior to 

embedding process. Result demonstrations showed that the method is not only robust for 

various attacks, but also offered superior performance to other competing techniques. 

Robustness (NC value) of proposed method is up to 0.9999.  

Based on the results studies, it can be seen that the PNNR, NC, SSIM, BER are highly 

depends on gain value, amount of the embedded data and noise variations. The strength of the 

encryption algorithm is evaluated by NPCR and UACI and it greatly depends on secure force 

encryption techniques. 

We are interesting to observe that the results of our improved techniques are suitable for 

digital data security in various applications. Further, new technologies such as artificial 

intelligence, machine learning, deep learning, block chain and turbo code can be included to 

develop more efficient watermarking algorithm for practical applications.  Furthermore, we 

will extend the proposed technique for other multimedia types such as audio and video. 
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