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Note: (a) All questions are compulsory. (b} The candidate is allowed to make suitable numeric assumptwns

wherever required for selving problems.

Q. Question Marks
No e
Q1 | Although security threats can originate from natural disasters and 4

unintentional human activities, still there exist various motives
behind such security threats. Discuss these security thr\‘“t,motlves

Q2 | A company’s web servers experience an unusual, in traffic, | CO-2 | 2+2=4

causing legitimate users to be unable to access'the’services. Upon

mvestlgatlon security analysts determine that*a arge volume of
requests is being sent from multiple sources worldw1de

(a) Identify and explain the type of ‘eyber attack taking place

along with its types. _ :

{b) Propose some defense me: anisms that organizations can
implement to mltlgate the rlsks of such attacks.

Q3 | The network admlmstrator -face threats from two fronts: the | CO-2 5
external Internet and ‘the. internal users within the organization
network. So, how:do the ‘network system administrators ensure the
restrict access to the network or sections of the network from both
the ‘bad Inteinet’ and from unscrupulous inside users. Discuss in
detail such, secutity mechanisms along with types of the same.

Q4 | What is, heant by Intrusion? In how many ways, Intrusion can be | CO-2 | 1+2+2=5
d1v1ded‘? Discuss the Intrusion Detection system also.

Q5 Infernet Protocol Security (IPSec) is a suit of authentication and | CO-2 4
7 -rencryptlon protocols developed by the Internet Engineering task
| Force (IETF) and designed to address the inherent lack of security
“|for IP-based networks, justify this statement with technical
description of TPSec along with the protocols which are essentially
required in it.

Q6 | Write a short note on the two modes of operation of IPSec. CO-3 | 1.5+1.5=3




