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Note:(a)All questions are compulsory.

(b) The candidate is allowed to make suitable numeric assumptions wherqve}f requiréd

Jor solving problems
Q.No Question = €0 | Marks
Q1. What are challenges in digital forensics investigation. , cO1 |2

Q2. What are important steps in the dlgltal investigation process isto. S 1C0o2 13
prepare for evidencesearch and seizure.

Q3. Explain commonly used file systems in windows, Lmux and Mac CO4 |5
OS8. G

Q4. What is main function of computer forensic tools. Exp,lam in detail. | CO3 | 5

Q5. Differentiate between computer forensics hardware and software Cco4 |5

tools, Explain some of them. And provide example where you will
choose software tools over hardware tools’ ..

Qo. a) The standards for testing forensws tools are based on ISO CO 5
17028. (T/F) 2-4
b) forensics orgamzatlon has created criteria for
testing '

computer forensw tools.

c) NIST testing procedures are valid only for government
agen01es (T/F)

d) How many bytes does a disk drive sector typically contain?

e) Listtwo hashmg algorithms commonly used for forensic
purposes
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