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Note: All questions are compulsory. Marks are indicated against each question in Marks colﬂﬁm éWﬁ;e
the answer of the question belonging to the same part in the same order. Needed tables aﬁf%fovfdéd in

", %
the next page. , S
Q. No Question ] "%% ; %; CO | Marks
Write a brief note on following? - . ke 2
ol a) Triple DES ' i 3 2
‘ b) Meet In the Middle attack
¢) Counter Mode of operation 2
d) Avalanche Effect 2
Consider the AES technique to perform the fello};
plaintext and key (Hexadecimal)? L
P: EA |83 |5C |FO | 04 sD |9 |AD |85196 | B0 [C5
Key | FF { OB | 84 j4A |08 34 |AB |43 |64 |14 | 8F | B9
Q2 . 3 2
(i) Substitute Bytes ™. % 9
(ii) Shift Rows for output 5 Ste]
(iii)  Mix Colump-for 1ndc§ ,posmon (2,1) using predefined matrix for output of step (i) 2
(iv) Generatf the R&md Key w4 using RC = 01 00 00 00. 5
Q3
Note; Np,neecf t0 perform any initial permutation. Expand the 4 bit to 6 bit by repeating the
right bit at extreme bit positions. 3
"",":|D|E]7|F]0|3|A|6] Key [1 |2 [D [E |5 |2
() Feistel function as XOR, 2
(i1) S-Box for the output of step (i}
(i)  Generate the intermediate cipher text using step (ii) )




O Al @ | e e ml o] v 2] W] R -] o

AES_S-Box_

02

03 (01

01

oy

5

W %
T =

01

S
ok
! %Qé

03

<102

T
3 “ﬁ'\é

00

00 |11

00

01

11

00

11

00

01

10

10

3!

01

01 100

11

00

01

10

11

10

01

00

01 100

10

01

00

11

00

11

01

00

11 |00

01

00

00

11

00

11

01

10

DES S-Box




