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Note: (a) All questions are compulsory.

for solving problems.
Q.No Question 4 Marks
Q1 (i) Explain the concept of Least Privilege and how 1t 1 [2+2]
security in software systems.
(i) A company maintains a secure system wh 1
the company
, 1at at least one
attack will be successful during the yeai
Q2 @) Define the three core pr es of secure systems: |1 [2+2]
Confidentiality, Integnty ‘and: Availability, with an example
of each.
(i)  Discuss how securi be integrated into Agile and
DevOps methodo pies, Provide two key strategies.
Q3 A software developme eam is transitioning from traditional | 2 [3]
development to aSecure Software Development Lifecycle (SSDLC)
approach. Explam the key phases of SSDLC and how security is
integrated. at ach stage.
Q4 Descrlb < nr=deta11 following securlty frameworks: 1 [4]
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