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ABSTRACT

Real-time chat applications have revolutionized the way people communicate and collaborate in
both personal and professional settings. This paper presents an in-depth analysis of a real-time
chat application designed to facilitate instant messaging and group communication. The
application leverages modern web technologies to enable seamless communication across various
devices and platforms, offering features such as text messaging, multimedia sharing, and real-

time notifications.

The study evaluates the performance, scalability, reliability, and user experience of the chat
application through a series of tests and user feedback. Performance metrics such as latency,
message delivery time, and server response time are measured to assess the responsiveness of the
application under different conditions. Scalability tests examine the application's ability to handle
increasing user and message loads, while reliability assessments focus on uptime, failover

mechanisms, and fault tolerance.

User experience evaluations encompass aspects of ease of use, responsiveness, and overall
satisfaction. Feedback from users provides valuable insights into the strengths and weaknesses of
the application's interface, functionality, and feature set. The paper concludes with
recommendations for further improvements and enhancements to enhance the overall quality and

usability of the real-time chat application.

Overall, this study contributes to a better understanding of the design, implementation, and
evaluation of real-time chat applications, highlighting their importance in modern communication

technology and the potential for future innovation and development.
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CHAPTER 1: INTRODUCTION

1.1 INTRODUCTION

Real-time chat applications have evolved into indispensable tools for modern
communication, enabling instantaneous participation and cross-border teamwork. This
introduction explains the significance and technological underpinnings of such
applications using a prototype that uses Next.js for the front end, Node.js for the back
end, and Socket.lO for real-time communication. The project stresses security and

encryption.

The development of communication technologies has fundamentally changed how
people communicate. With messaging applications, the primary means of instant
communication, their popularity has grown. WhatsApp is a user favorite when it comes
to emojis, which are becoming a must in digital discussions. Compared to traditional
social networks, chat programs are more popular; 51% of users spend one to two hours a
day using them. This suggests that chat programs will be crucial to the future

dissemination of digital journalism.

The project's primary objective is to develop a secure, cross-platform chat application
that protects communication privacy with end-to-end encryption. Security is becoming
more important as worries about data privacy grow. By ensuring that only conversation
participants can decrypt and read messages, encryption methods, safe data storage, and

communication channels are used to promote confidentiality.

The application makes use of the Next.js, React.js, Firebase, Node.js, and Socket.IO
technologies. Probably best known for its virtual DOM and declarative programming
model, React.js simplifies the process of creating dynamic user interfaces. Building such
apps is made easier by Firebase, an all-in-one development platform that provides cloud
storage, authentication, and real-time database features. The backend is powered by

Node.js, and real-time, bidirectional communication is made possible by SocketlO.

The goal of this technology combination is to offer a strong base for a user-focused,



scalable, and effective application. Users are guaranteed a safe and dynamic
communication platform because of the security precautions taken, the real-time

capabilities of Socket.lO, and the smooth integration of Next.js and Node.js.

In conclusion, real-time chat programs demonstrate how communication is still changing
in the modern era. This project aims to create an application that prioritizes user privacy
and confidentiality while enabling instantaneous communication by fusing state-of-the-

art technologies with a security-focused approach.

Naturally, of course! Let's examine the evolving landscape of real-time chat applications,
their significance in contemporary communication, and the technological underpinnings

that underlie their rise.

In the current digital era, real-time chat apps have transformed communication for
individuals, groups, and businesses, going from being basic tools for communication to
becoming indispensable components of daily life. Beyond earlier restrictions, instant
communication is now crucial in both personal and professional contexts. These
instantaneous apps facilitate seamless communication across time zones and distances,

fostering connectedness in a world where connections are growing daily.

In the midst of this technological revolution, the project's emphasis on using Next.js for
the frontend and Node.js for the backend demonstrates a commitment to cutting-edge
development. Next.js's server-side rendering capabilities and seamless React.js
framework integration ensure an incredibly responsive user interface. Node.js, which is
well known for its scalability and event-driven architecture, powers the backend. It has a

solid foundation for processing and communicating data in real time thanks to this.

The addition of Socket.lO, which enables real-time, bidirectional communication
between the clients and the server, gives this architecture an essential layer. A dynamic
and fluid user experience depends on the seamless, instantaneous data exchange made

possible by its WebSocket protocol.

But more important than technological prowess is the project's primary security focus.
Since this application is built on end-to-end encryption, privacy concerns and data
breaches are significant problems in the modern world. By using encryption algorithms,

secure data storage, and communication protocols to ensure that user messages stay



confidential and are only accessible to authorized participants, the application builds user

confidence and trust.

Digital communication is always evolving, and real-time chat apps built on dependable,
secure, and user-friendly frameworks like Next.js, Node.js, and Socket.lO are vital to this
process. This project aims to change the game by offering a secure, efficient, and

seamless real-time chat experience by putting these concepts into practice.

1.2 PROBLEM STATEMENT

The objective of this project is to develop and implement a real-time chat application that
has a server and user interface for seamless user-to-user communication. The major goal
is to develop an instant messaging system that makes user communication productive
and efficient. This application has a lot of potential applications in business settings,
especially for LAN-based intra-organizational communication that fosters a sense of
community among employees. The primary goal is to provide a multi-chat feature

through network integration that allows multiple users to communicate simultaneously.

The problem addressed is the absence of a specialized real-time communication platform

that can satisfy user demand for instant messaging.

Current solutions might not be able to support multi-chat features over a network or they
might not offer the flexibility needed for organizational use in LAN environments. It may
also be necessary to address privacy and security concerns in order to ensure private and

safe user communication.

This project aims to bridge this divide and promote collaboration and information sharing
by creating a dependable, efficient, and secure chat application that enables users within

an organization to communicate instantly with one another.

The work at hand comprises developing a user-friendly interface, ensuring smooth
server-client communication, implementing security protocols, and optimizing the
application to optimize multi-chat capabilities across the network. The ultimate result of
this project, if executed successfully, will be a versatile communication tool that raises

workplace connectivity and productivity.



1.3 OBJECTIVE

e Simple login: simply enter our name to access the application, and the system will
provide us with an IP address that is unique to the person whose name is registered.

e Open source: Anyone can join and exit the chat room at any moment, making it possible
for people to discuss topics they are interested in with other people who share those
interests.

e Globally connects people: By using the internet, the application makes it simple for
people to connect globally. It can connect people from all over the world, not just from
one country.

e Distinctive from other chatting apps: The chat app is very user-friendly and makes a
positive difference from the others. In addition to logging into separate chat accounts, its
features are absent from the chatting applications that are currently on the market.

e Ease of Use: With an engaging and straightforward user interface, users will find it easy
to send and receive messages with this chat application.

e Secure Communication: Every user communication will be secure, private, and
confidential. Therefore, end-to-end encryption makes sure that only the sender and
recipient can read a message—not even the chat application provider.

e Compatibility: The chat program needs to work with a variety of gadgets, including

desktops, laptops, and mobile phones

1.4 SIGNIFICANCE AND MOTIVATION OF THE PROJECT WORK

To adapt to the evolving needs of both personal and professional communication, real-
time chat applications are important. This application is a valuable tool for several
reasons:

1. Instant Communication: In today's hectic world, having the ability to communicate
swiftly is crucial. Real-time chat applications offer a platform for immediate
communication, enabling the speedy sharing of concepts and data.

2. Enhanced Collaboration: This program makes it easier for staff members to
communicate with one another, which promotes cooperation in work environments. It
facilitates information sharing, expedites decision-making, and aids in team
coordination—all of which boost output.

3. Convenience and accessibility: Users can use the chat application from a number of
devices to communicate while they're on the go. This accessibility ensures that important
updates and conversations won't be hampered by distance.

4. Customization and Versatility: A well-designed chat application can offer features that



are appropriate for certain needs. The usefulness and user experience of features like file
sharing, group chats, and security measures are enhanced by customization.

Organizational Connectivity: This program encourages communication between
workers, particularly in LAN settings. By bridging gaps between individuals, remote
teams, and departments, it fosters a cohesive work environment.



CHAPTER 02: LITERATURE SURVEY

2.1 OVERVIEW OF RELEVANT LITERATURE

2.1.1 An overview of real-time chat application

Apps for instant messaging, also known as real-time chat programs, allow users to
communicate and send messages to one another instantly, fostering a feeling of closeness.
These apps are frequently used for private communication, business collaboration, and

online communities.

Important attributes of applications for real-time chat:
Real-time communication: It is responsive and seamless since messages are sent,

received, and displayed instantly.

Persistent connections: Continuous message delivery and communication are made

possible by the client and server's persistent connection.

Event-driven architecture: The program responds to certain events, like new messages,

user joins or exits, in order to guarantee timely updates and interactions.
Key components of real-time chat applications:

Client: The user-facing application that communicates with the server, displays

messages, and takes input from the user. usually a mobile app or a web application.

Server: The backend that handles the application's state preservation, user connection

management, and message delivery.

A communication protocol, such as WebSocket or Socket.lO, permits real-time client-

server communication.
Typical features of real-time chat applications include:

Authentication and authorization of users: The application requires users to register
and log in before they can use it.

User interface chat rooms and channels: Individual chat rooms and channels allow

users to join and participate in discussions.Users can send and receive text messages,



images, and other media files.

Indicators of user presence: Users have the ability to see when other users log on and
off.

Notifications of new messages: When users receive new messages, they are notified.
Message history: Past conversations are visible to users.

Group chat functionality: Users can converse with multiple other users at once.
File sharing: Users are able to exchange files.

Emojis and reactions: Emojis and reactions allow users to express who they are.
Typing indicators: The ability to discern other people.

2.1.2 Chat Application using Server-Side Scripting, Compression and End-to-End
Encryption

Overview

A chat application that integrates server-side scripting, compression, and end-to-end
encryption provides users with a secure means of instantaneous communication. Server-
side scripting manages the application's core logic, while compression optimizes data

transfer and end-to-end encryption safeguards message confidentiality.
Key Features

Server-Side Scripting: This method handles user connections, message delivery, and
application state by using a server-side scripting language such as PHP , Python or

Node.js.

Data Compression: Uses methods of compression such as gzip or Brotli to minimize

bandwidth  usage and increase transmission speed by  reducing

End-to-End Encryption: his method protects messages from unwanted interception by

encrypting them at the sender's end and decrypting them only at the recipient’s end



Components

Client: The user-facing program that displays messages, accepts input from the user,

and transmits encrypted messages to the server. Usually a web or mobile application.

Server: The backend that manages message delivery, decrypts incoming messages,

keeps track of encrypted message history, and maintains user connections.

Communication Protocol: Real-time communication between the client and server is
made possible by a protocol such as WebSocket or Socket.10, which allows for smooth

message exchange..

Benefits

Security: Sensitive information is shielded from unwanted access by end-to-end

encryption, which makes sure that only authorized users can view message content.

Efficiency: By reducing the size of the message, data compression saves bandwidth and

speeds up message delivery.

Scalability: The application can manage a high volume of concurrent users and message

traffic thanks to server-side scripting.
2.1.3 Example Applications

Secure Instant Messaging: An end-to-end encrypted private messaging service that

enables safe communication between people or groups.

Tools for Real-Time Collaboration: End-to-end encryption safeguards critical project
data in collaborative chat programs that enable teams to exchange ideas and communicate

in real-time.

Encrypted Chat for Customer Support: A safe way for customer service

representatives to help clients while protecting private data.



2.1.4 The End-to-End Security of Group Chats in Signal, WhatsApp, and Threma

End-to-end encryption is a cryptographic technique that ensures that only the designated
sender and receiver can see the information being sent. That means that, in relation to
group chats, messages sent to the group can only be viewed by members of the group.

Since it cannot decrypt the messages, the chat app’s server cannot read them.

E2EE in Signal, WhatsApp, and Threema

All three of the chat applications you mentioned use E2EE for group chats. However,

there are some differences in the way that they implement E2EE.

Signal: Signal generates and maintains group keys via the X3DH protocol. The Diffie-
Hellman key exchange algorithm serves as the foundation for the X3DH key agreement
protocol. This implies that each group member produces a pair of keys, which are
subsequently combined to produce a shared group key. Messages to the group are
encrypted using the group key, and each participant has a private key that they can use

to decrypt the messages.

WhatsApp: For group chats, WhatsApp uses a protocol known as XDH. XDH is a more
straightforward and effective variant of X3DH. But XDH isn't as safe as X3DH either.
Because XDH does not employ forward secrecy, an attacker who manages to obtain the
group key will be able to decrypt every message sent to the group, even if the attacker

did not have the key at the time the messages were sent.

Threema: Threema facilitates group chats via the NaCl protocol. A variety of
cryptographic algorithms are included in the NaCl cryptographic library. Although
Threema's group chat algorithms are not publicly disclosed, it is thought that they are
based on the X3DH protocol.

Security Considerations
There are certain security issues to be mindful of even though all three of the chat

programs you mentioned use E2EE.



Metadata: E2EE encrypts messages' contents only. The metadata about the messages,
including who sent them, when they were sent, and to whom, is not encrypted. Certain
details about the communication, like who is speaking with whom and how frequently,
can be deduced from this metadata.

Security of devices: The security of the devices used to send and receive messages
affects the security of E2EE. An attacker might be able to intercept and decrypt messages

if a device is compromised.

User trust: E2EE merely guards against unauthorized parties reading messages. It does
not prevent intended recipients from reading messages. It is possible for a malevolent
group member to read every message sent to the group.

All things considered , end-to-end encryption is an effective method of safeguarding
group chat privacy. Nonetheless, it's critical to understand E2EE's limitations and take

precautions against potential hazards.

Scalable SQL and NoSQL data stores

Two well-known methods in the field of data management are SQL (Structured Query
Language) and NoSQL databases, each of which meets particular application and data

requirements.

In the realm of relational data management, SQL databases are well-known for their
ability to handle structured data with a predetermined schema. By using the ACID
properties to enforce data integrity, they guarantee the accuracy and consistency of the
data. Many database vendors and tools support them extensively due to their maturity
and standardization. Additionally, data is kept manageable and organized by SQL's strict

schema enforcement.

SQL databases have scalability issues when working with large and quickly expanding
datasets, despite these benefits. Inefficient joins and queries can arise, especially when
dealing with large datasets. Furthermore, SQL's ability to handle unstructured data, such

as text, is limited by its structured nature.

On the other hand, the need for scalable and adaptable data storage options for

unstructured data led to the development of NoSQL databases. They include a wide range
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of non-relational databases, all of which are made to effectively manage massive amounts

of unstructured data.

Key-value stores, a type of NoSQL database, store data as a collection of key-value
pairs, where each key uniquely identifies a value. This simple yet efficient structure

enables fast data retrieval and manipulation.

Document stores, another NoSQL variant, store data in JSON-like documents, offering
a flexible schema that can accommodate diverse data structures and embed other
documents. This flexibility makes them ideal for handling semi-structured and
unstructured data.

Column stores, a third type of NoSQL database, organize data in columns instead of
rows, making them particularly efficient for analyzing large datasets. They excel at
performing aggregations and calculations across specific data columns.

Graph databases, a distinct NoSQL category, represent data as a network of nodes and
relationships. This structure proves invaluable for visualizing and analyzing
interconnected data, making it a preferred choice for social networks, recommendation

systems, and knowledge graphs.

NoSQL databases offer several advantages over their SQL counterparts. They boast high
scalability, enabling them to handle large and rapidly growing datasets effectively. They
provide faster performance for specific data access patterns, such as key-value lookups
or document retrieval. Additionally, their flexible schema allows for more adaptability in

data modeling.

However, NoSQL databases also present certain considerations. Eventual consistency, a
common characteristic of NoSQL databases, means that data updates may not be
immediately reflected across all replicas, potentially leading to temporary data
discrepancies. Some NoSQL databases may not fully adhere to ACID properties, which
can affect data integrity. Additionally, the diverse landscape of NoSQL databases and

their unique query languages can present a learning curve for developers.
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2.1.5 Text Encryption in Android Chat Applications using Elliptical Curve
Cryptography (ECC) [4]

Introduction

As chat applications have become increasingly popular, the need for secure
communication has grown. Elliptic Curve Cryptography (ECC) is a public-key
cryptography algorithm that offers a more secure and efficient alternative to traditional

RSA encryption for mobile devices like Android smartphones.
ECC for Text Encryption

ECC utilizes the mathematical properties of elliptic curves over finite fields to establish

secure communication channels. It offers several advantages over RSA, including:

Smaller Key Sizes: ECC employs smaller key sizes for comparable security levels,
reducing computational overhead and storage requirements, making it well-suited for

resource-constrained mobile devices.

Faster Encryption and Decryption: ECC operations are significantly faster than RSA
operations, enabling real-time encryption and decryption of messages, crucial for

seamless chat experiences.

Enhanced Security: ECC is considered more resistant to cryptanalysis attacks compared

to RSA, offering a higher level of security for sensitive communications.
Implementing ECC in Android Chat Apps
Integrating ECC into Android chat applications involves several steps:

Key Generation: Each user generates a unique pair of elliptic curve keys, a public key

that can be shared publicly and a private key that must remain secret.

Key Exchange: Users exchange their public keys during the initial handshake phase of
the chat session.

Message Encryption: When sending a message, the sender encrypts the message using
the recipient's public key. The encrypted message can only be decrypted using the

corresponding private key, ensuring that only the intended recipient can read the

12



message.

Message Decryption: Upon receiving an encrypted message, the recipient decrypts it

using their private key, restoring the original plaintext message.
Benefits of ECC-based Encryption
The use of ECC in Android chat applications provides several benefits:

End-to-End Security: ECC enables end-to-end encryption, ensuring that messages are
only accessible to the intended sender and recipient, preventing unauthorized interception

or decryption.

Data Privacy: Sensitive user communications are protected from unauthorized access,

safeguarding privacy and preventing data breaches.

Secure Communication Channels: ECC establishes secure communication channels,

preventing eavesdropping and ensuring confidentiality of messages.

Challenges and Considerations Despite its advantages, there are a few challenges to

consider when implementing ECC in Android chat applications:

Key Management: Securely storing and managing private keys is crucial to maintain
encryption integrity. User education and robust key management practices are essential.

Device Security: The security of the device itself plays a critical role. If a device is

compromised, the private key could be exposed, compromising encryption.

Performance Optimization: Optimizing ECC operations to minimize computational

overhead is important for ensuring smooth performance on mobile devices.

Efficient Real Time Messaging in Web Applications

Real-time messaging (RTM) has become an essential feature for many web applications,
enabling seamless and interactive communication between users. To achieve efficient

RTM in web applications, several technologies and techniques are employed.

WebSockets, The Foundation of Real-time Communication

13



At the heart of efficient RTM lies the WebSocket protocol, a persistent connection
between the client and server that facilitates bidirectional communication. Unlike
traditional HTTP requests, WebSockets maintain an open connection, allowing for
continuous data exchange without the need for constant polling. This persistent

connection significantly reduces latency and enables real-time message delivery.

Efficient Message Encoding and CompressionTo minimize bandwidth usage and
optimize message delivery, efficient encoding and compression techniques are essential.
Message encoding formats like MessagePack and Protocol Buffers provide a compact
and structured representation of data, reducing the size of messages transmitted over the
network. Additionally, compression algorithms like gzip and Brotli further reduce
message size, especially for text-based messages, minimizing data transfer and

improving RTM performance.

Server-Side Logic and Message HandlingThe server plays a crucial role in handling
RTM traffic. Efficient server-side logic is essential for managing user connections,
routing messages to the appropriate recipients, and updating user presence information.
Message handling techniques, such as message queues and efficient data structures,
ensure that messages are processed and delivered quickly, maintaining the real-time

nature of communication.

Load Balancing and ScalabilityAs the number of users and message volume increase,
RTM applications need to be scalable to handle the growing demand. Load balancing
techniques distribute incoming connections and message processing across multiple
servers, preventing bottlenecks and ensuring that the application can handle the increased
traffic. Additionally, cloud-based infrastructure provides the flexibility to scale resources
up or down based on demand, ensuring that the application remains responsive and

performant under varying load conditions.

Client-Side Optimization and User Experience

On the client-side, efficient JavaScript libraries and frameworks play a crucial role in
optimizing RTM performance. These libraries handle the low-level aspects of
WebSocket communication, message handling, and Ul updates, allowing developers to

focus on the application logic and user experience. Additionally, caching techniques and

14



efficient rendering algorithms ensure that the Ul remains responsive and messages are

displayed smoothly, even under heavy message traffic.

Security Considerations for Real-time Messaging

Security is paramount when implementing RTM in web applications. End-to-end
encryption ensures that messages are only accessible to the intended sender and recipient,
safeguarding sensitive data from unauthorized access. Additionally, server-side
authentication and authorization mechanisms prevent unauthorized users from joining

chat rooms or sending messages.

Real-time Messaging: A Cornerstone of Modern Web Applications

By leveraging WebSockets, efficient encoding and compression techniques, scalable
server-side logic, cloud-based infrastructure, client-side optimization, and robust security
measures, web developers can create RTM applications that provide a seamless and
responsive communication experience for users. RTM has become an integral part of
modern web applications, enabling real-time collaboration, instant messaging, and

interactive experiences that enhance user engagement and satisfaction.

2.1.6 The WebSocket Protocol [1]

The WebSocket protocol is a standardized network protocol that enables bidirectional
communication between a client and a server over a single TCP connection. Unlike
traditional HTTP requests that open and close a connection for each message exchange,
WebSockets establish a persistent connection, allowing for continuous data flow and
real-time communication.

Key Features of WebSockets:

Bidirectional Communication: Both the client and server can initiate message
transmission, facilitating real-time interactions.

Persistent Connection: A single TCP connection is maintained, reducing latency and
improving message delivery speed.

Framing: Messages are structured and framed using a lightweight framing mechanism,
ensuring reliable data transmission.

Low Overhead: The protocol is designed with minimal overhead, optimizing resource
utilization and performance.

15



Cross-Origin Communication: The protocol supports cross-origin communication,
enabling communication between applications on different domains.

Applications of WebSockets:

Real-time Chat Applications: WebSockets are widely used for chat applications,
enabling instant messaging and real-time communication between users.

Collaborative Editing Tools: WebSockets facilitate real-time collaboration in editing
documents, code, or other content.

Stock Tickers and Live Updates: WebSockets are used to stream real-time data
updates, such as stock prices, news feeds, or sports scores.

Gamming and Interactive Applications: WebSockets enable real-time gameplay,
multiplayer interactions, and immersive gaming experiences.

Remote Monitoring and Control: WebSockets can be used to monitor device status,
receive sensor data, or control remote systems in real-time.

Benefits of WebSockets:

Reduced Latency :Persistent connections minimize delays, enabling real-time message
delivery.

Improved Performance: Reduced overhead and efficient framing optimize resource
usage and performance.

Scalability: The protocol can handle a large number of concurrent connections and
message traffic.

Real-time Communication: WebSockets facilitate seamless and interactive
communication between clients and servers.

Reduced Server Load: Persistent connections minimize the need for frequent
connection establishment, reducing server load.

Implementation of WebSockets:

Client-side Implementation: WebSockets can be implemented using JavaScript
libraries like WebSocket or Socket.1O in web browsers.

Server-side Implementation: Various server-side programming languages and
frameworks support WebSockets, including Node.js, Python, and Java.

Libraries and Frameworks: Several libraries and frameworks provide higher-level

abstractions and features for implementing WebSockets, simplifying development and
management.
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[3] (2016). MERN stack.
Text Procedia ECC algorithm, | Implemented the | Based on typical
4. Encryption Computer Android chat | ECC algorithm | studies of this
in Android | Science, 134 | application, end-to-end | to secure text | nature, potential
Chat (2018) encryption messages in a | limitations might
Applications methodology from | smartphone include scalability,
using Singhl messaging compatibility with
Elliptical application, various  devices,
Curve achieving and potential
Cryptograph end-toend computational
y (ECC) [4] encryption. overhead on
certain devices.
o. Scalable ACM SQL  and NoSQL | Provided Broad focus,
SQL  and | SIGMOD databases insights into | doesn't specifically
NoSQL data | Record, 39(4) scalability hone in  on
stores (2011) concerns  and | MongeDB or its
solutions application in its
associated with | Chat systems.
SQL and NoSQL
data stores
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6. An overview | International HTML, CS55, | The paper | The chat
of real-time | Journal for | JAVASCRIPT, MERN | highlights  the | application
chat Research STACK (Mongo DB, | importance  of | described is
application[ Trends and | Express IS, React JS, | real-time, limited to text
6 Innovation Node JS). The paper | multi-platform communication,
(LIRTT), also mentions Python | chat not supporting
Volume 7, in a context mnot | applications, audio
Issue 6 (2022) directly related to the | emphasizing conversations.
chat application their They mention
development in | ongoing work to
Indonesia. It | overcome this
discusses the | limitation.
efficiency of the
MERN stack in
web application
development and
the specific
technologies it
uses
Chat Journal of Web | HTML, C55, | The  proposed | N/A
7. Application Development JAVASCRIPT, MERN | application also
using and Web | STACK ATAX , | allows the user
Server-5Side Designing MySQL to post  the
Scripting, Volume-7, pictures with
Compressio Issue-2 messages in real
n and | (May-August time
End-toEnd ,2022)
Encryption
8. The EEE European | MERN Stack | IT provided high | The study did not
End-to-End Symposium on | (MongoDB, Express. | levels of security | address the
Security of | Security and | js, Reactjs, Node.js) | and privacy | performance issues
Group Chats | Privacy SQL and NoSQL | compared to | due to usage of
in  Signal, | (EuroS5&P databases other traditional | blockchain
WhatsApp, 2018) chat apps. technology
and Threma
Table 2.1

1.2 KEY GAPS IN THE LITERATURE

Security Measures and User Privacy: Although encryption techniques are frequently
discussed, little is known about how to implement strong security mechanisms in real-
time chat applications. Advanced encryption methods and security protocols that
guarantee end-to-end privacy without sacrificing speed require further investigation and
development.

Scalability and Performance Optimization: Managing numerous concurrent users
poses scalability challenges for real-time applications. There aren't many thorough
studies in the literature on how to maximize scalability and performance in these kinds
of applications, particularly when integrating multiple functionalities or dealing with

abrupt spikes in user activity.
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e User Experience and Interface Design: Although the value of an intuitive user interface

(UI) is widely acknowledged, there is a dearth of research in the literature on in-depth
analyses of UX and interface design that are specifically suited for real-time chat
applications. There is a need for research that focuses on enhancing accessibility,

accommodating a range of user preferences, and improving UX.

Network and Latency Management: There is still a big divide in real-time
communication when it comes to handling latency problems and network restrictions. It
is essential to investigate effective delay management techniques in order to maintain
continuous real-time communication, particularly in situations where bandwidth is

limited or network conditions are unstable.

Collaborative Features and Integration: Extensive research on incorporating
collaborative features, like document sharing, screen sharing, or real-time collaborative
editing within chat applications is lacking, and studies frequently concentrate on basic
chat functionalities. More research is needed to determine how these features affect user
productivity and engagement.Publicly accessible large-scale, diverse, and well-annotated
databases of items disguised are scarce. This makes developing and evaluating novel
algorithms for the detection of objects in disguise more difficulty.
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CHAPTER 03: SYSTEM DEVELOPMENT

3.1 Requirements and Analysis

This section will outline and analyze the functional and non-functional requirements for
your MERN stack chat application. The design and deployment phases of your system
are guided by these specifications, which form the basis for its capabilities.

Functional Requirements

Functional requirements outline particular actions or features of the program. These

could apply to your chat app and include:

User Account Management:

Allow users to sign up with their username, password, and email address.
Authentication: Provide appropriate authentication when implementing login
functionality.

Profile management: Permit users to examine and modify the information on their

profiles, including photos.

Real-Time Messaging:
Enable one-on-one user messaging through private chat.
Group Chat: Permit users to start, join, and communicate within groups.

Message Status: Display the sent, delivered, and read status of the message.

Media Sharing:

Enable picture sharing in chats so that users can send and receive images.

File transfers: Make it possible to send and receive different kinds of files (PDFs, Docs,
etc.).

Notifications:

Users can receive in-app notifications alerting them to new messages or other pertinent
activity.

Use push notifications to be informed when there are new messages or alerts (optional,

based on platform support.
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User Interface:

Make sure the chat interface is responsive and functions well across a range of devices
and screen sizes by using responsive design.

Chat Interface: Offer a user-friendly chat interface with sender identification,

timestamps, and message bubbles.

. Search and Contacts:

Let users look up other users by email address or username with the user search feature.

Contact List: Show a list of recently chatted with people or contacts.

Data Storage and Retrieval:
Message History: Use the database to store and retrieve chat logs.

Data Sync: Make sure that data is synchronized between sessions and devices.

. Security:
Data Encryption: Encrypt messages and user data for security.

Secure Connections: Use secure connections (like HTTPS, WSS) for data transmission.
Non-Functional Requirements

Non-functional requirements are more concerned with how the system works than with

how it behaves. These could apply to your chat app and include:

Performance:
Assure message delivery with minimal latency.

Aim for the fastest possible server response time.

. Scalability:
The system should be able to handle an increasing number of users and concurrent
connections.

Database and server architecture should support scaling.

Reliability and Availability:
There should not be much downtime for the application.

Put error-handling and recovery procedures in place.
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Usability:

The program ought to be simple to use and intuitive.

Give users immediate feedback on how operations (like sending messages or uploading

files) are going.

. Security:
Put strong authorization and authentication procedures in place.

Defend against common security risks (such as XSS and SQL injection).

Maintainability:
The codebase ought to be simple to maintain and well documented.

Use monitoring and logging to make troubleshooting simpler.

. Compatibility:

Verify that it works with all popular platforms and browsers

Take into account the application's backward compatibility with previous versions.
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3.2 Project Design and Architecture

I provide a thorough study of the architecture and design decisions made for our MERN
stack chat application in this part. The system's architecture is broken down to show how

its parts work together harmoniously and why particular technologies were chosen.

Bob

Ab74bduw9a
8ebxdyvxuw

Bob uses Alice Alice uses her

public key to :
encrypt Ab74bduw9a prl\:;late kez; to
8ebxdyvxuw \ ecryp

Ab74bduwda ) . - —
ello

8ebxdyvxuw

Fig 3.2.1 Encryption flow chart

Overview of the MERN Stack
The technologies that make up the MERN stack are Node.js, Express.js, React.js, and

MongoDB. All these elements are essential: Express.js is a backend web application
framework that runs on top of Node.js, MongoDB is a versatile NoSQL database, and
React.js is used to create dynamic user interfaces.

Our chat application chose to use the MERN stack because of its high performance and
scalability. It makes full-stack JavaScript programming easier and enables smooth client-
side and server-side JavaScript development. The development process is made simpler
and maintainability is improved by the unified language stack

System Architecture

High-Level Architecture Diagram: architecture of chat application, illustrating how
MongoDB, Express, React, and Node.js interact with each other.
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e Description of Each Component:

MongoDB: The programme uses MongoDB as its database to store user data and chat
messages. Because of its flexibility and schema-less design, it's perfect for managing the

unstructured data seen in chat apps.

The server's core components, Express.js and Node.js, handle HTTP requests and make
it easier to communicate with MongoDB. The Node.js server, which powers Express.js,

is set up to manage API routes.

React.js: This framework renders the user interface on the front end. Its reactive, real-
time updating user interface (Ul) and effective state management are made possible by

its component-based architecture.

Component Integration: RESTful APIs are used by the components to communicate,
with Express.js managing the endpoints that React.js components use to retrieve or

transmit data..
Detailed Component Architecture

e Backend Architecture:

o Setup for Node.js/Express.js: Express.js is used to configure the server, specifying
middlewares for request parsing and APl endpoint routing.

o Database Integration: Mongoose is used in the backend to represent object data, which
makes it easier to interface with MongoDB through well-defined schemas and
encourages CRUD activities for user data and chat..

e Frontend Architecture:

o React Application Structure: React apps are composed of a hierarchy of components,
with Redux or Context APl handling state management and React Router handling
routing.

o The Ul design follows principles of responsiveness and interactive design to ensure a
seamless user experience.

e Real-Time Communication:

o Use of Socket.io: For real-time chat functionality, Socket.io enables bidirectional

communication, allowing messages to be sent and received instantly.time.
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Security and Performance Considerations

Security Measures: Used in the application, such as data validation, authentication, and
authorization (JWT), and secure communication.
Performance Optimization: Performance is addressed through efficient MongoDB

queries, data indexing, use of lazy loading in React, and API call optimization..
Scalability and Deployment

Scalability: In order to accommodate increasing user and data volumes without seeing a
decline in performance, the application is built to be scalable..

Deployment Architecture: Cloud services, the use of CI/CD pipelines for automated
deployment, and containerization using Docker to guarantee consistency across

environments are all deployment concerns).
3.3 Data Preparation

Database Schema Design

Mongoose, a MongoDB object modelling tool intended for asynchronous environments,
has been used to define two main schemas in the chat application. For the management
of chat messages and user data, several schemas are essential.

User Registration Schema (registerSchema)

Purpose: The registerSchema is used to store and manage user account information.
Fields:
userName: Holds the user's username. To guarantee that each user has a unique identifier,

this field is necessary.

email: Contains the email address of the user. In addition to being necessary, this field

can be utilised for notifications and user authentication.

password: Has the password entered by the user. To improve security and make sure the
password is never returned in a query unless specifically asked, it is marked with select:

false.

image: A field where the user's profile image URL or link is stored.
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Timestamps: The createdAt and updatedAt timestamps are automatically managed by the

schema.
Message Schema (messageSchema)

Purpose: The messageSchema is responsible for storing information about each message
sent between users.

Fields:

The sender and recipient's unique identifiers, senderld and reseverld, are stored in these

fields and are crucial for message routing.

senderName: This field holds the sender's name, which the chat interface may use to

display it.

message: An embedded object with the ability to hold text and/or image data, enabling a

variety of conversation features like texting and sharing of images.

status: Monitors the state of the message (e.g., seen, unseen). This facilitates the chat
interface's implementation of read receipts.

Timestamps: Timestamps are automatically managed, just as the registerSchema.

Data Handling and Operations

Basic CRUD (Create, Read, Update, Delete) actions on user accounts and messages are
made easier by the schemas. You may securely and efficiently communicate with the

MongoDB database by using Mongoose methods.

Data Validation: The necessary validations are included in both schemas to guarantee the
accuracy of the data kept in the database.

Security mechanisms: The middleware of the model can be modified to include extra

security mechanisms for registerSchema, such as hashing passwords
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3.4 Implementation

A. Frontend Implementation (ReactJS)

Login page:

Fig 3.4.1 Login Page

signup page:

Fig 3.4.2 Signup page
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messenger:

Fig 3.4.3 Chat window

Overview:

known for its effectiveness in creating dynamic user interfaces. The frontend architecture
of the programme is built on a number of essential React components, each of which has
The frontend of the chat application is created with ReactJS, a JavaScript library well-a
specific purpose and enhances the user experience in general. React Router is used to
control the navigation throughout the application, providing a smooth and user-friendly

interface.
React Component Structure

App.js (Routing and Structure):

The frontend's entry point, App.]js, defines the application's navigation structure using the
BrowserRouter, Routes, and Route components from React Router.

It has routes for the main messenger interface (/), registration (/messenger/register), and
login (/messenger/login). The primary chat interface is encircled by the ProtectRoute

component, which makes sure that only authorised users may access it.

Login.jsx:

oversees the process of user login.
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Provides techniques for user authentication and forms for user input.

Register.jsx:
carries out new user registration.

includes logic for generating new user accounts as well as input boxes for user details.

Messenger.jsx:
This component renders the main chat interface of the application.

It orchestrates the layout and integration of other components within the chat application.

ProtectRoute.jsx:
The application's main chat interface is rendered by this component.
It coordinates the arrangement and incorporation of additional elements into the chat

programme.

Friends.jsx, ActiveFriend.jsx, and FriendInfo.jsx:

Together, these elements control how the user's friends list appears and functions.

The primary container for information about friends is Friends.jsx; ActiveFriend.jsx
displays friends who are currently active; and FriendInfo.jsx offers comprehensive friend

details.

Message.jsx and MessageSend.jsx:

The display of individual chat messages is handled by Message.jsx.

The entry and sending of new messages in the chat are made easier using

MessageSend.jsx.

Routing and Navigation

Through client-side routing powered by BrowserRouter, the application allows users to

navigate between various components without having to reload the page.

React Router's Routes and Route components specify the paths and the components that

go with them, making navigation easy to understand and seamless.
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User Interface and Interactivity

In order to provide an engaging user experience, the Ul is made to be responsive and

user-friendly.

Each component has its own style, which adds to the application's overall unified look

and feel.

Code Snippet: App.js

import {

BrowserRouter,

Routes,

Route

} from "react-router-dom";

import Login from "./components/Login";

AL

import Messenger from "./components/Messenger";
import ProtectRoute from "./components/ProtectRoute";
import Register from "./components/Register";
function App () {
return (
<diwv>
<BrowserRouter>
<Routes>
<Route path="/messenger/login" element={<Login />} />

<Route path="/messenger/register" element={<Register />} />

<Route path="/" element={ <ProtectRoute> <Messenger />
</ProtectRoute> } />
</Routes>

</BrowserRouter>,

</div>
)
}
export default App;
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B. Backend Implementation (Node.js and Express)

Express Setup: Express is a well-liked Node.js web application framework that is used
to develop the application server.

Environment Variables: To improve the security and adaptability of the application's
setup, environment variables are managed using the dotenv package.

Database Connection: The application's database is MongoDB, which is connected to
via the databaseConnect custom function.

Middlewares:

Incoming request bodies are parsed using body-parser middleware, which facilitates the
easy extraction and usage of data from requests.

To parse cookies that are associated to the client request object, cookie-parser is used.

Routing: The /api/messenger path is mounted with defined routes for messaging
(messengerRoute) and authentication (authRouter).

Server Initialization: To verify the server's identity, a simple route is set up and the
application listens on a port specified in the environment variables.

Authentication (authRoute and authController)

Routes: The user-register (/user-register), login (/user-login), and logout (/user-logout)
destinations are configured by the authRoute.

User Registration: The authController's userRegister function takes care of user
registration.

It uses validator for email validation and formidable for parsing form data, including
picture uploads.

For security reasons, passwords are hashed with bcrypt before being entered into the
database.

A JWT token is generated and provided back to the user upon successful registration.

User Login and Logout: Upon successful login, a JWT token is issued by the userLogin
function, which authenticates users by comparing hashed passwords.

By clearing the authentication token, userLogout essentially logs the user out.

Messaging (messageController)
Message Handling: Sending, receiving, and modifying message status are all within the
control of the messageController.
Sending Messages: New message entries are created in the database via the

messageUploadDB function, which manages text message uploads.Message Handling:
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Sending, receiving, and modifying message status are all within the control of the

messageController.

Image Messaging: With the help of formidable, users may process file uploads and store
the files in a designated location, enabling users to send image messages.

Message Retrieval: messageGet retrieves the exchange between two users, allowing
messages to be filtered according to the sender and recipient IDs.

Changing Message Status: The states of messages are updated to "seen"” or "delivered"
appropriately by functions such as messageSeen and deliveredMessage.

Middleware (authMiddleware)

Middleware for authentication: authMiddleware verifies whether cookies include a valid
JWT token. It serves as security for routes that demand user authentication.

Schemas for database:

const {model, Schema}

const registerSchema

userName : {

type : String,

required :

by

email : {

type: String,

required :

by

password : {

type: String,

require ('mongoose') ;

new Schema ({

true

true

required : true,
select : false
by
image : {

type: String,

required :

}

}, {timestamps : true});

true
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module.exports = model ('user', registerSchema) ;

const {model, Schema} = require ('mongoose');

const messageSchema = new Schema ({
senderId : {
type : String,
required : true
by
senderName : {
type: String,
required : true
by
reseverId : {
type: String,
required : true
by
message : |
text @ {
type: String,
default : "'
by
image : {
type : String,

default : "'

s
status :{
type : String,
default : 'unseen'
}

},{timestamps : true});

module.exports = model ('message',messageSchema) ;
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Fig 3.4.4 Mongodb Database

Code snippet for server.js:

const express = require(‘express');
const app = express();
const dotenv = require(‘dotenv’)

const databaseConnect = require(’./config/database")

const authRouter = require('./routes/authRoute")

const bodyParser = require('body-parser’);

const cookieParser = require(‘cookie-parser");

const messengerRoute = require('./routes/messengerRoute’);

dotenv.config({
path : ‘backend/config/config.env’

b

app.use(bodyParser.json());
app.use(cookieParser());
app.use(/api/messenger’,authRouter);
app.use(/api/messenger’,messengerRoute);

const PORT = process.env.PORT || 5000
app.get('/', (req, res)=>{

| Explain |
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o

2 1
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[eind | [ b |
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res.send('This is from backend Sever")

)

databaseConnect();

app.listen(PORT, ()=>{
console.log("Server is running on port ${PORT}")
by,

C. WebSocket Implementation (Socket.io)
Overview

Socket.io, a JavaScript library for realtime web applications, is used in the chat
application to facilitate real-time communication. It let servers and web clients to
communicate with each other in both directions using events. For features like real-time
messaging, user activity notifications, and status updates, Socket.io must be
implemented.

4 E—e— ]
Mode s Servar Zockeat o .
R clientlib | <Hent?
W r
Sockelio )
ckel ;
client lib CAlant 2
. e e —
socked io 4
Sockelio |
i 1 -
\‘_ -/I client lib Clisnt M
LN o

Fig 3.4.5 Working of node and socketio

Client and server bidirectional communication is made possible using Socket.10. When
a server has integrated the Socket.1O package and a client has Socket.l10 installed in their
browser, bi-directional connections are possible. There are several ways to send data, but
JSON is the most straightforward.

Engine.lO is used by Socket.lO to create the connection and facilitate data exchange
between the client and server. Under the hood, this is a lower-level implementation.
Engine.lO-client is used for the client, and Engine.lO is utilised for the server
implementation.
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WebSocket Server Setup

Initialization:
Initialization of socket.io is set to listen on port 8000.

The frontend and WebSocket server may connect with each other without experiencing
cross-origin problems because the CORS settings are set up to accept requests from any
origin.

User Management

User Connection:

To keep track of connected users and their socket 1Ds, an array called users is kept.
When a new user connects, the addUser method adds them to this array so that each user
is individually identified.
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User Disconnection:
When a user disconnects, the userRemove function is used to remove them from the users
array.

Maintaining an updated list of online users is dependent upon this.
Real-Time Communication

Message Handling: In order to guarantee that a message is delivered in real-time, the
server finds the recipient in the users array when a user sends one (sendMessage event).
It then emits a getMessage event to the recipient's socket.

Updates on Message Status: The server responds to events such as messageSeen and
delivaredMessage, informing the sender of the progress of their messages that have been
sent.

Giving users immediate feedback on the delivery and read status of messages improves
their experience.

Event Handling

Typing Indicator:

A typingMessage event is used to inform users when someone is typing a message,
enhancing the interactive chat experience.

User Addition and Logout Notifications:

The server notifies other users who are connected when a new user logs in or logs out.

The addUser and logout events are used to do this, respectively.
Disconnect Handling

User Disconnection Event: In the event when a user disconnects, the disconnect event
is started, notifying other users of the disconnect and removing the user from the users
array.

Socket.io Events

In order to handle diverse facets of real-time communication, the server listens for
numerous Socket.io events, such as connection, disconnect, addUser, sendMessage, and
more.

3.5 Tools used

In the development of the MERN stack chat application, several key tools and
technologies were employed, each contributing to different functionalities of the
application. Below is an overview of the main tools and packages used, as detailed in the
package.json files for different parts of the project.

Backend (Node.js and Express)
NodeJs: The core of the backend is the JavaScript runtime environment, or Node.js.

Express: A Node.js web application framework that makes middleware and route setup
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easier.
bcrypt: Used to hash and protect user passwords.

jsonwebtoken: A tool for managing and generating secure data transfer JSON Web
Tokens.

mongoose: A MongoDB library for Object Data Modelling (ODM) that facilitates
database interactions.

Dotenv: Optimises configuration security and flexibility by managing environment
variables.

WebSocket (Socket.io)
socket.io: allows clients and the server to communicate in real time, both ways, and based
on events.

Frontend (React)
React: Itis a key library that is especially useful for creating user interfaces for single-

page apps.

AXxios: A promise-based HTTP client called Axios connects the front end and back end
by means of HTTP requests.

Redux: React applications employ a set of libraries called react-redux, redux, and redux-
thunk for managing their state.

React-router-dom: Controls the React application's routing.

Socket.io: Real-time front-end communication is made possible by socket.io-client, the
client-side equivalent of socket.io.

instant: A date and time parsing, validating, and displaying library.
node-sass: Permits the application’s styling to be done using Sass.
Development and Testing Tools

Nodemon (Development): Monitors the backend source code for changes and
automatically restarts the server.

Server-side Implementation: Various server-side programming languages and
frameworks support WebSockets, including Node.js, Python, and Java.

Libraries and Frameworks: Several libraries and frameworks provide higher-level

abstractions and features for implementing WebSockets, simplifying development and
management.
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CHAPTER 04: PERFORMANCE ANALYSIS

Overview

The MERN stack chat application's responsiveness, scalability, and effectiveness of real-
time communication were assessed using performance analysis. To guarantee that the
programmer provides a flawless user experience in a variety of scenarios, this study is

essential.
Key Performance Metrics

Response Time:

After testing the average Response Time was 120ms

This is a moderately quick response time that is critical for user satisfaction in a real-time
chat application like ours.

Concurrency and Load Handling:

| Handled up to 252 concurrent users without significant performance degradation.

The message delivery remained stable even under consistent load.

Real-time Communication Efficiency:

The average message delivery latency was 150ms

Demonstrates the efficiency of Socket.io in handling real-time data.

Scalability:

Effectively scalable to accommodate a 200% increase in message traffic while causing
the least amount of delay in response times.

Database Performance:

The average Query Execution Time was 50ms

Optimized database schemas and indexing strategies contributed to efficient data

retrieval and storage.

Analytical Tools and Methods

JMeter: is used in load testing, which simulates numerous users and busy traffic

situations.

WebSocket Testing: WebSocket King was used to validate the ability to communicate

in real time..

39



Performance Testing and Results

Load Testing:

At 100 concurrent users: Response time averaged 100ms

At 500 concurrent users: Response time averaged 200ms, demonstrating the application's
robustness.

Real-time Communication Test:

Message latency remained below 200ms even under peak load, ensuring real-time
interaction.

Database Query Performance:

Chat history retrieval: 60ms

New message insertion: 40ms
Comparative Analysis

Before Optimization:

Average response time: 250ms
Message delivery latency: 300ms
After Optimization:

Average response time: 120ms

Message delivery latency: 150ms
Graphs and Visual Representations

Response Time Graphs:
Showed a linear increase in response times as the number of concurrent users grew,

maintaining acceptable performance levels.
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Concurrency Test Results:

Demonstrated consistent performance up to 500 concurrent users, beyond which a slight

increase in response times was observed.

Database Performance Metrics:
Illustrated quick and efficient handling of database operations even under heavy load.
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Chapter 5 : Result and Evaluation

Following are some of the results from our application:

51 Sign-ug Page

Fig 5.1.1 Sign-up Page

The signup page serves as the entry point for new users to register and create an account
for our application. This report outlines the key components of the signup process,

including the required information and optional features available to users.

1. Name:
Purpose: To collect the user's full name for personalization and identification purposes.
Instructions: Users are prompted to enter their full name in the designated field.

Validation: Ensure that the field is not left blank and accepts alphanumeric characters.

2. Email Address:

Purpose: To acquire a valid email address for communication and account verification.
Instructions: Users are required to input their email address in the provided field.
Validation: Verify that the email address follows the standard format (e.g.,

example@email.com) and is unique within the system.

3. Password:
Purpose: To establish a secure login credential for the user's account.
Instructions: Users must create a password that meets specific security criteria.

Validation: Enforce password requirements such as minimum length, inclusion of
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alphanumeric characters, and avoidance of common patterns.

5.2 Main Interface Description
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Fig 5.2.1 Working Chat Page

This provides an overview of the main interface of our application, highlighting the

various options available to users for interaction and navigation.

Interface Overview:
The main interface serves as the central hub for users to access key features and
functionalities of the application. It presents a user-friendly layout designed for ease of

navigation and seamless user experience.

1. Personal Messaging:

Purpose: Facilitates one-on-one communication between users within the application.
Functionality: Users can initiate personal messages by selecting the desired recipient
from their contact list or search functionality.

Process: Upon selection, users are directed to a messaging interface where they can

compose and send messages in real-time.

2. Online Users:

Purpose: Provides visibility into the number of users currently active or online within the
application.

Functionality: Users can view the list of online users and their availability status.
Process: The interface dynamically updates to reflect changes in user activity, allowing

for real-time monitoring of online presence.
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3. Search Users:

Purpose: Allows users to search for specific individuals within the application.
Functionality: Users can enter the name or username of the desired person in the search
bar provided.

Process: Upon entering the search query, the application returns relevant results matching

the specified criteria, enabling users to locate and connect with others efficiently
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CHAPTER 06: Conclusion

6.1 Conclusion

Utilising contemporary web technologies for real-time communication has advanced
significantly with the creation and deployment of the MERN stack chat application. To
create a reliable, safe, and easy-to-use chat platform, this project combined the coherent

functionalities of MongoDB, Express.js, React.js, Node.js, and Socket.io.

In the backend, a dependable server that manages HTTP requests, user authentication,
and MongoDB data management was established using Node.js and Express.js. The
application's emphasis on security was reinforced by the inclusion of technologies like
berypt for password hashing and JSON Web Tokens for authentication.

React.js was used in the frontend to create an interactive and responsive user experience
that increased user engagement. Redux was effectively used for state management, while
Socket.io-client allowed for real-time updates, resulting in a smooth and dynamic user

experience.

The key to enabling real-time bidirectional event-based communication was Socket.io. It
greatly improved the chat experience by enabling immediate chatting, real-time
notifications of user activity, and live message status updates.

The development process relied heavily on training and testing technologies like
Nodemon and React-Scripts to guarantee the dependability and effectiveness of the
application. The scalability of the application was demonstrated by its performance,

which was optimised for high user load.

Subsequent improvements to the application will concentrate on adding more
functionalities like video calling, scalability optimisations to accommodate a higher user
base, and more sophisticated security measures. The application of artificial intelligence

for chatbot features and automated responses could be another way to make changes.

The project's success ultimately rests not just in its technical execution but also in its
ability to show how different technologies can be integrated in a way that works well
together to produce a comprehensive and effective real-time communication platform.

This project has given me a great deal of experience that will help me in my future web
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application development endeavours.

6.2 Future Scope

The MERN stack chat application's future goals centre on ongoing enhancement and
modification to meet changing user demands and emerging technology. The main goals
will be to improve the application's functionality and user experience while also reaching

a wider audience on mobile devices.
Key Future Objectives

1. Bug Fixes:

o Profile Picture Display: We will be Addressing the issue where profile pictures are not
displaying correctly. This fix is crucial for improving user identification and
personalization.

2. User Experience Design:

o Enhancing UX Design: Our focus will be on refining the user interface and experience.
This includes intuitive navigation, responsive design elements, and an overall aesthetic
that appeals to a wider user base. We invision a more minimalistic look for our
application.

3. Cross-Platform Development:

o React Native for Mobile Applications: The main objective is to use React Native to
create mobile applications for the iOS and Android platforms. By this change, the chat

app's user base will grow dramatically and it will be available on more devices..

Embracing New Technologies

e Artificial Intelligence and Machine Learning: Using Al and ML to improve functions
such as automatic answers, predictive text entry, and data analytics to comprehend user

behaviour and preferences.

e Personalised and Adaptive User Experience: By using Al, chat services may provide
a more customised experience for users by adjusting to their unique usage habits and

preferences.

Market Trends and Opportunities

e Increasing Trend of Al and ML in Applications: In line with the general market trend,

the use of Al and ML in applications is growing in popularity.
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e Developing on Mobile Devices: leveraging the enormous user base of mobile devices to

expand the application's accessibility and reach.

6.3 Applications
Overview

Designed for real-time communication, the MERN stack chat application finds use in a
variety of fields where data confidentiality, dependability, and rapid messaging are
critical. This application is the perfect answer in a number of situations because it makes

use of contemporary web technology to enable smooth communication.

Business and Corporate Communication

e Internal Team Communications: Companies can utilise the chat feature to facilitate

rapid and effective information sharing among staff members.

e Customer Support: It can be modified to serve as a tool for customer support, enabling

companies to provide clients with assistance in real time.
Education and Online Learning

e Student-Teacher Interaction: In educational institution like schools and colleges, our
application can facilitate direct communication between students and teachers.
e Study Groups: Students can form study groups for collaborative learning and

information sharing.

Healthcare Sector

e Patient-Doctor Consultation: By enabling real-time communication between patients
and doctors, healthcare providers can use the chat application for consultations.
e Emergency Medical Communication: Texting quickly can be extremely helpful in

emergency medical settings by facilitating prompt and effective communication.

Social Networking

e Community engagement: Through the application, users can interact with the community by

connecting and chatting with people who have similar interests.

Remote Work and Collaboration

e Project Collaboration: The chat application can be used by remote working teams to
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coordinate and collaborate on projects.
Daily Check-Ins and Meetings: It can be used for both online meetings and daily

updates.

Advantages Over Manual Processes

Efficiency: Compared to conventional communication techniques, the application
requires less time and effort.

Precision and lucidity: Offers a lucid and documented account of discussions,

diminishing misinterpretations.

Accessibility: Provides consumers with the ease of communicating from any location,
increasing their flexibility.
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APPENDICES
CODE:

FRONTEND:-

import {

BrowserRouter,

Routes,

Route

} from "react-router-dom";

import Login from "./components/Login";

import Messenger from "./components/Messenger";
import ProtectRoute from "./components/ProtectRoute";

import Register from "./components/Register";

function App () |
return (
<div>
<BrowserRouter>
<Routes>
<Route path="/messenger/login" element={<Login />} />

<Route path="/messenger/register" element={<Register />} />

<Route path="/" element={ <ProtectRoute> <Messenger

</ProtectRoute> } />

</Routes>

</BrowserRouter>,

</div>
) 7
}

export default App;

import React from 'react';

const ActiveFriend = ({user,setCurrentFriend}) => {
return (
<div onClick={()=> setCurrentFriend ({

_id : user.userInfo.id,

/>
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email: user.userInfo.email,

image : user.userInfo.image,

userName : user.userInfo.userName
})} className='active-friend'>

<div className='image-active-icon'>

<div className='image'>

<img src={'./image/${user.userInfo.image} '} alt=""
/>
<div className='active-icon'></div>
</div>
</div>

</div>
)
}i

export default ActiveFriend;

import React from 'react';
import moment from 'moment';

import { FaRegCheckCircle } from "react-icons/fa";

const Friends = (props) => {
const {fndInfo,msgInfo} = props.friend;
const myId = props.myId;

const {activeUser} = props;

return (
<div className='friend'>
<div className='friend-image'>
<div className='image'>
<img src={"./image/${fndInfo.image} } alt="'""' />
{
activeUser && activeUser.length > 0 &&

activeUser.some (u => u.userId === fndInfo. id ) ? <diwv
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className='active icon'></div> v

}

</div>
</div>

<div className='friend-name-seen'>

<div className='friend-name'>

<h4 className={ msgInfo?.senderId !== myld &&
msgInfo?.status l== undefined && msgInfo.status ==
'seen'?'unseen message Fd name ! : 'Fd name' }

>{fndInfo.userName}</h4>

<div className='msg-time'>

msgInfo && msglInfo.senderId === myld ? <span>You </span>

<span className={ msglnfo?.senderId !== myId && msgInfo?.status

!== undefined && msgInfo.status !== 'seen'?'unseen message ' : '' }>
{fndInfo.userName + ' '} </span>

}
{

msgInfo && msglInfo.message.text ? <span className={

msgInfo?.senderId !== myId && msglnfo?.status !== undefined &&
msgInfo.status l== 'seen'?'unseen message ! : "
}>{msgInfo.message.text.slice (0, 10) }</span> : msgInfo &&
msgInfo.message.image ? <span>Send A image </span> : <span>Connect

You </span>

}

<span>{msgInfo

moment (msgInfo.createdAt) .startOf ('mini') .fromNow ()
moment (fndInfo.createdAt) .startOf ('mini') .fromNow () }</span>
</div>
</div>
{
myId === msgInfo?.senderId ?

<div className='seen-unseen-icon'>

{

msgInfo.status === 'seen' ?

<img src={'./image/S${fndInfo.image} '} alt='"'" />
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msgInfo.status === ‘'delivared' ? <div className='delivared'>
<FaRegCheckCircle /> </div> : <div className='unseen'> </div>
}

</div>
<div className='seen-unseen-icon'>
{
msgInfo?.status !== undefined && msgInfo?.status
== 'seen'? <div className='seen-icon'> </div> : ''

}

</div>

</div>

</div>
)
}s

export default Friends;

import React, { useState,useEffect } from 'react';

import { Link,useNavigate } from 'react-router-dom';

import { userLogin } from '../store/actions/authAction';

import { useAlert } from 'react-alert';

import {useDispatch,useSelector} from "react-redux"

import { ERROR CLEAR, SUCCESS MESSAGE CLEAR } from
'../store/types/authType';

const Login = () => {
const navigate = useNavigate ()
const alert = useAlert();

const {loading, authenticate, error, successMessage,myInfo} =

useSelector (state=>state.auth);
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const dispatch = useDispatch();

const [state, setState] = useState ({
email: '',
password : "'

}) i

const inputHendle = e => {

setState ({

...state,
[e.target.name] : e.target.value
)
}
const login = (e) => {

e.preventDefault () ;

dispatch (userLogin (state))

useEffect (()=>{
if (authenticate) {
navigate ('/");
}
if (successMessage) {
alert.success (successMessage) ;
dispatch({type : SUCCESS MESSAGE CLEAR })
}
if (error) {
error.map (err=>alert.error (err));

dispatch({type : ERROR CLEAR })

}, [successMessage,error])

return (
<div className='register'>
<div className='card'>
<div className='card-header'>
<h3>Login</h3>
</div>

<div className='card-body"'>

<form onSubmit={login}>

56



<div className='form-group'>
<label htmlFor='email'>Email</label>
<input type="email" onChange={inputHendle}
name="email" value={state.email} className="'form-control'
placeholder="'Email' id='email' />

</div>

<div className='form-group'>
<label htmlFor='password'>Password</label>
<input type="password" onChange={inputHendle}
name="password" value={state.password} className="'form-control'
placeholder='Password' id='password' />

</div>

<div className='form-group'>
<input type="submit" value="login" className='btn' />
</div>

<div className='form-group'>
<span><Link to="/messenger/register"> Don't have any Account
</Link></span>
</div>
</form>
</div>

</div>

</div>

}s

export default Login;

BACKEND:
const express = require ('express');
const app = express();
const dotenv = require ('dotenv')
const databaseConnect = require('./config/database’)
const authRouter = require('./routes/authRoute')
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const bodyParser = require('body-parser');

const cookieParser = require ('cookie-parser');

const messengerRoute = require('./routes/messengerRoute');

dotenv.config ({
path : 'backend/config/config.env'
1)

app.use (bodyParser.json());
app.use (cookieParser ()) ;

(
app.use ('/api/messenger', authRouter) ;
(

A\l
app.use ('/api/messenger',messengerRoute) ;

const PORT = process.env.PORT || 5000
app.get ('/', (req, res)=>{

res.send('This is from backend Sever')
1)

databaseConnect () ;

app.listen (PORT, ()=>{

console.log( Server is running on port ${PORT}"

})

MIDDLEWARE: -
Auth:

const jwt = require('jsonwebtoken');

module.exports.authMiddleware = async (req, res,next)

const {authToken} = req.cookies;

if (authToken) {
const deCodeToken

jwt.verify (authToken,process.env.SECRET) ;

req.myId = deCodeToken.id;
next () ;

lelse(
res.status (400) . Json ({

error: {

errorMessage: ['Please Loing First']

await
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Message:

const router = require ('express') .Router();

const
{getFriends, messageUploadDB, messageGet, ImageMessageSend, messageSeen
,delivaredMessage} = require('../controller/messengerController');

const { authMiddleware } = require('../middleware/authMiddleware');

router.get ('/get-friends',authMiddleware, getFriends) ;
router.post ('/send-message',authMiddleware, messageUploadDB) ;
router.get ('/get-message/:1d',authMiddleware, messageGet) ;
router.post ('/image-message-send',authMiddleware,

ImageMessageSend) ;

router.post ('/seen-message',authMiddleware, messageSeen) ;

router.post ('/delivared-message',authMiddleware, delivaredMessage) ;

module.exports = router;

Database: -

const mongoose = require ('mongoose');
const databaseConnect = () => {

mongoose.connect (process.env.DATABASE URL, {
useNewUrlParser : true,
useUnifiedTopology : true

}) .then (()=>{
console.log('Mongodb Database Connected')

}) .catch (error=>{
console.log (error)

1)

}

module.exports = databaseConnect;
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